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TAX FRAUD ON THE EXAMPLE OF ISSUING FICTITIOUS VAT INVOICES
Abstract

The purpose of this article. In the literature, you can find quite extensive studies on value added tax,
while the issue of tax fraud on the example of issuing fictitious VAT invoices from the perspective of
the effect of Art. 56 § 1 of the Act of September 10, 1999 — Fiscal Penal Code has been treated quite
fragmentarily. The main research objective of this study is to characterize the impact of the above-
mentioned legal regulation in determining the scope of its impact on the tax law system. The work
will prove that it is actually unjustified to maintain the current structure of the model of the right to
deduct this tax. In connection with the above, the aim of the work will be to assess the directions of
changes in the analyzed institution against the background of the applicable legal provisions.
Methodology. It was created on the basis of an analysis of the content of legal acts and documents
as well as studies of the subject literature.

The result of the research. The taxpayer should not be held responsible for unlawful actions of third
parties with regard to the fulfillment of the tax obligation in the tax on goods and services. Based on
the considerations, it can be concluded that as long as the current structure of the model of the right
to deduct tax on goods and services is maintained, this issue will still remain open.

Keywords: tax, taxpayer, tax obligation, tax fraud, invoices, abuse.
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Piotr Kobylski

WSTEP

W literaturze mozna spotkac si¢ z dos$¢ obszernymi opracowaniami dotyczacymi
podatku od towaréw i ustug, natomiast zagadnienie oszustwa podatkowego na
przyktadzie wystawienia fikcyjnych faktur VAT z perspektywy skutku art. 56 § 1
Ustawy z dnia 10 wrzesnia 1999 r. — Kodeks karny skarbowy (t.j. Dz.U. 2021,
poz. 408 ze zm.) potraktowano do$¢ fragmentarycznie. Nauka prawa bowiem nie
poswigcila tej kwestii szczeg6lnego zainteresowania. Warto zastanowic si¢ czy
podjete dziatania przez ustawodawce pozwolily na stworzenie wtasciwie funkcjo-
nujacego modelu prawa do odliczenia podatku od towarow i ustug. Gtownym za-
mierzeniem badawczym jest charakterystyka tego, jaki wplyw ma wymieniona
powyzej regulacja prawna dla ustalenia zakresu jej oddziatywania na system
prawa podatkowego.

Warto zwroci¢ uwage, iz z teoretycznego punktu widzenia, podlega odpowie-
dzialnosci karnej podatnik, ktory sktadajac organowi podatkowemu, innemu upraw-
nionemu organowi lub ptatnikowi deklaracje lub oswiadczenie, podaje nieprawde
lub zataja prawde albo nie dopetnia obowiazku zawiadomienia o zmianie objgtych
nimi danych, przez co naraza podatek na uszczuplenie. Co istotne, czyn ten mozna
popehic¢ tylko umyslnie w formie zaré6wno zamiaru bezposredniego jak i ewentu-
alnego. Niniejszy przepis pozostaje w zbiegu z art. 62 § 2 k.k.s., ktory penalizuje
wystawienie rachunku lub faktury w sposob nierzetelny badz postugiwanie si¢ nimi.
Wobec tego podatnik nie powinien ponosi¢ odpowiedzialnos$ci za sprzeczne z pra-
wem dziatania 0sob trzecich w zakresie wywigzywania si¢ z obowiagzku podatko-
wego w podatku od towarow i ustug (Kardas i in., 2017: 687—705).

Praca bedzie dowodzi¢, iz w istocie niezasadne jest utrzymywanie obecnej
konstrukcji modelu prawa do odliczenia tego podatku. W zwiazku z powyzszym
celem pracy bedzie ocena na tle obowigzujacych przepiséw prawnych jakie sg
kierunki zmian analizowanej instytucji.

Przedstawiona problematyka pociaga za sobg nieuchronno$¢ analizy zagad-
nien prawnych z tego zakresu pod katem charakteru zmian, lecz takze problemow
praktycznych z tym zwigzanych. Przez lata omawiane zagadnienie ulegto pew-
nym przeobrazeniom, co moze powodowa¢ dowolnos¢, badz brak mozliwosci po-
prawnej logicznie, funkcjonalnej oraz spdjnej systemowo interpretacji.

1. ZASADA NEUTRALNOSCI PODATKU OD TOWAROW | UStUG

Specyfika podjetego zagadnienia wymaga przywotania stanowiska E. Letowskiej,
ktora podnosi, ze w procesie wykladni prawa nie mozna pomija¢ wyktadni syste-
mowej, badz funkcjonalnej, poprzez nadawanie roli wiodacej wyktadni jezykowej
okreslonego przepisu. Jak bowiem trafnie stwierdza, ,,sady sg przeswiadczone, ze
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dokonanie wyktadni jezykowej, i to nawet nie w drodze rzeczywistej analizy tek-
stu, lecz na podstawie intuicyjnego pierwszego znaczeniowego wyrazenia, elimi-
nuje sama dopuszczalno$¢ prowadzenia dla danego przypadku dalszej interpreta-
¢ji przy uzyciu innych jeszcze metod interpretacyjnych” (Letowska, 2012: 8).

Otoz, na zasadzie art. 88 ust. 3a pkt 4 lit. a ustawy z dnia 11 marca 2004 r.
0 podatku od towardéw i ustug (t.j. Dz.U. 2021, poz. 685 ze zm.) nie stanowig pod-
stawy do obnizenia podatku naleznego oraz zwrotu roznicy podatku lub zwrotu
podatku naliczonego faktury i dokumenty celne w przypadku gdy wystawione
faktury, faktury korygujace lub dokumenty celne stwierdzaja czynnosci, ktore nie
zostaty dokonane — w czgéci dotyczacej tych czynnos$ci. Przepis ten bezposrednio
pozbawia prawa do obnizenia podatku naleznego oraz zwrotu réznicy lub zwrotu
podatku naliczonego na podstawie wystawionych faktur, faktur korygujacych lub
dokumentow celnych. W konsekwencji zredukowano zasad¢ neutralnosci po-
datku od towardw i ustug, ktora daje prawo do odliczenia podatku naliczonego na
poprzednim etapie obrotu. Na marginesie nalezy wskazac¢, ze niniejszy przepis
implementuje do polskiego porzadku prawego regulacje umieszczone w Dyrekty-
wie 2006/112/WE z dnia 28 listopada 2006 r. w sprawie wspolnego systemu po-
datku od warto$ci dodane;j (t.j. Dz.U.UE seria L 2006, nr 347 ze zm.). Na mocy
art. 168 lit. a niniejszej dyrektywy oraz art. 86 ust. 1 ustawy o podatku od towaréw
i ushug, prawo do odliczenia podatku naliczonego jest zasadnicza cecha podatku
od towaréw i ustug. Z Dyrektywy 2006/112/WE oraz ustawy o podatku od towa-
réw 1 ushug mozna wyprowadzi¢ wniosek, ze podstawe do obnizenia podatku na-
leznego stanowi¢ moze jedynie faktura wystawiona przez podmiot bedacy podat-
nikiem podatku od towaréw i ustug z tytulu zrealizowania przez niego czynnosci
opodatkowanych.

Punktem wyjscia do dalszych rozwazan powinno by¢ okreslenie pojecia na-
lezyta staranno$¢. Mianowicie jest przestankg stosowania przepisu art. 88 ust. 3a
pkt 4 lit. a ustawy z dnia 11 marca 2004 r. o podatku od towarow i ustug. Pytanie
jak zatem podatnik powinien rozumie¢ niniejszy termin na tle przepisow Dyrek-
tywy 2006/112/WE. Nalezy zwr6ci¢ uwage, iz przyjety model trzeba taczy¢
z wlasciwg realizacjg obowigzku podatkowego. Co warto zauwazy¢, stat si¢ in-
strumentem ochrony intereséw fiskalnych panstwa w mysl przepisu art. 84 Kon-
stytucji RP (t.j. Dz.U., nr 78, poz. 483 ze zm.) — zasady sprawiedliwosci podatko-
wej, ktora ma gwarantowa¢ poprawny model ksztattowania si¢ podatkéw zgodnie
z regulami powszechnosci i rownosci. Jak wiadomo, organy podatkowe maja ob-
owigzek egzekwowania od wszystkich obywateli wywigzywania si¢ z obowigzku
podatkowego, gdyz zrédta pieni¢zne pochodzace z daniny podatkowej sa funda-
mentalne dla utrzymania sprawnego funkcjonowania aparatu panstwa (Wyrok TK
229.07.2014 r., P 49/13, LEX nr 1491200). Nalezy zaakceptowa¢ poglad, iz opo-
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datkowanie ma stuzy¢ jednak przede wszystkim zapewnieniu wptywow do bu-
dzetu, ktore odpowiednio wydatkowane, przynosi¢ maja korzysci dobru wspol-
nemu.

W swietle powyzszych uwag nalezy stwierdzi¢, ze w ten sposéb mozliwa jest
transpozycja przepisu art. 20 Konstytucji RP — zasady solidarnosci wspotpartne-
row spotecznych. Dopiero w polaczeniu z zasadg wyrazong w art. 1 Konstytucji
RP, podatnicy w stopniu wiasciwym do wiasnych mozliwos$ci, zobowiazani sa do
poswigcenia okreslonej ilosci swoich interesow dla dobra wspolnego (Wyrok TK
z dnia 30.01.2001 r., K 17/00, LEX nr 46003). Istotne w tym miejscu zdaje si¢
rozwazenie na tle obowiazujacych przepiséw prawnych, jakie byly kierunki
zmian analizowanej instytucji. Zasadniczego przemyslenia wymaga to, ze usta-
wodawca krajowy potraktowal niniejsza instytucje jako skuteczny mechanizm
uniemozliwiajacy odliczanie podatku na podstawie faktur niemajacych odzwier-
ciedlenia w stanie faktycznym. Mimo to instrument prawny ulega pewnym prze-
obrazeniom, co moze powodowaé¢ dowolnosc¢ lub brak mozliwosci poprawnej lo-
gicznie, funkcjonalnej oraz spojnej systemowo interpretacji.

Nawiazujac do powyzszych uwag, nalezy wskazaé, iz utrwalil si¢ poglad,
wedle ktorego organy podatkowe moga odméwic¢ podatnikowi prawa do odlicze-
nia podatku, jezeli na bazie obiektywnych okolicznos$ci ustala, ze podatnik wie-
dzial lub powinien byl wiedzie¢, iz bral udziat w transakcji wykorzystanej do po-
petienia przestepstwa lub naduzycia w podatku od towarow i ustug. Budzi to
powazne zastrzezenia, poniewaz przepisy wspolnotowe nie aprobuja praktyki od-
mowy przez organ kompetencji do odliczenia podatku z tego powodu, ze podatnik
nie przedsiewzial wszystkich §rodkéw dla powzigcia informacji, ze wystawca fak-
tury jest podatnikiem podatku od towarow i ustug, posiadat te towary i mogt je
sam dostarczy¢, wywiazal si¢ z powinnosci ztozenia deklaracji oraz zaptaty po-
datku od warto$ci dodanej, badz z tej przyczyny, ze podatnik chcacy odliczy¢ po-
datek pozbawiony jest sposobnosci, poza faktura, by wykaza¢ dowod spehienia
tychze warunkow (Wyrok TSUE z 12.01.2006 r. w sprawach potaczonych
C-354/03, C-355/3, C-484/03, LEX nr 165063). Ogolnie trzeba stwierdzié, iz od-
nosi si¢ do przypadku, gdy Zzadna z okoliczno$ci nie sugerowala, ze wystawca
faktury dopuscit si¢ przestepstwa, badz naduzycia w podatku od towarow i ustug
(Selera, 2014: 20-23). Trybunat Sprawiedliwosci Unii Europejskiej zauwazyt, iz
przepisy wspolnotowe nalezy interpretowac w taki sposob, by art. 167 i art. 168
lit. a Dyrektywy 2006/112/WE oraz reguty neutralnosci podatkowej, pewnosci
prawa czy rownego traktowania uwzgledniaty prawo do odmowy odbiorcy fak-
tury kompetencji do odliczenia naliczonego podatku od wartosci dodanej z po-
wodu braku faktycznej czynnosci podlegajacej opodatkowaniu, mimo iz w rekty-
fikacji decyzji podatkowej skierowanej do wystawcy danej faktury wskazany po-
datek od wartos$ci dodanej nie zostal skorygowany. Wydaje si¢ jednak, iz brak
uregulowania wprost tego rodzaju uprawnienia jest zaskakujacy, biorac pod
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uwage ewentualne skutki prawa do odliczenia naliczonego podatku od warto$ci
dodanej. Co wiegcej, wedlug TSUE organy podatkowe nie moga przerzucaé¢ na
podatnika ci¢zaru badania prawidlowos$ci prowadzenia dziatalnosci przez swoich
kontrahentow, jesli podatnik mogt zaktada¢, ze byli oni uczestnikami przestep-
stwa lub naduzycia w tym podatku (Wyrok TSUE z 31.01.2013 r. C-643/11, LEX
nr 1258614). Rzeczywista warto$¢ zamierzonego przez TSUE modelu pozbawie-
nia prawa do odliczenia naliczonego podatku ostatecznie jednak zalezy od judy-
katury poszczegolnych krajow cztonkowskich UE. W przeciwnym wypadku
uprawnienia, o jakich mowa w orzecznictwie Trybunatu Sprawiedliwosci stang
si¢ w praktyce podatkowej fikcja. W tej kwestii krajowa judykatura rowniez prze-
widuje mozliwo$¢ odliczenia podatku naliczonego wynikajacego z faktur, ktore
nie odzwierciedlajg rzeczywistosci, jesli podatnik zachowal wspomniang nalezyta
starannosc i nie wiedziat, badz nie mogt wiedzie¢, iz bierze udziat w czynnosciach
zwigzanych z naduzyciem w podatku od towarow i ustug (Wyrok NSA
z14.02.2019 r., | FSK 2356/18, LEX nr 2641636).

Powyzsze wskazuje zarazem, iz nie kazde uzyskanie korzySci podatkowej
moze by¢ naduzyciem prawa. W $lad za orzecznictwem TSUE, nalezy stwierdzic,
iz zasada naduzycia prawa na gruncie podatku od towar6éw i ushug jest jedng z za-
sad ogodlnych prawa Unii Europejskiej, a zatem nie wymaga si¢ jej transpozycji
do przepisow krajowych (Szymczyk, 2022: 76). Oznacza to, ze konstatacje Try-
bunalu Sprawiedliwo$ci stanowia uzupekienie luki interpretacyjnej chociazby
w sprawach, gdzie schematy optymalizacyjne byly dotad wykorzystywane przez
podatnikow dla osiggniecia korzysci podatkowej. W rezultacie organy podatkowe
nie mogly podwaza¢ skutkow takich dziatan (Bartosiewicz, 2020: 122).

2. WYSTAWIENIE FIKCYJNYCH FAKTUR VAT

W doktrynie prawa nie ma jednolitego pogladu, czy wystawianie pustych faktur
jest objete hipoteza art. 62 § 2 k.k.s. Mozna bowiem spotkac si¢ ze stanowiskiem,
iz znami¢ wskazane w art. 62 § 2 k.k.s., odnoszace si¢ do faktur okreslonychw § 1
— faktur ,,za wykonanie §wiadczenia” dotyczy wylacznie faktur w zwigzku ze
$wiadczeniami, ktore w rzeczywistoSci miaty miejsce (Zgolinski, 2012: 162-163).
Z tego wzgledu wystawianie faktur dotyczacych fikcyjnych i nieistniejacych
$wiadczen ma wypehia¢ jedynie znamiona przestgpstwa okreslonego w art. 271
§ 1 ustawy z dnia 6 czerwca 1997 r. — Kodeks karny (t.j. Dz.U. 2021, poz. 1023
ze zm.). Sci$le rzecz ujmujgc, wypada zauwazyé, ze nierzetelna faktura to za-
rowno faktura nieodzwierciedlajaca rzeczywistego przebiegu zdarzenia, jak i fak-
tura fikcyjna, dokumentujgca czynno$¢ nieistniejgcg. Czyn ten mozna popetnié

11



Piotr Kobylski

wylacznie umys$lnie z zamiarem bezposrednim. W sytuacji skorzystania z doku-
mentu sprawca musi obejmowaé $wiadomoscig, ze faktura badz rachunek zostat
wystawiony w sposob nierzetelny.

Podatnik, ktory sktadajac organowi podatkowemu, innemu uprawnionemu
organowi lub ptatnikowi deklaracje lub o$wiadczenie, podaje nieprawdg lub za-
taja prawde albo nie dopeltnia obowigzku zawiadomienia z zmianie objetych nim
danych, przez co naraza podatek na uszczuplenie, podlega karze grzywny do 720
stawek dziennych albo karze pozbawienia wolnosci albo obu tym karom facznie.
,,Do realizacji znamion tego typu czynu zabronionego konieczny jest wigc skutek
W postaci narazenia na uszczuplenie podatku. Skutek taki moze wynika¢ z zacho-
wan, ktére polegaja na wprowadzeniu w btad organu podatkowego, co do oko-
licznosci majacych znaczenie dla obowigzku podatkowego, prowadzac do mozli-
wosci jego ustalenia na nizszym poziomie niz podatek w rzeczywistosci nalezny.
Z istoty rzeczy nie moga mie¢ znaczenia w perspektywie skutku z art. 56 § 1 k.k.s.
takie zachowania podatnika, ktore polegaja na przekazaniu organowi nieprawdzi-
wych informacji, ktore nie miatyby wptywu na rozmiar i tres¢ obowiazku podat-
kowego (Zgolinski i Oczkowski, 2021: 41). Dotyczy to w szczego6lnosci zawar-
tych w fikcyjnych fakturach VAT informacji o transakcjach, ktore w rzeczywisto-
$ci nie mialy miejsca (...) Skoro wigc podstawa obowigzku podatkowego jest do-
konanie rzeczywistej transakcji, to samo wystawienie dokumentu stwierdzajacego
przeprowadzenie takiej transakcji, ktora w rzeczywistosci nie miata miejsca, po-
zostaje bez wptywu na zakres obowigzku podatkowego danego podmiotu” (Wy-
rok SN z 5.03.2015 r., 11l KK 407/14, LEX nr 1678967).

Na mocy art. 4 ustawy z dnia 29 sierpnia 1997 r. — Ordynacja podatkowa
(tj. Dz.U. 2021, poz. 1540 ze zm.) realizacja obowigzku podatkowego uzalez-
niona jest od zaistnienia okreslonych, konkretnych i obiektywnych okolicznosci
rodzacych powstanie tego obowigzku. Nalezy zaaprobowa¢ poglad P. Karwata,
ktoéry za istote uchylania si¢ od podatku uznaje unikanie zaptaty daniny bez uni-
kania zobowigzania podatkowego (Karwat, 2003: 22-28). W zwigzku z tym tres¢
faktury ma odpowiada¢ faktycznym zdarzeniom. Otdz, sam fakt dysponowania
oryginatem dokumentu nie determinuje wiarygodnos$ci zdarzen z niego wynikaja-
cych. Ponadto badanie dobrej wiary podatnika jest zrozumiate w sytuacji, gdy
wystaweca faktury jest jedynie firmantem — rzeczywiscie dostarcza towar, ale to-
war ten pochodzi od innego nieujawnionego podmiotu (Peczek-Czerwinska,
2016: 23-23).

W orzecznictwie krajowym oraz TSUE przyjeto stanowisko, iz uregulowanie
stanowigce obowigzek zaplaty podatku VAT wykazane w wystawionej fakturze
niemajgcej odzwierciedlenia w rzeczywistosci, trzeba stosowac majac na uwadze
to, czy wystawienie faktury VAT moze spowodowa¢ obnizenie wplywow z tytutu
podatkow. Jesli podatnik nie dostrzegt takiego ryzyka, powinno$¢ zaptaty podatku
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VAT wykazanego w wystawionej fakturze, ktora nie ma odzwierciedlenia w sta-
nie faktycznym jest bezzasadna, poniewaz prowadzitoby to do naruszenia zasady
neutralno$ci podatku VAT. Obowigzek zaptaty podatku wykazanego na takiej
fakturze nieodzwierciedlajacej rzeczywistej transakcji spoczywa wystawcy do-
poki istnieje ryzyko odliczenia tego podatku przez podatnika otrzymujacego fak-
ture (wyrok TS z 11.04.2012 r., C-138/12, LEX nr 1297082, wyrok NSA
229.05.2013 r., IFSK 1075/12, LEX nr 1378957). Co warto zauwazy¢, zobowia-
zanie wystawcy faktury do zaptaty podatku, niezaleznie na zwiazek z czynnos$cia
opodatkowana, jest jednak ograniczeniem sposobnosci dokonywania naduzy¢
prawa do odliczenia podatku (Sachs i Namystowski, 2008: 879).

Jak juz wyjasniono podstawowe znaczenie ma zasada neutralno$ci. Przez jej
pryzmat nalezy interpretowac przepisy dyrektywy 2006/112/WE i odpowiednio
art. 108 ust. 1 ustawy o VAT. Shuzy zagwarantowaniu prawidtowego poboru po-
datku i zapobieganiu przestepczosci podatkowej. Wazne w tym miejscu zdaje si¢
przywotlanie pogladu Trybunatu Konstytucyjnego, ktory stwierdzit, iz ,,Regulacja
art. 108 ust. 1 ustawy o VAT ma przede wszystkim charakter prewencyjny. Jej
zasadniczym celem jest zapobieganie niebezpieczenstwu uszczuplenia wplywow
podatkowych przez odliczenie podatku wykazanego na fakturze przez jej od-
biorcg. Za takim charakterem regulacji art. 108 ust. 1 ustawy o VAT przemawia
takze okoliczno$¢, ze zastosowanie tego przepisu uzaleznione jest od oceny ry-
zyka wykorzystania fikcyjnej faktury w obrocie prawnym. Regulacja art. 108 ust.
1 ustawy o VAT, stanowigc obowigzek zaptaty podatku wykazanego w fakturach,
ogranicza ponadto straty Skarbu Panstwa poniesione z tytulu bezprawnego odli-
czania podatku oraz wyludzania nienaleznego zwrotu podatku VAT i — w tym
znaczeniu — petni takze funkcj¢ restytucyjng. Regulacja art. 108 ust. 1 ustawy
0 VAT nie jest przepisem ustanawiajagcym sankcje (...) Spelnienie hipotezy
art. 108 ust. 1 ustawy o0 VAT, tj. wystawienie faktury z wykazang na niej kwotg
podatku VAT, skutkujace obowigzkiem zaptaty tego podatku, nie stanowi naru-
szenia normy prawnej. Tym samym obowigzek zaptaty podatku VAT w wyniku
wystawienia faktury — w §wietle powotanych definicji — nie moze by¢ traktowany
jako sankcja za naruszenie normy prawnej. Ponadto istotna dla oceny charakteru
prawnego obowigzku wynikajgcego z art. 108 ust. 1 ustawy o VAT jest okolicz-
nos$¢, ze TS uznat w swoim orzecznictwie, iz panstwa cztonkowskie mogg prze-
widzie¢ w prawie krajowym mozliwo$¢ skorygowania nieprawidlowo wyszcze-
golnionego na fakturze podatku, jezeli wystawca faktury udowodni dziatanie w
dobrej wierze lub jezeli zapobiegnie on w stosownym czasie i calkowicie niebez-
pieczenstwu uszczuplenia dochodow podatkowych” (Wyrok TK z 21.04.2015 r.,
P 40/13, LEX nr 1668770).
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PODSUMOWANIE

Majgc na uwadze wnioski ptyngce z niniejszego opracowania, nalezy zauwazyc,
iz prawo do odliczenia podatku naliczonego w istocie nie moze by¢ ograniczone
zaréwno pod wzgledem czasu, jak i zakresu przedmiotowego (Bartosiewicz i Ku-
backi, 2004: 766—770). Odebranie podatnikowi kompetencji obnizenia podatku
naleznego o podatek naliczony moze wystgpowac wytacznie w $cisle okreslonych
przez prawodawce przypadkach, jak trafnie zauwaza TK ,,wyraznie w tym zakre-
sie wyartykutlowanych” (Wyrok TK z 25.10.2004 r., SK 33/03, LEX nr 127312).
Nie ulega watpliwosci, iz kazda taka sytuacja, w ktorej pozbawia si¢ podatnika
prawa do odliczenia podatku naliczonego determinuje obcigzenie podatnika po-
datkiem naleznym. Warto jednak zauwazy¢, ze zarazem pozostaje on obcigzony
podatkiem naliczonym w tytulu dokonanej transakcji, bez mozliwosci jego odli-
czenia. Otdz, wykonanie obowiazkow podatkowych taczy si¢ bezwzglednie z in-
gerencja w prawa majatkowe. W tym miejscu nalezy wspomnie¢ o stanowisku
TK, ktory zauwazyl, ze w zwiazku z podstawg konstytucyjng omawianej regula-
¢ji, niniejszy mechanizm prawny nie moze by¢ rozpatrywany w kategoriach ogra-
niczen w korzystaniu z wolno$ci i praw, ale w kategoriach relacji miedzy obo-
wigzkami konstytucyjnymi i ochrong konstytucyjnych wolnosci i praw. Ponosze-
nie ciezaréw i $wiadczen publicznych, o ktorych mowa w art. 84 Konstytucji RP
,»hie jest ograniczeniem, ktorego dotyczy art. 31 ust. 3 Konstytucji, chociaz jego
zakres 1 tre§¢ moga by¢ kontrolowane z punktu widzenia zgodnosci z Konstytu-
cja” (Wyrok TK z 22.05.2002 r., K 6/02, LEX nr 54067).

Z uwagi na skutki, jakie wiaza si¢ z realnym wptywem na prawnopodatkowa
sytuacje podmiotu, istotnym zagadnieniem jest takze kwestia tzw. formalizmu.
Nalezy zwroci¢ uwage, iz w judykaturze krajowej w szczegolny sposob akcentuje
si¢ znaczenie formalizmu, ktore jest nieuchronne w prawie podatkowym. Warto
jednak pamigtac, iz z jednej strony musi odznacza¢ si¢ racjonalizmem, a z drugiej
strony nie moze zaburza¢ obrotu gospodarczego. Jak trafnie spostrzegt NSA ,,wy-
mogi formalne stawiane fakturom VAT nie moga by¢ celem samym w sobie,
zwlaszcza w sytuacji, gdy organy podatkowe nie majg watpliwos$ci co do tego, ze
kwestionowane faktury odzwierciedlajg rzeczywiste zdarzenie gospodarcze
i ujete zostaly w ewidencji zakupu” (Wyrok NSA w Warszawie z 10.10.1997 r.,
I SA 779/97, LEX nr 34424). W tym kontek$cie warto rowniez przywotac sta-
nowisko NSA we Wroctawiu, ktory wskazat, ze ,,w prawie podatkowym ma bo-
wiem pierwszorzedne znaczenie rzeczywisto$¢ gospodarcza, a nie tylko jej prze-
jawy uwidocznione na fakturach. Dlatego tez w sytuacji gdy materiat dowodowy
sprawy wskazuje jednoznacznie, ze dana faktura wystawiona zostata przez ustu-
godawce z tytulu rzeczywiscie zrealizowanych przez niego czynnos$ci, stanowigc
wezwanie do zaplaty z tytutu ich wykonania, a jej wadliwo$¢ polega jedynie na
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btednym okresleniu tytutu jej wystawienia przez wskazanie na niej innych czyn-
nosci, anizeli te, ktore byly przez niego wykonywane, faktura taka, mimo ze jest
dotknieta wadliwos$cia formalna, daje podstawe do obnizenia podatku naleznego
o podatek naliczony” (Wyrok NSA we Wroclawiu z 9.02.2000 r., I SA/Wr
1885/99, LEX nr 47924).

Reasumujac, z jednej strony jezeli podatnik chce wypetni¢ przestanke nale-
zytej staranno$ci to nie moze zaktadac, iz jesli otrzymat towar lub wykonat ustugg,
zostata zrealizowana zaptata, posiada on fakture, to bedzie zwolniony z jakichkol-
wiek innych obowiazkow. Z drugiej strony organy podatkowe nie powinny do-
prowadzac¢ do sytuacji, iz podatnik bedzie koncentrowat si¢ wytacznie na tym, czy
wystawca faktury wtada okre§lonymi towarami, jest w stanie je dostarczy¢, ztozy
deklaracje¢ i dokona zaptaty podatku od towarow i ustug, zeby tylko upewnic sig,
ze podmioty dziatajace na uprzednich etapach obrotu nie dopuszczajg si¢ prze-
stepstwa zwigzanego podatkiem od towardéw i ustug. Wydaje sie, iz wystarczajaca
okoliczno$cia bgdzie sam fakt uzyskania informacji o podmiocie, od ktorego po-
datnik chce naby¢ towary (Oczkowski i Zgolinski, 2020: 414-415). Podatnik,
chcac zachowaé nalezyta staranno$¢ powinien wykazaé sie przede wszystkim
$wiadomoscia, iz ewentualnie zakwestionowane faktury z przyczyn podmioto-
wych nie daja prawa do odliczenia podatku naliczonego. Niewazne jest czy po-
datnik otrzyma faktycznie towar w ilo$ciach okre§lonych w fakturach, ale czy wy-
stawcy faktur sa rzeczywistymi dostawcami towaru. Na zakonczenie warto takze
dodag¢, ze przepis art. 56 § 1 k.k.s. penalizuje zachowania prowadzace do naraze-
nia podatku na uszczuplenie. Istotne jest jednak, ze skutek ten moze wynikac je-
dynie z podania nieprawdy lub zatajenia prawdy albo niedopetnienia obowigzku
zawiadomienia o zmianie danych objetych deklaracja lub o$wiadczeniem (Grze-
gorczyk, 2006: 325). Otdz, ,,odnoszac si¢ do charakteru danych, co do ktorych
sprawca podaje nieprawde lub zataja prawde, w pismiennictwie wskazuje si¢, ze
chodzi tutaj o takie zdarzenia rzeczywiste, ktore normy podatkowe uznaja za zda-
rzenia rzutujace na przedmiot lub podstawe opodatkowania, a wigc nie wszelkie
zdarzenia, ktore moga na nie wptywac. Dane nieistotne w tej perspektywie, jako
niemajgce znaczenia dla ustalenia istnienia lub wysokos$ci zobowigzania podatko-
wego, pozostajg poza zakresem okolicznos$ci, co do ktorych mozliwa jest realiza-
cja jednego ze znamion modalnych, a w konsekwencji realizacja znamion strony
przedmiotowej oszustwa podatkowego” (Kardas i in., 2012: 573-574).

Przy okazji powyzszych rozwazan nie mozna poming¢ analiz podjetych przez
TSUE. Bez watpienia zasada naduzycia prawa w VAT bedzie podlegaé kolejnym
zmianom stosownie do okoliczno$ci fiskalnych. Poza tym niniejsza regula nie
musi wcale obejmowac wyltacznie podatnikow. Naduzycie prawa bowiem zako-
rzenilo si¢ takze trwale w praktyce organéw podatkowych (Wyrok NSA
z24.05.2021 r., 1 FPS 1/21, CBOSA). Na tym tle warto jednak podkreslié, iz trud-
nos$¢ polega na rozréznieniu zjawisk naduzycia prawa oraz omawianego oszustwa
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podatkowego. Na podstawie podjetych rozwazan mozna doj$¢ do wniosku, ze do-
poki utrzymywana bedzie dotychczasowa konstrukcja modelu prawa do odlicze-
nia podatku od towarow i ustug, niniejsza kwestia wcigz pozostanie otwarta. Nie
ulega watpliwosci, ze w obrocie gospodarczym wystepuja réoznego rodzaju wyltu-
dzenia tego podatku, jak chociazby wywotanie ztudzenia, iz kontrahent dokonuje
wewnatrzwspolnotowej dostawy towaréw. W tym procederze podmioty moga
wykorzystywac nie tylko tzw. puste faktury, ale rOwniez w sztuczny sposob kre-
owac transakcje gospodarcze (Oz6g, 2017: 83). Nie zmienia to jednak faktu, ze
trzeba przede wszystkim ustali¢, kto powinien zosta¢ uznany za winnego, a kto
zostal oszukany. Stad judykatura wypracowata koncepcje nalezytej staranno$ci.
W rezultacie nieodosobniony staje si¢ poglad, iz uzyskanie korzysci podatkowej
w VAT whbrew ratio legis przepiséw tej ustawy, przy zastosowaniu jej warunkow
formalnych nie daje podstawy do pociagniecia do odpowiedzialnosci podatnika
na gruncie przepisow Kodeksu karnego skarbowego (Wyrok NSA z 11.10.2018 r.,
I FSK 1865/16, CBOSA). To jednak wciagz za mato, by ustali¢ kryterium oceny
okreslonych zjawisk gospodarczych. Z tego wzgledu rozwigzania prawne w tym
zakresie powinny by¢ na tyle precyzyjne, by mozna wyrézni¢ prawidlowe uzy-
skanie korzysci podatkowej, jak i ewentualng karuzele podatkowa (Ladzinski,
2019: 26).

Zamykajac rozwazania nad tytutowa problematyka, z duza ostroznos$cia na-
lezy podejs¢ do dynamicznych zmian w omawianym zakresie. Chodzi tu przede
wszystkim o regulacje wprowadzone do Ordynacji podatkowej ustawg z dnia
13 maja 2016 r. o0 zmianie ustawy — Ordynacja podatkowa oraz niektorych innych
ustaw (Dz.U. 2016, poz. 846) oraz w dalszej kolejno$ci ustawa z dnia 23 pazdzier-
nika 2018 r. o zmianie ustawy o podatku dochodowym od osob fizycznych,
ustawy o podatku dochodowym od os6b prawnych, ustawy — Ordynacja podat-
kowa oraz niektorych innych ustaw (Dz.U. 2018, poz. 2193). Otdz, na mocy zno-
welizowanych przepisow (art. 119a-119zf Ordynacji podatkowej), organ podat-
kowy moze odmiennie oceniaé¢ skutki podatkowych zdarzen gospodarczych, rea-
lizowanych przez podatnika, jesli obrany przez niego schemat dziatania minima-
lizuje obcigzenia podatkowe. Na podstawie poczynionych powyzej spostrzezen
mozna raczej stwierdzié, iz te zmiany nalezy rozpatrywac raczej jako kolejna,
dyskrecjonalng ingerencj¢ w konstrukcje podatku od towarow i ustug, ktéra ma
na celu zwigkszenie przestrzeni fiskalnej i negatywnie wptywa na stabilno$¢ i wia-
rygodno$¢ w dzialaniu prawa do odliczenia podatku od towarow i ustug.
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INTRODUCTION

In the financial services market, abuses against consumers can have various
dimensions. There can be an individual dimension: when a particular market
practice of a specific financial market entity affects a specific consumer, and
a collective mass dimension: when abusive market practices affect all consumers.
Such an example of abuse can be misselling, which is mass (widespread) and
repetitive in nature. Regardless, abuses against consumers by financial service
providers can also have different legal nature and subjective scope. Their legal
classification can also be made differently. Namely, they can be considered
prohibited market practices (practices that violate the collective interests
of consumers, unfair market practices, misselling of financial services, use of
prohibited contractual clauses), criminal acts (“sectoral” crimes, consumer
offenses), or other torts (individual acts in violation of the provisions of the
consumer financial market law) (Rutkowska-Tomaszewska, 2020: 29-60). At the
same time, abuse of the consumer is always a violation of good morals, including
ethical standards, honesty, integrity, which should be respected by financial
institutions in their relations with the weaker participant in the financial services
market. In the financial services market, characterized by high risk and high
complexity, there are problems arising from its imperfection (Chater, Huck and
Inderst, 2010: 3). The advantage of financial institutions over consumers in terms
of information, knowledge, legal standing or negotiating power is indicated as
a market imperfection (Czechowska and Zaton, 2018: 290). Therefore, in the
literature, the reasons for the imbalance are to be sought among: market defects
(Chater, Huck and Inderst, 2010: 3), irrational market behavior (Muller et al.,
2014: 30), but primarily in the irregularities occurring on the part of financial
service providers. The abuse of customer advantage and the resulting negative
consequences are referred to as misselling (Czechowska and Waliszewski, 2018:
19-32)%

Misselling as an unethical and legally questionable practice occurs in finance
and banking, which is an important research problem given the importance of
financial transactions. Although it is one of the important topics addressed in the
literature, no single definition has been developed so far. By some experts,
misselling is defined broadly, ranging from the practice of misleading customers
and inadequately informing them about important product features, i.e. the cost
and level of risk associated with a financial product (Franke, Mosk and Schnebel,
2016), to aggressive selling or fraud. The consequences of this type of behavior
are financial losses on the part of consumers, as well as undermining confidence

L In particular, we can talk about allegations of mis-selling financial services to a consumer
who is not a professional and lacks expertise in a particular field, unable to evaluate the information
provided.
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in the market as well as financial institutions. A good example of this is the case
concerning the process of offering and selling GetBack SA bonds, referred to by
the market as the “GetBack affair”. This company has committed numerous and
significant irregularities, suffered great losses and caused serious damage to
others?. The GetBack affair is undoubtedly a serious, unprecedented phenomenon
that has brought together many of the problems of the Polish capital market.

The main purpose of the article is to identify the occurrence of misselling in
the process of offering and selling corporate bonds of GetBack SA. The research
methods used in the article include literature analysis and analysis of secondary
data having its source in official documents in the form of decisions issued by the
President of the Office of Competition and Consumer Protection (OCCP), reports
of the Supreme Audit Office (NIK) and studies of the Financial Ombudsman.

1. THE ESSENCE OF THE CONCEPT AND EXAMPLES OF THE OCCURRENCE OF
MISSELLING IN POLAND

The term misselling has its origin in the UK, where it was singled out in
connection with the massive occurrence of the practice of selling loans bundled
with PPI insurance policies, which took place between 1990 and 2010 (Szakun,
2019: 59-74). The policies offered at the time were not only very expensive, but
full of exclusions that limited the likelihood of compensation. In addition, they
were offered to unaware customers as a necessary component of a specific
financial product. We could also encounter the concept of misselling in the context
of the genesis of the financial crisis of 2007-2009. It appeared in descriptions of
negative sales practices in the subprime mortgage market in the United States and
their securitization, which later led to the spread of the crisis throughout the world.

If we were to give the legal status of this concept, it would unfortunately be
difficult, because so far it has not been reflected in national laws or EU
regulations. Moreover, there is no uniform and methodologically consistent
definition. The first attempt to define the concept was made by the UK Financial
Services Authority — Financial Services Autority (FSA), which described it as “the
provision of unfair, unsuitable products to consumers” (Financial Services
Authority, 2013). Subsequently, the Financial Conduct Autority (FCA),

2 According to the Business Insider portal, the scale of the problem is evidenced by the number
of aggrieved customers (bondholders) — almost 10 000, most of whom are private individuals (there
are 178 institutions), and the amount of losses incurred — it is estimated that on a national scale the
losses incurred by individuals in the GetBack affair reach up to PLN 2.5 billion. Professor S. Buczek
estimates the scale of the problem at nearly PLN 4 billion, including PLN 740 million in stocks,
PLN 2.3 billion in bonds, PLN 500 million in debt funds and several hundred million in bank loans
(Nartowski, 2018).
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a successor to the FSA?, expanded on this definition, indicating that misselling
should be associated with giving inappropriate advice, providing unnecessary
information with the omission of important features, or failing to explain the risks
being taken, resulting in the customer signing a contract that is unfavorable to
them (Money Advice Service). Misselling also occurs when the customer
admittedly does not lose money, but does not receive complete, reliable and
transparent information about the instrument being purchased and its effects on
the market (Cichorska, 2017: 18-34). An important position related to the attempt
to define this concept is provided by a study prepared for a committee of the
European Parliament. The author of this study, Alexander Kern, captures this
phenomenon very broadly, listing the following practices as examples (Kern,
2018):

1) inadequate, insufficient information about hidden costs, fees and risks of
the financial product;

2) creating and offering financial products unsuitable for customers, not
taking into account their behavioral conditions and level of financial knowledge;

3) highlighting the positive features of a financial product while minimizing
information about potential risks;

4) lack of proper management and control on the part of lenders and
investment companies over client intermediaries and advisors motivated to
propose high-risk and unsuitable products to clients.

In Poland, the problem of misselling was noticed several years ago, on the
occasion of the filing of class action lawsuits against insurers and banks, which
began to offer insurance products of an investment nature, so-called polisolokaty.
At the time, the hitherto unnamed phenomenon was treated as a manifestation of
a practice that violated the collective interests of consumers. It was not until
harmful practices of selling financial products on the market, manifesting
themselves in the offering of: so-called momentary loans on the consumer credit
market, life insurance with an insurance capital fund, mortgage loans denominated
or indexed to a foreign currency, that the Competition and Consumer Protection
Act was amended. This law introduced, as of April 17, 2016, a new category of
prohibited practice that violates the collective interests of consumers — misselling
of financial services (Dz.U. 2015, poz. 1634). At that time, it was recorded that
misselling is a practice that violates the collective interests of consumers and
consists in “proposing to consumers the acquisition of financial services that do
not meet the needs of these consumers determined taking into account the
information available to the trader, in terms of the characteristics of these

3 Due to the perceived regulatory inefficiency of banks during the 2007—2009 financial crisis,
the UK government decided to restructure financial regulation and transform the FSA. Its
responsibilities were then split between two agencies, the Financial Conduct Authority and the
Prudential Regulation Authority of the Bank of England.
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consumers, or proposing the acquisition of these services in a manner inadequate
to their nature” (Dz.U. 2020, poz. 1076)*. Thanks to this regulation, which
recognizes the need for special consumer protection, an obligation is imposed on
financial institutions to act ethically by offering financial products that are
appropriate, adequate and tailored to the needs of the consumer. However, it
should not be forgotten that among the EU regulations already enacted, there
is a number of other regulations that, in some part, respond to the increase in
misselling in the financial market. First and foremost, one can point to the MiFID
Directive®, which was later modified to MIFID 11° (Markets in Financial
Instruments Directive)’ with its supporting MiFIR (Markets in Financial
Instruments Regulation) (Official Journal of the EU L 87/1 of 31.03.2017) and
guidelines on certain aspects of MiFID Il suitability requirements (European
Securities and Markets Authority, 2018). Another important EU legislation worth
citing here is the IDD (Insurance Distribution Directive) (Official Journal of the
EU L26/19, 2.02.2016)%, which concerns the work of insurance intermediaries:
agents or brokers, but also the way the insurance is offered.

An interesting profile of the concept of misselling was presented by
J. Cichorska, who, based on various sources, compiled the most common
characteristics of misselling (Cichorska, 2017: 18-34). She pointed out, following
other authors, that misselling is customer-dangerous behavior (Wierzbicka, 2015:
71-79), referring to unethical behavior of personnel misleading consumers
(Wojnowska and Gniadek, 2015), and selling inappropriate products (Wyman,
2011), mismatched to consumer needs (Krasnodebska-Tomkiel, 2016: 30-32).

Importantly, misselling is an unfair practice, an act of unfair competition,
which may already occur in the advertising or sale of a financial product or
service?®, that is, before the conclusion of the contract (in the decision-making

4 Art. 24, item. 2, p. 4.

5 MIFID was created to protect clients using the services of investment service providers
operating in the European Economic Area. According to the document, banks, brokerage houses and
other financial institutions are required to act in the interests of clients. That is, they are to
recommend products that suit the investor's profile and to properly carry out the instructions given
by the investor (Official Journal of the EU L 145 of 30.04.2004).

6 In 2018, MIiFID was modified. The changes included a reduction in costs, borne by
investment clients. According to the latest directive, it is necessary to develop the valuations of
individual financial products in such a way that these are as transparent as possible (Official Journal
of the EU L 173/349 of 12.06.2014).

" This document regulates the provision of investment services in the European Economic
Area.

8 This directive was implemented into the Polish legal area as the Insurance Distribution Act
of December 15, 2018.

® According to art. 4 ustawy o przeciwdziataniu nieuczciwym praktykom rynkowym, an unfair
sale is contrary to good practice and is likely to materially distort the market behavior of the average
consumer before, during or after the conclusion of a contract (Dz.U. 2017, poz. 2070).
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phase), which is unsuitable for the consumer. The reason why a consumer decides
to buy a particular product may be due to inappropriate (incomplete) information,
not adapted to the consumer’s capabilities or needs in terms of age, health,
financial situation, or economic knowledge.

There are many examples of what misselling can look like in the market
of offered financial products. The most well-known example of the occurrence of
this phenomenon in Poland to date would be the irregularity of offering and selling
loans denominated or indexed with the exchange rate of the Swiss franc. The
popularity of such products in the Polish market was due to indirect (related to
the general demand of households for real estate loans) and direct (related to the
attractiveness of foreign currency loans compared to loans in the native currency)
reasons (Penczar, 2020: 125-136).

2. THE PHENOMEN OF MISSELLING IN THE PROCESS OF OFFERING AND SELLING
GETBACK BONDS

An interesting example bearing the hallmarks of misselling is the case involving
the process of offering and selling GetBack SA bonds. The process involved the
wrong entities offering the wrong assets to the wrong buyers in the wrong way.
Therefore, this procedure, referred to by the market as the “GetBack affair”, is
worth a closer look. The case of the GetBack affair is undoubtedly one of the
largest financial scandals of recent years, in which numerous and significant
irregularities were committed, great losses incurred and serious damage wad done.

The history of GetBack SA begins on March 14, 2012, when it was registered
by LC Corp. B.V., a Dutch entity owned by Leszek Czarnecki. Its object is to
acquire debt portfolios and collect payment for its own account, and to manage
external debt portfolios under the management of securitized receivables of
investment funds. The debt portfolios acquired were mainly from the financial
industry and the telecommunications and energy sectors (NIK, 2020: 37). In July
2014, the company was acquired by Idea Bank for PLN 270 million, after which,
on June 15, 2016, all of the company’s shares were purchased for PLN 825 million
by a consortium of private equity funds, with the leading role of the Abris fund
(Nartowski, 2018: 14). The company’s business model was characterized by
a high degree of aggressiveness in terms of both debt acquisition and financing.
The company showed very high growth dynamics. This is evidenced by changes in
the company’s balance sheet size. In 2014-2017, the company’s assets increased
from PLN 289.5 million to PLN 2,312.7 million, i.e. 8 times, total liabilities from
PLN 223.9 million to PLN 2,934.7 million, i.e. 13 times (NIK, 2020: 40). The
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volumes of loan portfolios managed by the company also grew very dynamically*°
—in 3 years their value grew 6-fold (to nearly PLN 30 billion by the end of 2017)
(Mazur, 2018). The loan portfolios were financed with funds from recoveries from
debt portfolios, but primarily with debt raised on the capital market. Debt raised
on the capital market of GetBack SA’s capital group included corporate bonds in
both public and private placements. In total, the company issued corporate bonds
under private issues of 401 series for a nominal amount of PLN 3,560.1 million,
and 6 series of public issues for a nominal amount of PLN 256.4 million!! (NIK,
2020). GetBack SA issued bonds without restraint. For the company, this was an
effective way to raise financing due to its small equity. Unfortunately, as it later
turned out, the company issued far more than it could handle. How was it possible
to issue such an amount of bonds? Issuing them was possible because of several
reasons. First, the first public offering was well received in the market*2, which
over time the company used to issue more bonds!®. Their conduct was possible
because they were supported by several investment banks and the ratings it
received'. By earning positive ratings from rating agencies, the company has
significantly raised analysts’ sentiment and the trust placed in its assets by
individual investors. The justifications for these ratings were captivating in their
optimism, even though a significant risk factor was that some of the securities
issues carried high interest rates above market conditions, and some of them were
equipped with a PUT option, i.e. an option for early redemption at the request of
bondholders (GPW, 2011). Secondly, it was crucial that the issue be non-public
(private), because according to the Bond Law (Dz.U. 2020, poz. 1208)%,
a prospectus or investor information memorandum is then unnecessary (Rogowski
and Gemra, 2018: 89-103). And this meant that the entire process took place
without the supervision of the Financial Supervisory Commission (FSC), as the
documents did not have to be approved by it. The company took advantage of this
by dividing the issues into small series of up to 149 people and offering them to
a very wide range of investors.

For many months, the company sailed on a wave of media acclaim, allowing
business to continue. The industry praised the innovative approach to debt
recovery, brokerage houses outdid themselves in issuing positive
recommendations (Biedny, 2019: 160-177). Even the Board of Directors of the

10 As it turned out later, the company purchased receivables at inflated prices, which negatively
affected the company’s profitability.

11 GetBack SA’s liabilities from issuing debt securities increased more than tenfold between
late 2014 and mid-2017.

12 The WSE then admitted 600 000 of the company’s bonds to trading on the main market in
May 2017 (Rogowski and Gemra, 2018: 89-103).

130n 17.07.2017, the company also debuted on the WSE, raising PLN 370 million.

4 Information on the ratings assigned can be found (Nartowski, 2018: 27-28).

15 Art. 33, 34.
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Exchange appreciated the optimal use of the opportunities of the markets run by
the Exchange®®. Unfortunately, the financing model adopted by the company
proved to be very risky. From the outside, what might have looked like a role
model, turned out to be a disaster up close. The first signs that the company might
bear the hallmarks of a financial pyramid came to light thanks to a whistleblower
on 30.11.2017, who indicated that the company, although it achieved high
profitability in the short/medium term, in the long term the company would be
loss-making, which the current owners would probably take advantage of by
exiting the shareholding of the listed company (NIK, 2020). Unfortunately, the
notice did not elicit the expected reactions, although many entities received it
(Kosinski, 2020). Subsequent events in the market suggesting financial instability
by regulators were also ignored, i.e. the company’s March 2018 announcement
that it was looking for a strategic investor, and the announcement that it had
applied for a private placement of up to 70 million shares (Poor, 2019: 160-177).
It was only when the company published their Current Report No. 39/2018
(GetBack, 2018) on 16/04/2018 and issued an announcement that it was in
advanced financing talks with PKO BP and the Polish Development Fund?’, which
caused the company to attract the interest of state authorities. The company’s false
announcement that talks were underway brought to light the company’s
insolvency problems and the prevailing disorder that resulted from the lack of
corporate governance (Biedny, 2019: 160-177; Nartowski, 2018), lack of ethical
standards and organizational culture. For this reason, in the following months,
many more irregularities and frauds*®, which occurred within the company itself
and its affiliates, came to light. We can learn about their details from various
sources compiled by the supervisory authorities. Among these irregularities we
could mention, e.g.: falsification of financial statements (KNF, 2018), moving
money out of the company (Nartowski, 2018), irregularities in the servicing of
debt funds?®, rolling over debt portfolios, or finally misselling, which is the main
argument of aggrieved investors in the fight for compensation, and will be
addressed later in the article (Business Insider, 2018). We can learn that the
company conducted its business in violation of the law from the decisions issued
by the President of the OCCP, which recognized the violation of collective

16 On February 1, 2018. The Board of Directors of the Exchange decided to award the company
for 2017.

17 The message issued turned out to be untrue, which was denied by the aforementioned
entities.

18 In what follows, all irregularities will not be discussed, as this is not the subject of the
article’s consideration.

19 The improper process of acquiring debt portfolios, which were bought at inflated prices and
sold at lower prices, which reflected on profitability, is pointed out. Interestingly, some debt
portfolios were not serviced, instead their value was fictitiously increased (see more: Nartowski,
2018).
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consumer interests. In one of them, the Chairman challenged 10 practices related
to debt collection involving, among other things, coercion and pressure, multiple
lawsuits against the same consumer. At the time, all of these actions were deemed
to constitute unfair market practices under the Act of August 23, 2007 on
counteracting unfair market practices (RLU-02/2018). In another proceeding,
GetBack SA in restructuring® was accused of actions involving the dissemination
of false information as to the financial situation of GetBack SA. in restructuring
by providing consumers with information about the company’s stable situation
(DOZIK-4/2020),

The problems related to the company’s insolvency are multifaceted and do
not only concern the company itself. We are talking about abuses and irregularities
related to the offering and sale of GetBack SA bonds. An analysis of the requests
sent to the Financial Ombudsman by consumers indicates that unfair market
practices were used in the distribution of securities bearing the actions by
the President of the OCCP. According to the issued decisions of the President
of the OCCP, we can learn that bond sellers disseminated false information as to
the safety of investments in issued corporate bonds by providing consumers with
information suggesting that the aforementioned investments in corporate bonds
are characterized by a high degree of safety, and the loss of invested funds is
unlikely (DOZIK-4/2020). Moreover, the sellers compared the aforementioned
securities to bank deposits or government bonds, pointing to non-existent
similarities, i.e. the high security of the offered bonds guaranteed on many levels
— interest rate guarantee and guarantee of return of paid-in capital, and indicating
that the issues are supervised by the FSC (RBG-13/2019).

All of these procedures may have caused the consumer to make a decision
regarding the purchase of the offered bonds that they would not have made
otherwise, which constitutes an unfair market practice, as referred to in art. 5 item
1 in conjunction with art. 4 item 2 of the Act of 23 August 2007 on Combating
Unfair Commercial Practices, and thus violates art. 24 item 1 and 2, p. 3 of the
Act of 16 February 2007 on the Protection of Competition and Consumers (i.e.
Journal of Laws of 2019 item 369 as amended) and collective interests of
consumers?,

Applications submitted by customers to the Financial Ombudsman show that
GetBack SA’s bonds were distributed through various channels. These included
the company’s own sales networks, but also financial market entities, such as

20 On 2.05.2018, GetBack filed an application with the District Court in Wroclaw—Fabryczna
to open restructuring proceedings in the form of accelerated arrangement proceedings.

2L The OCCP’s position is that the company’s actions created a misleading perception on the
part of the consumer about the safety of the invested capital.

22 The decision of the President of the OCCP issued against Getin Noble Bank (RWR 9/2020)
was similar in tone.
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banks and brokerage houses. Due to this situation, the mechanisms of the market
players were known, thanks to which it was possible to distribute such a large
amount of securities. This gave grounds to conclude that we were dealing here
with an unfair market practice contrary to good practice. The allegations against
the entities offering GetBack bonds concerned, among other things,
misrepresentation of the role the entities played in the mechanism. Irregularities
in this regard were shown in particular on the unlawful offering of bonds by Idea
Bank SA, and the cooperation of Polski Dom Maklerski SA (PDM for short) with
this entity. On the basis of the consortium agreement between PDM and Idea
Bank, the client’s advisors were responsible for the so-called first contact with the
client, which consisted of a telephone conversation or on the spot at the branch,
with the aim of offering them the purchase of unsecured corporate bonds (RBG-
1/2020). At the same time, the bank’s employees reinforced the message about the
offer with the fact that it is intended for selected customers and one must decide
quickly. This method of operation was intended to exert time pressure on
customers, which was supposed to deprive consumers of an informed choice
of the product The offer was presented as unique and attractive. The bank
employee gave the customer a few or several hours to think about it, as it was
suggested that access to the aforementioned offer was limited (OCCP, 2019: 60),
and there were a lot of willing investors to purchase them, or the offer to purchase
the aforementioned bonds was unique (DOZIK-4/2020). At the same time, the
Bank omitted information about the past frequency of issuance of these bonds,
which could be several in as many as one week, and the actual number of future
or current bondholders.

Another aspect of misselling in which the collective interests of consumers
referred to in art. 24 item 2 p. 4 of the Act on Protection of Competition and
Consumers were violated is misleading consumers about the nature of the product.
An analysis of complaints received by the Financial Ombudsman and the OCC
showed that consumers who were not bound to any product or were contractually
bound to a specific product? were persuaded (by a customer advisor in a phone
call, or on the spot at a branch) to purchase unsecured corporate bonds of a large
company listed on the WSE, which is the second largest debt collection company
in Poland (RBG-1/2020). An analysis of complaints received by the Financial
Ombudsman and the OCCP showed that consumers who were bound by a bank
deposit, structured deposit or life insurance contract with an insurance capital fund
were persuaded (by a customer advisor?* in a telephone conversation or on the

23 For example, a bank deposit, a structured deposit or a life insurance contract with an
insurance capital fund.

24 In many situations, the calls were made by former employees of the bank, who, using
unlawfully taken customers’ contact information and information about their cash holdings at their
new employers.
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spot at a branch) to purchase unsecured corporate bonds of a large company listed
on the WSE, which is the second largest debt collection company in Poland (RBG-
1/2020). Significantly, some of the applications also included very favorable
terms consisting of closing the above-mentioned investments before the deadline
without losing interest and at the same time investing in a product that will bring
great earnings®®. The analysis of the conclusions also shows that the employees
offering the above-mentioned products did not behave in accordance with the law
and ethics, because before proposing this investment, the level of investment
knowledge and investment experience necessary to assess whether the proposed
instrument is suitable for the customer, including verification of the acceptable
risk, was not analyzed (Financial Ombudsman, 2019).

In addition, the bank when offering to sell these securities, did so with
improper care, as its employees deliberately misled customers. According
to investigators, they used reprehensible sales techniques to do so in order to
distribute as many of the debt collector’s bonds as possible. This consisted of the
fact that the bank, after receiving information from a customer that he or she was
interested in the investment, forwarded the customer’s data to PDM?, which,
upon receiving the application, would send a package of documents to the
customer’s e-mail address, consisting of, among other things: information about
the offer, the Terms and Conditions of the bond issue and an electronic Purchase
Proposal Acceptance Form (hereinafter: the Form). Interestingly, this form was
often filled out and sent from a bank employee’s computer!?’. The whole situation
resulted in the potential investor not knowing that the offered product was not that
of a bank, but that of a brokerage firm, which, in the opinion of the Financial
Ombudsman, should be considered in terms of misleading the consumer about the
real nature of the bank’s activity.

In the process of offering these bonds, attention is drawn to the abuse of the
analyzed bank — as an institution of public trust and a relationship built with an
existing client. This is because it should be noted that the bank that offered them
did not have the right to do so because it did not follow from its Articles of
Association?® and, in addition, the aforementioned entity did not have the proper
authorizations from the FSC (KNF, 2020).

Another disturbing and appalling thing that took place in this offering of the
bonds is that the financial products were intensively distributed to trusting

%5 According to the Financial Ombudsman, the bank’s actions here were in the nature of
investment advice.

%6 |nvestment company entity.

27 Once the condition was met and the deposit made, the bank’s customer received from PDM
a confirmation of the bond subscription made, along with information about the allocation made
(Rzecznik Finansowy, 2019).

28 Only on October 23, 2017 Idea Bank amended its Articles of Association (Statut Idea Bank,
2017).
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customers: these included private banking clients as well as consumers of
retirement age, who until then had kept their savings on safe deposits, but were
persuaded to invest in a risky financial instrument. According to a lawsuit filed by
the Financial Ombudsman, the bank committed the prohibited practice of
misselling by offering to purchase a risky investment product that was unsuitable
for a person as old as 85 at the time of the bond purchase, and who was not
interested in risky investments (Rzecznik Finansowy, 2020). In the Financial
Ombudsman’s opinion, this was a glaring example of abuse of customer trust in
a bank especially since the elderly still view banks as institutions of public trust
(Rzecznik Finansowy, 2020).

CONCLUSIONS

The amendment to the Act on Protection of Competion and Consumers, which
came into force in 2016, introduced a new category of prohibited practice
violating the collective interests of consumers - misselling in the financial market.
As we could learn from the article, misselling is a practice that we can associate
with a specific financial service, an activity that can be used by a specific entity/s
of the financial market. Fraudulent selling can consist of both behaviors and sales
procedures and marketing activities that aim to mislead consumers by providing
incomplete, or even false information about the purchase and operation of the
instruments purchased, and is often characterized by a high level of complexity.
The area in which the phenomenon of misselling has occurred is undoubtedly
the case involving the process of offering and selling GetBack SA bonds. The
circumstances of the case indicate that in the process of distribution of bonds,
features of this phenomenon can be identified, consisting of offering the wrong
assets by the wrong entities to the wrong buyers in the wrong way. Firstly, the
circumstances of the case prove that in the case of GetBack’s bonds, they were
offered by an entity (here Idea Bank) that had no right to do so because
the aforementioned entity did not have the proper permits, and this did not follow
from its Articles of Association. Moreover, in the Ombudsman’s opinion, the
aforementioned entity neglected to provide consumers with information about the
role it played in these activities. Secondly, the process of selling the products by
salesmen was carried out in an improper manner because the persons offering
them fell short of the law and ethics, as no analysis of the level of investment
knowledge and investment experience was carried out before this investment.
Thirdly, the analysis of the cases involving the offering and sale of bonds indicates
that the bank, taking advantage of its position as a public trust institution vis-a-vis
the consumer, offered the consumer a product that was unsuitable for their needs
and carried a high investment risk. As a result, this led to a distortion of the
consumer’s market behavior and caused them to make an unfavorable decision
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regarding the purchase of GetBack SA bonds, which they would not have made if
the entities offering it had not used unfair market practices.

Based on the analysis of the decision of the President of the OCCP, the reports
of the Supreme Audit Office and the studies of the Financial Ombudsman, it can
be concluded that the purpose of the article that was to identify the occurrence of
misselling in the process of offering and selling corporate bonds of GetBack SA,
has been achieved.
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WSTEP

Banki w ramach wspoltpracy z zakladami ubezpieczen (bancassurance) oferuja
ubezpieczenia, ktore majg chroni¢ kredytobiorcéw przed ryzykiem zwigzanym
z kredytem. Niestety praktyka bankéw w sprzedazy pakietowej kredytow i ubezpie-
czen wykazuje wiele nieprawidtowos$ci, okreslanych mianem ,,nieuczciwej sprze-
dazy” (misselling). Na rynku finansowym misselling moze by¢ rozumiany jako
»hieuczciwa 1 nieetyczna sprzedaz produktéw i ustug finansowych niedopasowa-
nych i nieodpowiednich do potrzeb klientéw, czyli takich, ktdre nie sg klientom
potrzebne, a nawet sg bezuzyteczne i nie odpowiadajg ich rzeczywistym potrzebom
lub sa niedopasowane do ich sytuacji osobistej, zyciowe;j i finansowej” (Rutkow-
ska-Tomaszewska, 2020: 31-60). Praktyki te byly przedmiotem licznych raportow
oraz przyczynily si¢ do wydania w 2014 r. przez Komisj¢ Nadzoru Finansowego
(KNF) Rekomendacji U. Dziatania podjete przez KNF byty potrzebne ze wzgledu
na brak regulacji, ktore zapobiegatyby nieuczciwej sprzedazy. Rekomendacja U
I nastgpujace po niej zmiany normatywne przyczynily si¢ do wzmocnienia pozycji
klientow w relacji z bankami. Banki zaczgty oferowa¢ indywidualne umowy ubez-
pieczenia, a proces dystrybucji ubezpieczen stat si¢ dla konsumentéw bardziej
transparentny. Konsument zyskat dostep do informacji o nabywanym produkcie,
dzieki czemu moze doktadnie zapoznac si¢ z zakresem ochrony ubezpieczenia.

Gloéwnym celem artykutu jest przedstawienie definicji pojeciai form zjawi-
ska sprzedazy pakietowej kredytéw mieszkaniowych i ubezpieczen oraz okresle-
nie zakresu jej stosowania przez badane banki, analiza przyczyn nieprawidlowo-
sci w sprzedazy pakietowej i konsekwencji dla konsumenta oraz wskazanie roz-
wigzan naprawczych. Przedstawiony cel projektu wpisuje sie luke badawcza w li-
teraturze przedmiotu. Obecnie brakuje opracowan, ktore w poglebiony sposob
analizowatyby konsekwencje dla konsumentow z tytutu sprzedazy wigzanej i ta-
czonej kredytow mieszkaniowych i ubezpieczen.

Przeprowadzone w artykule badania pozwola zweryfikowac¢ nastepujace hi-
potezy:

H1: Wprowadzone regulacje prawne nie chronig konsumentow-kredytobior-
co6w w odpowiedni sposob;

H2: Kredytodawcy nie realizuja w pelni ustawowych obowigzkow przedkon-
traktowych;

H3: Negatywne konsekencje dla konsumenta ze sprzedazy taczonej i wigza-
nej wynikajg z uchybien w procesie kredytowym.

Artykut zostatl oparty na studiach literatury przedmiotu, analizie aktow praw-
nych i pogladéw doktryny. Nastgpnie w celu ustalenia natury nieprawidtowosci
wystepujacych w procesie oferowania ubezpieczen przez banki zostata przepro-
wadzona analiza warunkow sprzedazy kredytdw mieszkaniowych i ubezpieczen
oraz analiza skarg zglaszanych przez konsumentow do Rzecznika Finansowego
w latach 2017-2021.
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1. SYTUACJA PRAWNA KREDYTOBIORCY — KONSUMENTA NA RYNKU
BANCASSURANCE PRZED WYDANIEM REKOMENDACII U

Wspolpraca bankdéw i ubezpieczycieli, okreslana powszechnie terminem banc-
assurance trwa juz od wielu lat. W ramach tej wspotpracy banki oferujg ushugi
dodatkowe takie jak np. ubezpieczenia. Mozliwo$¢ nabycia ochrony ubezpiecze-
niowej przy zawieraniu umowy o kredyt moze przynosi¢ kredytobiorcom korzy-
$ci, ale rowniez praktyka ta moze stwarza¢ dla nich zagrozenia.

Problemy konsumentow—kredytobiorcow na rynku bancassurance zostaty
poruszone w pi$mie Przewodniczacego Komisji Nadzoru Finansowego z dnia
21 lutego 2012 r. Wykryte wtedy przez organ nadzoru nieprawidtowosci wyni-
katy w gtdéwnej mierze z oferowania przez banki ubezpieczen grupowych (Stano-
wisko UKNF w sprawie bancassurance, 2012). W szczegdlnosci KNF zwrocita
uwagg na fakt wystgpowania bankow przy tej samej umowie ubezpieczenia za-
rowno jako ubezpieczajacych jak i posrednikow ubezpieczeniowych. Bank wy-
stepujac w stosunku ubezpieczenia jako ubezpieczajacy powinien by¢ zaintereso-
wany oferowaniem kredytobiorcy realnej ochrony ubezpieczeniowej. Jednocze-
$nie otrzymujac od zakladu ubezpieczen wynagrodzenie za zawarcie umowy
ubezpieczenia grupowego wystepuje de facto jako posrednik ubezpieczeniowy
i dziata na rzecz zaktadu ubezpieczen.

Banki taczac obie te funkcje prowadzily dziatalno$¢ w warunkach, ktore
sprzyjaly pojawieniu si¢ konfliktu interesu (Wierzbicka, 2016: 315-327; Wigcko-
Tutowiecka, 2014: 185). Kierujac si¢ wytacznie wysokoscia prowizji byty zainte-
resowane sprzedaza jak najwickszej liczy polis i nie braty pod uwage rzeczywi-
stych potrzeb ubezpieczonych kredytobiorcow. Taka praktyka skutkowata ofero-
waniem ubezpieczen, ktore byty nieadekwatne zarowno do indywidualnych po-
trzeb, jak rowniez profilu klienta.

W pismie Przewodniczacego KNF zakwestionowano réwniez praktyke uza-
lezniania decyzji o przyznaniu kredytu od skorzystania przez kredytobiorce
Z ubezpieczenia od wybranego przez bank zaktadu ubezpieczen. Jesli kredyto-
biorca nie byt zainteresowany ubezpieczeniem od ubezpieczyciela, z ktérym bank
wspolpracuje i chciat skorzystaé z oferty innego ubezpieczyciela musiat liczy¢ sie
z tym, ze bank moze nie zaakceptowac takiego ubezpieczenia.

W zwigzku z wykrytymi nieprawidtowosciami KNF uznata za konieczne
wprowadzenie przepisow, ktore pozwolityby chroni¢ kredytobiorcow — konsu-
mentow W ubezpieczeniu grupowym. Istotne zmiany na rynku bancassurance
wprowadzita Rekomendacja U wydana w 2014 r. (Rekomendacja U..., 2014).
Banki zostaly zobowigzane wdrozy¢ wytyczne Rekomendacji U do 31 marca
2015r.

W powyzszej Rekomendacji KNF zakazata wystepowania bankom jednocze-
$nie w roli ubezpieczajacego i posrednika ubezpieczeniowego. W Rekomendacji
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7 zaznaczono, ze ,.bank jako ubezpieczajacy w danej umowie ubezpieczenia nie
powinien jednocze$nie — przy tej samej umowie — wystepowac jako posrednik
ubezpieczeniowy” (Rekomendacja U..., 2014). Rekomendacja zakazata bankom
pobierania wynagrodzenia jesli oferujg oni ubezpieczenia grupowe i wystepuja
w umowie ubezpieczenia w roli ubezpieczajacych. Zgodnie z Rekomendacjg, aby
bank mogt dalej otrzymywac wynagrodzenie w zwigzku z oferowaniem ubezpie-
czen musi w stosunku ubezpieczeniowym wystepowac w roli agenta ubezpiecze-
niowego i oferowa¢ ubezpieczenie w formie umowy indywidualnej. Istotne
zmiany wprowadzono roéwniez w Rekomendacji 13 i 14. I tak kredytobiorca po-
winien mie¢ mozliwo$¢ wyboru dowolnego zaktadu ubezpieczen i o tej mozliwo-
$ci bank powinien klienta poinformowaé¢ (Rekomendacja 13). Ewentualna od-
mowa akceptacji zakresu ochrony innego ubezpieczyciela jest mozliwa tylko
w sytuacji jesli nie spelnia ona wymaganego przez kredytodawce minimalnego
zakresu (Rekomendacja 14).

Kwestia wynagrodzenia banku zostata pdzniej uregulowana w ustawie
0 dziatalnosci ubezpieczeniowej i reasekuracyjnej (t.j. Dz.U. 2022, poz. 655 ze
zm.). W art. 18 ust. 1 tej ustawy postanowiono, ze ubezpieczajacy ,,nic moze
otrzymywa¢ wynagrodzenia lub innych korzysci w zwigzku z oferowaniem moz-
liwosci skorzystania z ochrony ubezpieczeniowej lub czynnosciami zwigzanymi
z wykonywaniem umowy ubezpieczenia”.

Stanowisko ustawodawcy dotyczace wynagrodzenia banku zostato rowniez
wyrazone w ustawie o dystrybucji ubezpieczen (t.j. Dz.U. 2022, poz. 905 ze zm.),
w ktorej ubezpieczajacy nie jest uznany za dystrybutora ubezpieczen i W zwigzku
z tym nie powinien otrzymywa¢ wynagrodzenia (art. 3 ust. 1 pkt 8).

Wprowadzenie Rekomendacji U istotnie poprawilo pozycje konsumenta—
kredytobiorcy w relacji z bankami (Nowak, 2021: 89-105). Ustawowy zakaz wy-
nagradzania ubezpieczajacych spowodowat, ze cze$¢ bankow odeszta od stoso-
wanego grupowego modelu sprzedazy ubezpieczen na rzecz sprzedazy agencyjnej
(Nowak, 2020: 75-86), ktora oferuje ubezpieczonemu konsumentowi wigksza
mozliwo$¢ ksztattowania swojej sytuacji prawnej (Wigcko-Tutowiecka, 2015: 42;
Fras, 2017; Mrozowska i Wnek, 2014). Ubezpieczenia indywidualne sa obecnie
oferowane przez banki w ramach sprzedazy pakietowej, czyli sprzedazy wigzanej
i taczone;j.

2. SPRZEDAZ WIAZANA | tACZONA — PODSTAWA PRAWNA
Obecnie idea taczenia ubezpieczen z innymi produktami urzeczywistnia si¢ w ob-

rocie gospodarczym w ramach sprzedazy pakietowej, ktora moze przejawiaé si¢
w formie sprzedazy wigzanej i taczonej (Masniak, 2019: 60-72).

38



Nieprawidtowosci w sprzedazy taczonej i wigzane;...

Pojecie sprzedazy wigzanej i taczonej zostato uregulowane w ustawie o kre-
dycie hipotecznym oraz o nadzorze nad posrednikami kredytu hipotecznego
i agentami (dalej jako u.o.k.h.) (t.j. Dz.U. 2020, poz. 1027 ze zm.). Istnienie regu-
lacji prawnych, normujacych taczenie w ofertach kredytow i ubezpieczen, stanowi
potwierdzenie znaczenia tej praktyki w obrocie gospodarczym.

Zgodnie z art. 4 pkt 18 ustawy za sprzedaz taczong uznaje si¢ ,,oferowanie
lub zawieranie umowy o kredyt hipoteczny wraz z innymi odrgbnymi produktami
lub ustlugami finansowymi, w przypadku gdy umowa o kredyt hipoteczny jest dla
konsumenta dostgpna rowniez bez tych produktow lub ustug, w tym na innych
warunkach niz tacznie z tymi produktami lub ustugami”. W przeciwienstwie do
sprzedazy taczonej ustawodawca ograniczyt stosowanie sprzedazy wigzanej, za
ktorg uznaje si¢ w mysl art. 4 pkt 19 u.0.k.h. ,,oferowanie lub zawieranie umowy
o kredyt hipoteczny w pakiecie z innymi odrgbnymi produktami lub ustugami fi-
nansowymi, w przypadku gdy umowa o kredyt hipoteczny nie jest dla konsumenta
dostepna bez takich produktow lub ustug”.

Zakaz sprzedazy wigzanej wprowadzono w art. 9 u.0.k.h., ktory stanowi, ze
kredytodawca nie moze dokonywac sprzedazy wigzanej w zwiazku z zawarciem
umowy o kredyt hipoteczny (..)”. Ustawodawca dopuszcza jednak pewne wyjatki
od zakazu sprzedazy wigzanej (Rogon, 2015: 167-187). Zakaz ten nie dotyczy
prowadzonego bezptatnie rachunku ptatniczego lub oszczednosciowo — rozlicze-
niowego” (art. 9 ust. 1 u.0.k.h.) oraz umowy ubezpieczenia. W art. 9 ust. 2 u.o.k.h.
wskazano, ze ,.kredytodawca moze wymaga¢ od konsumenta zawarcia lub posia-
dania umowy ubezpieczenia dotyczacej umowy o kredyt hipoteczny lub przelewu
wierzytelno$ci z tej umowy na kredytodawce”, ale jednoczesnie, gdy bank wy-
maga takiego zabezpieczenia kredytu musi ,,poinformowaé konsumenta o mozli-
wosci wyboru oferty dowolnego ubezpieczyciela odpowiadajgcej minimalnemu
zakresowi ubezpieczenia akceptowanemu przez kredytodawce” oraz ,,zobowia-
zany jest poinformowa¢ konsumenta o wymogach, jakie musi spetni¢c umowa
ubezpieczenia”. Powyzszy przepis jest zbiezny z wytycznymi Rekomendacji U.

Whprowadzenie zakazu sprzedazy wigzanej wydaje si¢ zasadne. Oferowanie
produktéow dodatkowych w ramach sprzedazy wiazanej mogloby narusza¢ inte-
resy kredytobiorcéw. Bank mogltby uzaleznia¢ przyznanie kredytu od nabycia
przez kredytobiorce ustugi dodatkowej bez wzgledu na to, czy jest ona potrzebna
i adekwatna dla kredytobiorcy. Jednak majac na wzgledzie rolg jaka petnig ubez-
pieczenia (Amayuelas, 2017: 1-22) — stanowig one zabezpieczenie splaty kredytu,
ustawodawca krajowy dopuscit mozliwos¢ oferowania w formie sprzedazy wia-
zanej kredytu mieszkaniowego wraz z ubezpieczeniem. Bank ma prawo wymagac
od kredytobiorcy zabezpieczenia kredytu, dlatego moze uzaleznia¢ przyznanie
kredytu od skorzystania przez kredytobiorcg z zabezpieczenia wierzytelnosci
w postaci ubezpieczenia.
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W sprzedazy wigzanej kredytu mieszkaniowego i ubezpieczenia interes kon-
sumenta bytby zagrozony w sytuacji, jesli bank, ktory wymaga ubezpieczenia na-
rzucalby konsumentowi ubezpieczenie od ubezpieczyciela, z ktorym wspolpra-
cuje (Czech, 2019). Dlatego sprzedaz wigzana jest mozliwa do stosowania przez
banki, ale tylko przy spehmieniu istotnego warunku. Kredytobiorca musi mie¢
mozliwo$¢ wyboru oferty u dowolnego zaktadu ubezpieczen, jesli bedzie ona
spetnia¢ minimalny zakres ochrony akceptowany przez bank.

Ubezpieczenie jako dodatkowa ustuga moze by¢ réwniez dystrybuowane
przez bank w ramach sprzedazy taczonej. W takiej sytuacji ustawodawca naktada
na banki dodatkowe obowigzki informacyjne. Przede wszystkim bank musi ,,prze-
kaza¢ kredytobiorcy informacje, ze kredyt hipoteczny jest dostepny rowniez bez
dodatkowych produktow lub ustug” (art. 9 ust. 5 u.0.k.h.) oraz ,,przekaza¢ formu-
larz informacyjny dla kredytu hipotecznego oferowanego bez sprzedazy taczone;j”
(art. 9 ust. 6 uk.h.). Przy sprzedazy taczonej konsument powinien otrzymaé dwie
oferty kredytu. Jedna oferte uwzgledniajaca warunki kredytu wraz z ustuga ta-
czong, oraz drugg ofert¢ obejmujaca warunki kredytu bez tej ustugi dodatkowe;.
W ramach sprzedazy taczonej moga by¢ oferowane takie ubezpieczenia, ktore nie
s wymagane przez bank jako obligatoryjne, ale skorzystanie przez konsumenta
Z tych ubezpieczen wptywa na warunki kredytu (obnizenie marzy lub prowizji).

3. NIEPRAWIDLOWOSCI W SPRZEDAZY tACZONEJ | WIAZANE)

W artykule aktualne nieprawidtowosci i naduzycia bankow wystepujace w proce-
sie oferowania kredytow mieszkaniowych i ubezpieczen zostaly przedstawione na
podstawie analizy:

— warunkow sprzedazy pakietowej kredytow mieszkaniowych i ubezpieczen
oraz

— skarg zgtaszanych przez konsumentow do Rzecznika Finansowego.

W celu okreslenia zjawiska i wykazania nieprawidlowosci w sprzedazy pa-
kietowej kredytow mieszkaniowych i ubezpieczen, zostato przeprowadzone ba-
danie konstrukcji ofert na probie ztozonej z 10 dominujgcych bankéw. Dobor ban-
kow zostat dokonany na podstawie danych opublikowanych przez miesigcznik
»Bank” w 2021 r., ktéry w ramach corocznie sporzadzanego rankingu najwigk-
szych bankéw w Polsce przedstawia podranking bankéw obejmujacy aktywnosé
na rynku kredytowym.

Na podstawie powyzszego rankingu do badan wtasnych zostalo wybranych
10 nastepujacych bankow: Alior Bank, BNP Paribas, City Handlowy, Crédit Agri-
cole, ING Bank Slaski, mBank, Bank Millennium, PKO BP, Bank Pekao i San-
tander Bank Polska.
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Z przeprowadzonego badania wynika, ze wszystkie 10 bankéw udziela
swoim klientom kredytu mieszkaniowego wraz z ubezpieczeniem, ktdre stanowi
obligatoryjne zabezpieczenie splaty kredytu. W ramach sprzedazy wigzanej ofe-
rowane jest ubezpieczenie nieruchomosci, ktore stanowi dla kredytobiorcy pod-
stawowe zabezpieczenie wierzytelnosci, bez ktorego bank nie udzieli kredytu.

Oferowanie ubezpieczenia nieruchomosci w sprzedazy wigzanej jest moz-
liwe po spetnieniu przez bank warunku informacyjnego. Kredytodawca powinien
poinformowac¢ kredytobiorcg o mozliwo$ci wyboru oferty ubezpieczenia u dowol-
nego ubezpieczyciela, ktora bedzie odpowiada¢ minimalnemu zakresowi ochrony
akceptowanemu przez bank. Zaden z badanych bankéw nie zabronit kredyto-
biorcy skorzysta¢ z dowolnego ubezpieczyciela.

Wigkszos¢ badanych bankéw wywiazata si¢ z obowigzkow informacyjnych
i informowata kredytobiorce o mozliwosci wyboru oferty ubezpieczenia nieru-
chomosci u dowolnego ubezpieczyciela. Z objetych badaniem bankow w przy-
padku 3 bankéw byla stosowana praktyka zniechecania kredytobiorcy do skorzy-
stania z tego prawa poprzez pogorszenie warunkéw cenowych kredytu.

Praktyka pogarszania warunkow cenowych w sprzedazy wiazanej, w sytua-
cji, gdy kredytobiorca chce ubezpieczy¢ si¢ u innego ubezpieczyciela moze ogra-
nicza¢ jego mobilnos$¢. Banki podnoszac koszt kredytu moga skutecznie znieche-
ca¢ kredytobiorcow do poszukiwania ochrony ubezpieczeniowej u innych ubez-
pieczycieli. Ochrona konsumenta—kredytobiorcy w sprzedazy wigzanej przeja-
wiajaca si¢ w prawie do wyboru dowolnego ubezpieczyciela staje si¢ prowizo-
ryczna. Dlatego, aby skutecznie chroni¢ stabszg strong umowy ustawa powinna
wprost zakazywac roznicowania warunkow kredytu przy sprzedazy wigzanej, je-
$li poziom gwarancji polisy od zewngtrznego ubezpieczyciela jest rownowazny
z poziomem gwarancji ubezpieczenia oferowanego przez bank.

Ubezpieczenia mogg by¢ rowniez oferowane w ramach sprzedazy taczone;j.
W badanej probie nie wszystkie banki posiadaty oferte kredytu wraz z dodatko-
wym ubezpieczeniem (7 badanych bankow). W formie sprzedazy tgczonej ofero-
wane sg ubezpieczenia zycia i zdrowia oraz dochodu.

Skorzystanie z ubezpieczenia oferowanego przez bank w formie sprzedazy
taczonej pozwala na obnizenie kosztow kredytu pod warunkiem, ze kredytobiorca
skorzysta z ubezpieczenia od ubezpieczyciela, z ktorym wspolpracuje bank.
W sprzedazy taczonej przepisy ustawy o kredycie hipotecznym i o nadzorze nad
posrednikami kredytu hipotecznego i agentami nie zabraniajg kredytodawcy roz-
nicowa¢ warunkéw kosztowych kredytu. Jezeli kredytobiorca — konsument sko-
rzysta z ubezpieczenia, ktore jest oferowane w formie sprzedazy taczonej u wy-
branego przez siebie zaktadu ubezpieczen to nie bedzie mogt domagac sig takich
samych warunkéw finansowych kredytu, jakie moglyby mu przystugiwa¢ w sy-
tuacji, gdyby kupit ubezpieczenie za posrednictwem banku (Nierodka, 2019).
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W badanej probie banki, ktore posiadaly w swojej ofercie ubezpieczenie ofe-
rowane w ramach sprzedazy taczonej informowaty kredytobiorce, ze ubezpiecze-
nie to nie jest obligatoryjne, a kredyt mieszkaniowy jest dostepny rowniez bez
tego dodatkowego ubezpieczenia. Gdyby kredytobiorca nie byt zainteresowany
zakupem dodatkowego ubezpieczenia to miat mozliwo$¢ zawarcia umowy o kre-
dyt na podstawowych warunkach cenowych z obligatoryjnym ubezpieczeniem
nieruchomosci.

Banki, ktére posiadaly oferte kredytu z dodatkowym ubezpieczeniem przed-
stawiaty zarowno oferte kredytu wraz z obligatoryjnym ubezpieczeniem nieru-
chomosci, jak i oferte z dodatkowym ubezpieczeniem na zycie i zdrowie oraz do-
chodu, ktore wplywato na wysoko$¢ marzy lub prowiz;ji.

Praktyki sprzedazy taczonej mogg mie¢ roéwniez negatywne skutki dla kredy-
tobiorcy — konsumenta cho¢ w mniejszym zakresie niz praktyki sprzedazy wigza-
nej. Juz w 2013 r. European Insurance and Occupational Pensions Authority
(EIOPA) zwracata uwage, ze w sprzedazy taczonej banki oferujg kredyt na ko-
rzystniejszych warunkach, jesli kredytobiorca skorzysta z ubezpieczenia, ktore
oferuje bank (Background Note..., 2013: 6-10). Pomimo, ze taka praktyka zostata
dopuszczona przez ustawodawce wydaje sie, ze dla wzmocnienia ochrony konsu-
menta powinien on mie¢, tak jak w przypadku sprzedazy wigzanej prawo do wy-
boru ubezpieczenia u dowolnego ubezpieczyciela.

Ubezpieczenia, ktore sg oferowane w ramach sprzedazy taczonej ze wzgledu
na rodzaj ryzyk objetych ochrong powinny by¢ dopasowane do indywidualnych
potrzeb przysztego ubezpieczonego a kredytobiorca powinien mie¢ prawo zawar-
cia umowy ubezpieczenia, ktorej zakres ochrony jest adekwatny. Praktyka ban-
kéw w sprzedazy taczonej moze prowadzi¢ do zawierania umoéw ubezpieczenia
tylko w celu uzyskania obnizonej marzy lub prowizji, a przeciez nie to jest gtéwng
funkcja ubezpieczen. Ubezpieczenie staje si¢ dodatkowa prowizja dla banku,
a jego ochronny charakter schodzi na dalszy plan (Popiotek, 2019: 415).

W celu doglebnego wykazania aktualnych nieprawidlowosci pojawiajacych
si¢ w sprzedazy pakietowej zardowno na etapie przedkontraktowym, ale rowniez
w trakcie obowigzywania umowy ubezpieczenia W badaniu wykorzystano tresci
skarg sktadanych do Rzecznika Finansowego przez kredytobiorcow — konsumen-
tow. Badaniem objeto 25 skarg otrzymanych od Rzecznika Finansowego, ktore
zostaly przeczytane i poddane analizie tresci.

Analiza skarg sktadanych do Rzecznika Finansowego przez konsumentow—
kredytobiorcow objeta skargi skierowane w latach 2017-2021. Badaniem zostaty
objete wyltacznie skargi dotyczace indywidualnych umoéw ubezpieczenia.

W przypadku ubezpieczen na zycie skargi sktadane do Rzecznika Finanso-
wego dotyczyly przede wszystkim odmowy wyptaty Swiadczenia przez ubezpie-
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czyciela, poniewaz ubezpieczony przed zawarciem umowy ubezpieczenia nie po-
dat pelnych informacji o stanie zdrowia, albo do zdarzenia doszto w wyniku cho-
rob, ktore istniaty przed objeciem ochrong ubezpieczeniows.

Ubezpieczyciel ograniczajac swoja odpowiedzialno$¢ nie moze powotywac
si¢ na fakt zatajenia przez ubezpieczonego informacji o stanie zdrowia, jesli o te
informacje nie pytal przed zawarciem umowy. Ponadto do zwolnienia zakladu
ubezpieczen z odpowiedzialnosci nie wystarczy sam fakt zatajenia informacji. Za-
tajone informacje powinny mie¢ wptyw na realizacje zdarzenia.

W analizowanych skargach Rzecznik Finansowy rozpatrujgc skarge zwracat
uwage, czy zaktad ubezpieczen przed zawarciem umowy przeprowadzil ankiete
medyczng z ubezpieczonym i czy dokonat oceny ryzyka medycznego. Jezeli ubez-
pieczyciel nie pytal o stan zdrowia ubezpieczonego i samodzielnie zrezygnowat
z mozliwosci weryfikowania i oceny ryzyka ubezpieczeniowego przed zawarciem
umowy to wedlug Rzecznika przyjmuje on na siebie ryzyko zajscia wypadku
ubezpieczeniowego uniezaleznionego od przyczyn zaistniatych przed przystapie-
niem do umowy ubezpieczenia” (Syg. akt IC152/12). Gdyby ubezpieczyciel prze-
prowadzil ocene ryzyka ubezpieczeniowego, wtedy ubezpieczony mogiby
W ogole nie zostac objety umowa ubezpieczenia ze wzgledu na istniejace choroby.

Analiza skarg zgtaszanych przez konsumentéw pozwolita wskaza¢ réwniez
inne nieprawidtowosci. Zdarzaty sie sytuacje, w ktorych zaktady ubezpieczen za-
czynaly sprawdzac stan zdrowia ubezpieczonego dopiero po zaistnieniu wypadku
ubezpieczeniowego, w tym brany byt réwniez pod uwage stan ubezpieczonego
przed rozpoczeciem ochrony ubezpieczeniowe;j.

Aktualne problemy ubezpieczonych dotycza rowniez zawarcia umowy ubez-
pieczenia, ktora nie spetnia ich oczekiwan, jest nieadekwatna i nie realizuje pod-
stawowe] zasady realnosci ochrony ubezpieczeniowej. Brak ankiety medycznej
przed zawarciem umowy ubezpieczenia prowadzi do zawierania umowy ubezpie-
czenia przez osoby, ktore ze wzgledu na stan zdrowia np. liczne choroby nie beda
mogly skorzysta¢ z ochrony ubezpieczeniowej. Wypeknienie ankiety medycznej
pozwolitoby uchroni¢ ubezpieczonego przed obcigzaniem go kosztami za ubez-
pieczenie, ktore jest dla niego bezuzyteczne. Z kolei zawieranie takiej umowy
ubezpieczenia, ktora nie chroni ubezpieczonego przed zdarzeniami wskazanymi
w umowie budzi sprzeciw zarowno w stosunku do posrednika ubezpieczenio-
wego, jak 1 do zaktadu ubezpieczen.

Na podstawie przeprowadzonej analizy skarg wynika, ze zastrzezenia Rzecz-
nika Finansowego dotycza rowniez samego procesu oferowania ubezpieczen wraz
z kredytem mieszkaniowym. Podnoszona byta kwestia czy umowa ubezpieczenia
zawierana byta w sposob swiadomy przez kredytobiorcg jesli zostata zawarta wy-
facznie na podstawie ustnych informacji, kredytobiorca nie zapoznat si¢ z doku-
mentami, umowa zostata zawarta w pospiechu, a ubezpieczony nie miat wystar-
czajacego czasu na zapoznanie si¢ z ogélnymi warunkami ubezpieczenia.
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W ramach naduzy¢ pojawiajg si¢ rOwniez zarzuty wywierania presji przez
pracownika banku na zakup ubezpieczenia oraz wprowadzania klienta w btad, ze
kredyt jest dobrze zabezpieczony.

Badania wtasne pokazaty, ze wystgpujace na rynku bancassurance nieprawi-
dtowosci w sprzedazy pakietowej moga swiadczy¢ o wystgpowaniu na rynku zja-
wiska nieuczciwej sprzedazy. Interesy konsumentdw moga by¢ naruszane za-
réwno na etapie przed zawarciem umowy ubezpieczenia, na etapie jej zawierania
oraz w trakcie jej obowigzywania, gdy dojdzie do wypadku ubezpieczeniowego.
Wykryte nieprawidtowosci dotycza glownie:

— oferowania ubezpieczen, ktore sg niedopasowane do potrzeb klienta,

— oferowania ubezpieczen, ktore sa niedopasowane do profilu klienta, np.
oferowanie ubezpieczenia na zycie osobom schorowanym,

— wprowadzania kredytobiorcow w btad przez pracownika banku,

— zawierania umowy wylacznie na podstawie ustnych informacji,

— przekazywania wytacznie pozytywnych cech ubezpieczenia,

— pospiechu przy zawieraniu umowy,

— rezygnacji zaktadu ubezpieczen z badania stanu zdrowia ubezpieczonego
przed zawarciem umowy ubezpieczenia,

— oceny stanu zdrowia dopiero po zajSciu wypadku ubezpieczeniowego,
w tym stanu zdrowia ubezpieczonego przed zawarciem umowy ubezpieczenia,

— zmiany warunkoéw kredytu w sprzedazy wigzanej, gdy kredytobiorca uda
si¢ do innego ubezpieczyciela,

— wypaczania charakteru ubezpieczenia na zycie w sprzedazy laczone;j.

Analiza warunkéw sprzedazy pakietowej kredytow mieszkaniowych i ubez-
pieczen oraz analiza skarg zglaszanych do Rzecznika Finansowego nie oddaja
W petni rzeczywistej sytuacji na rynku bancassurance. Problemy ubezpieczonych
kredytobiorcow pojawiajg sie dopiero, gdy zaktad ubezpieczen odmawia wyptaty
$wiadczenia lub odszkodowania. Oznacza to, ze wiele nieprawidlowosci i nadu-
zy¢ ze strony bankéw i zakladow ubezpieczen nie zostato wykrytych a skala zja-
wiska moze by¢ znacznie wigksza.

PODSUMOWANIE

Po wydaniu przez KNF Rekomendacji U ustawodawca krajowy, w wyniku im-
plementacji dyrektyw, wprowadzit wiele istotnych zmian w obszarze bancassu-
rance, ktore zmienity gruntownie sposob oferowania ubezpieczen przez banki
I wzmocnity pozycje konsumentow. Idea oferowania kredytow mieszkaniowych
z ubezpieczeniem obecnie urzeczywistnia si¢ w obrocie gospodarczym w ramach
sprzedazy taczonej oraz w pewnych sytuacjach rowniez w sprzedazy wigzanej,
a pozycja konsumenta wzmacniana jest m.in. przez obowiazki informacyjne na-
ktadane na kredytodawcow na etapie przedkontraktowym.
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Przeprowadzona w artykule analiza tre$ci skarg zglaszanych przez konsu-
mentow do Rzecznika Finansowego dotyczacych umow ubezpieczen zawartych
razem z kredytem mieszkaniowym po 2017 r. oraz analiza warunkdéw sprzedazy
pakietowej kredytow mieszkaniowych i ubezpieczen pozwolity zauwazy¢ 1 wy-
szczegoblni¢ aktualne nieprawidtowosci, ktore mogg §wiadczy¢ o naruszaniu inte-
reséw konsumentéw na rynku bancassurance.

Przyczyny wystepujacych nieprawidlowosci w sprzedazy pakietowej wyni-
kaja z uchybien w procesie kredytowym, a w szczego6lno$ci w sposobie oferowa-
nia ubezpieczen przez banki. Pomimo, ze wigkszo$¢ badanych bankéw spetnia
ustawowe przedkontraktowe wymogi informacyjne i informuje klienta o jego pra-
wie wyboru dobrowolnego ubezpieczyciela w sprzedazy wiagzanej, to jednak zda-
zaty si¢ przypadki, gdzie banki nie informowaly o mozliwosci wyboru oferty
ubezpieczenia nieruchomosci u dowolnego ubezpieczyciela lub stosowaty prak-
tyki zniechgcajace kredytobiorce do skorzystania z tego prawa.

Jedng z gtéwnych nieprawidlowosci wystepujacych w praktyce bankowej
przy sprzedazy wigzanej jest podwyzszanie marzy lub prowizji, w sytuacji gdy
kredytobiorca zwrdci si¢ o ochrone ubezpieczeniowa do innego zaktadu ubezpie-
czen niz ten, ktory wspolpracuje z bankiem. Podwyzszenie marzy lub prowizji
moze skutecznie zniechgci¢ kredytobiorce do poszukiwania ochrony ubezpiecze-
niowej u innego ubezpieczyciela. Dlatego, aby skutecznie chroni¢ stabszg strone
umowy ustawa powinna wprost zakazywac roznicowania warunkow kredytu przy
sprzedazy wigzanej, jesli poziom gwarancji polisy od zewngtrznego ubezpieczy-
ciela jest ekwiwalentny z poziomem gwarancji ubezpieczenia oferowanego przez
bank.

Pozycja kredytobiorcy — konsumenta bytaby lepsza, gdyby w sprzedazy ta-
czonej roéwniez miatl prawo wyboru dowolnego zaktadu ubezpieczen bez pogor-
szenia warunkow kredytu, gdy ochrona ubezpieczeniowa odpowiadataby mini-
malnym wymogom stawianym przez bank. Niestety takiego wybory kredyto-
biorcy — konsumenci sg pozbawieni.

Zagrozeniem ptynacym ze stsosowsania sprzedazy taczonej przy obecnych
regulacjach jest rowniez wypaczanie charakteru ubezpieczenia oferowanego w ra-
mach sprzedazy taczonej. Praktyka bankow moze prowadzi¢ do zawierania umow
ubezpieczenia tylko w celu uzyskania obnizonej marzy lub prowizji, a przeciez
nie to jest gtéwna funkcja ubezpieczen. W ramach sprzedazy taczonej badane
banki oferowaty ubezpieczenia zycia i zdrowia oraz dochodu. Biorac pod uwage
rodzaj ryzyk objetych ochrona, ubezpieczenia te powinny by¢ uwaznie dopaso-
wywane do indywidualnych potrzeb przysztego ubezpieczonego — odpowiadaé
danej sytuacji kredytobiorcy. Niestety praktyka sprzedazy taczonej w znaczacy
sposéb ogranicza takg mozliwo$¢. Dlatego przepisy prawa powinny gwarantowaé
konsumentowi prawo wyboru oferty od dowolnego ubezpieczyciela na takich sa-
mych zasadach jak przy sprzedazy wigzanej. Taki przepis lepiej chronitby stabsza
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stron¢ kontraktu przed zawieraniem uméw ubezpieczenia, ktére sg niedopaso-
wane do potrzeb Klienta.

Uchybienia w procesie kredytowym prowadza do niedopasowania ubezpie-
czen do potrzeb kredytobiorcow. Sposob oferowania ubezpieczen, a w szczegodl-
nos$ci ubepieczen dodatkowych oraz analiza tresci skarg dotyczacych sposobu za-
wierania umowy ubezpieczenia za posrednictwem bankéw pokazuja, ze wprowa-
dzone regulacje prawne nie chronig konsumentéw—kredytobiorcéw w odpowiedni
sposob. W przysztosci moze okazac sie konieczna modyfikacja przepiséw prawa,
tak aby lepiej chronily stabszg strong¢ umowy ubezpieczenia.

FINANSOWANIE

Publikacja zostata sfinansowana ze §rodkéw subwencji przyznanej Uniwersyte-
towi Ekonomicznemu w Krakowie — projekt nr026/SD/2022/PRO.
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Abstract

The purpose of this article. The aim of the article is to identify the opinions of bank customers on the
level of security of electronic banking in Poland and to analyze the actions taken by banks in the event
of a security incident.

Methodology. The analysis was based on data collected through a questionnaire survey. The survey
with non-random sampling involved 222 people, and 217 records were included in the analysis.
The form contained closed questions.

The result of the research. The analysis of the survey results indicates a high sense of security among
bank account users, especially thanks to campaigns initiated by banks that inform customers about
possible dangers. Respondents value direct communication and quick responses, which in this age of
technological advances are the most important element in protecting customers. The literature
review, which complements the survey, also confirms the high commitment of banking institutions in
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WSTEP

Posiadanie rachunku bankowego przez osobg dorosta jest w dzisiejszych czasach
dziataniem niemal obligatoryjnym, zwtaszcza odkad obrot bezgotowkowy cieszy
si¢ coraz wigkszym zainteresowaniem. Cechujace si¢ innowacyjnoscig technolo-
gie w obliczu wysokiej konkurencji w sektorze bankowym sa podstawg i zarazem
bodzcem dla tworzenia nowych produktow i ustug bankowych, ktore ze wzgledu
na swoj cyfrowy charakter dostgpne sa jedynie poprzez bankowos¢ elektroniczna.
Ta stata sie jeszcze bardziej atrakcyjna w czasie pandemii COVID-19, kiedy za-
checano jej uzytkownikéw do dokonywania platnosci zblizeniowych i zakupow
online. Niestety, rachunki bankowe obarczone sg ryzykiem zwigzanym przede
wszystkim z utratg ich bezpieczenstwa. W tradycyjnej formie przechowywania
srodkow pienieznych odpowiedzialnos¢ za pienigdze spoczywa na ich posiada-
czu, co znaczaco odrdznia jg od struktury funkcjonowania rachunkéw bankowych
w elektronicznym kanale dystrybucji. W tym przypadku zapewnienie bezpieczen-
stwa kont bankowych nie lezy jedynie po stronie klienta, a w duzej mierze zalezy
od samej instytucji bankowej. Powinien w niej bowiem istnie¢ i funkcjonowac
taki system zarzadzania bezpieczenstwem, ktory dziatajac w sposob sformalizo-
wany identyfikuje i kontroluje ryzyko, skupiajac si¢ zwlaszcza na integracji prze-
twarzanych informacji (Rekomendacja D Komisji Nadzoru Finansowego, 2013).

Koniecznoscig staje si¢ zatem opracowanie standardow i zachowan umozli-
wiajacych minimalizacj¢ zjawiska narazenia srodkow bankowych na jakiekol-
wiek niebezpieczenstwo. Kierujac si¢ ta potrzeba instytucje bankowe przekazuja
komunikaty i tworza kampanie informujace o mozliwych niepozadanych akcjach
na rachunkach bankowych, ktére mogg sta¢ si¢ celem internetowych przestepstw.
W dobie digitalizacji i przeniesienia wielu informacji w wirtualny $wiat jest to
0 tyle wazne, poniewaz obarczone ryzykiem nie musza by¢ jedynie pieniadze, ale
tez tozsamos$¢ i nowo powstate zobowigzania, jakie z jej przechwycenia moga
wynikac.

Celem artykutu jest identyfikacja opinii uzytkownikow bankowosci elektro-
nicznej na temat poziomu bezpieczenstwa srodkow przechowywanych na rachun-
kach bankowych w Polsce. Dodatkowo przeprowadzono analiz¢ dziatan pode;j-
mowanych przez banki w sytuacji wystapienia incydentu bezpieczenstwa (w sy-
tuacji wystapienia zdarzen powodujacych wyciek danych osobowych czy wyko-
rzystanie ztosliwego oprogramowania do celow przejecia srodkéw z rachunkow
bankowych). Powotujac si¢ na dotychczasowe doswiadczenia zwigzane z banko-
woscig elektroniczng i akty prawne, na podstawie ktorych funkcjonuja instytucje
bankowe, sformutowano pytanie: Czy instytucje bankowe dbajg o bezpieczenstwo
rachunkow bankowych swoich klientow z nalezyta starannoscia?

Bazujac na dostepnej literaturze oraz danych statystycznych opisano i upo-
rzgdkowano wiedze na temat najpopularniejszych incydentow zagrozenia badz
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braku bezpieczenstwa w ustugach bankowych. Nastepnie przedstawiono dane ilo-
sciowe dotyczace liczby rachunkow indywidualnych, liczby zaobserwowanych
incydentow bezpieczenstwa (publikowanych w raportach CERT Polska), a na-
stepnie przedstawiono wyniki badan wlasnych dotyczacych poziomu bezpieczen-
stwa ustug bankowych z perspektywy ich uzytkownikow oraz sformutowano
wnioski.

1. BEZPIECZENSTWO UStUG BANKOWYCH

Bankowo$¢ elektroniczna jest jednym z najszybciej rozwijajacych si¢ segmentéw
rynku finansowego (Alansari i in., 2021: 845). Bankowos¢ elektroniczna, nazy-
wana rowniez bankowoscia online, rewolucjonizuje branze ustug finansowych
(szczegoblnie w zakresie obstugi produktéw bankowych i realizacji ustug z nimi
zwigzanych) przy uzyciu zdalnych kanatow dostepu (Nosowski, 2005: 26; Mel-
nychenko i in., 2020: 92), bez konieczno$ci wizyty w banku badz jego filii (Lenka
i Barik, 2018: 2). Wptywa rowniez na ostateczne wybory klientow banku w zyciu
codziennym, otwierajac nowe mozliwo$ci zaspokajania ich potrzeb. Bankowos¢
elektroniczng mozna podzieli¢ na trzy gldéwne obszary: bankowos¢ internetowa,
mobilng oraz platnosci z uzyciem kart. Bankowos¢ internetowa polega na wyko-
rzystaniu komputera (stacjonarnego lub przeno$nego — laptopa) lub urzadzenia
mobilnego. Bankowo$¢ mobilna polega na wykorzystaniu aplikacji bankowych
zainstalowanych na urzadzeniach mobilnych (smartfon, tablet). Platnosci z uzy-
ciem kart rozwijaja si¢ dynamicznie, obejmuja nie tylko transakcje ptatnicze z wy-
korzystaniem kart platniczych, ale tez wykorzystanie technologii zblizeniowej
NFC (Near Field Communication — Komunikacja Bliskiego Zasiegu) przy uzyciu
aplikacji zainstalowanej w pamieci telefonu komorkowego (Krzysztoszek, 2017:
13). Wraz z rozwojem technologii i poszerzania wachlarza ustug oferowanych
przez instytucje finansowe pojawiaja si¢ nowe zagrozenia, zarowno dla klientow
korzystajacych z tych rozwigzan, jak i samych instytucji (Jibril i in., 2020: 270).

Rozwoj technologii internetowych, stron i aplikacji mobilnych pozytywnie
wptynal na jakos$¢ uzytkowania serwisow, a tym samym satysfakcje i wygode
klientow instytucji finansowych (Mosteanu i in., 2020: 307-308). Niestety,
spowodowal rowniez zwigkszenie ryzyka zagrozenia bezpieczenstwa i prywat-
nosci (Liyanaarachchi i in., 2021: 955). Jednym z nich jest cyberprzestgpczosé
(Alkahtani i in., 2020: 1-2).

Jeszcze dekade wezesniej bankowos$¢ elektroniczna kojarzona byta gtownie
ze sprawdzaniem stanu srodkéw, zaktadaniem lokat czy dokonywaniem przele-
wow. Aktualnie, zgodnie z art. 6 Ustawy z dnia 29 sierpnia 1997 r. Prawo ban-
kowe (t.j. Dz.U. 2021, poz. 2439 z p6zn. zm.), posiadacz konta bankowego w Pol-
sce, poza typowymi ustugami bankowymi, moze wykorzysta¢ swoje konto w celu
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zatozenia Profilu Zaufanego, zatatwienia spraw urzegdowych czy uzyskania do-
stepu do najwazniejszych dokumentoéw potwierdzajacych tozsamos¢. Nieustannie
poszerzajacy si¢ zakres uslug bankowych wigze si¢ z coraz wigkszymi wymaga-
niami wzglgdem instytucji — z jednej strony konieczne jest zapewnienie bezpie-
czenstwa $wiadczonych ustug, z drugiej natomiast skonstruowanie ich w taki spo-
sob, aby byly proste i przyjazne dla uzytkownikow.

Tabela 1. Wystgpowanie incydentdw zagrozenia bezpieczenstwa

2018 643 3739
2019 1057 6484
2020 1008 10 420
2021 947 29 483

Zrédlo: opracowanie wiasne na podstawie raportow z dzialalnosci CERT Polska zawieraja-
cych zebrane dane o zagrozeniach dla polskich uzytkownikéw Internetu (Www1l).

Bezpieczenstwo jest jednym z glownych problemow zwigzanych z banko-
woscig internetowa oraz szeroko pojetym e-commerce (handlem elektronicznym),
dlatego stato si¢ wrecz niezbednym stosowanie narzedzi zabezpieczajacych przed
roéznego rodzaju cyberatakami, w celu zapewnienia bezpiecznej komunikacji po-
migdzy systemem a szerokim wachlarzem ushug oferowanych klientom (Omariba
i in., 2012: 436-440).

Wsrod aktualnie obowigzujacych regulacji w prawie unijnym, majgcych na
celu ochrong klientow bankow przed niewtasciwym wykorzystaniem danych
i maksymalizacjg zyskoéw ze strony dostawcow ustug finansowych wyrézniamy
Rozporzadzenie Parlamentu Europejskiego i Rady (UE) 2016/679 z dnia
27 kwietnia 2016 r. w sprawie ochrony 0s6b fizycznych w zwigzku z przetwarza-
niem danych osobowych i w sprawie swobodnego przeptywu takich danych oraz
uchylenia dyrektywy 95/46/WE (ogélne rozporzadzenie o ochronie danych)
(Dz.U. UE. L. z 2016 r. nr 119, str. 1 z p6zn. zm.) oraz Dyrektywg¢ Parlamentu
Europejskiego i Rady (UE) 2015/2366 z dnia 25 listopada 2015 r. w sprawie ustug
ptatniczych w ramach rynku wewnetrznego oraz Dyrektywe Parlamentu Europe;j-
skiego i Rady (UE) 2016/97 z dnia 20 stycznia 2016 r. w sprawie dystrybucji
ubezpieczen (wersja przeksztatcona) (Dz.U. UE. L. z 2016 r. nr 26, str. 19
z pozn. zm.) (IDD) (Freij, 2020: 181-190). Analizujac przepisy, mozna zauwazy¢
dazenie prawodawcoéw w kierunku zwigkszenia nacisku na bezpieczenstwo eko-
systemow 1 interfejsow wykorzystywanych w oferowanych ustugach finanso-
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wych. Wzrasta rowniez zapotrzebowanie na zwigkszong kontrolg firm, rozszerze-
nie wymogow sprawozdawczych, analizy KYC (Know Your Customer — zbior in-
formacji o kliencie umozliwiajacy ustalenie jego wiarygodnosci) oraz due dili-
gence (nalezyta staranno$¢, ocena aktualnej sytuacji przedsiebiorstwa i ryzyk
znim zwigzanych), co tworzy kolejne ryzyko — niezachowania prywatnosci
(Le Nguyen, 2018: 53-55).

Woprawdzie w aktualnym stanie prawnym w Polsce nie istnieje definicja ban-
kowosci elektronicznej (Lisowska i Wascinski, 2021: 54), jednak mozna przyjac,
ze jest to dostep do zgromadzonych na rachunku bankowym $rodkéw finanso-
wych wraz z towarzyszacymi im ustugami, z wykorzystaniem stacjonarnych i mo-
bilnych urzadzen elektronicznych. Regulacjami o najwickszym zakresie przed-
miotowym w kwestii bankowos$ci elektronicznej w Polsce sg przepisy ustawy
Prawo bankowe (regulujace dzialalno§¢ bankow) oraz ustawy z dnia 19 sierpnia
2011 r. o ustugach ptatniczych (t.j. Dz.U. 2021, poz. 1907 z pdzn. zm.) (normujace
relacje migdzy bankiem a klientem).

Komisja Nadzoru Finansowego (dalej: KNF), jako organ nadzorczy, w swo-
ich rekomendacjach (tres¢ rekomendacji dostepna jest na stronie www.knf.gov.pl,
wsrdd najistotniejszych nalezy wyr6zni¢ Uchwale Komisji Nadzoru Bankowego
z dnia 11 grudnia 2002 r. w sprawie wydania Rekomendacji D dotyczacej zarza-
dzania ryzykami towarzyszacymi systemom informatycznym i telekomunikacyj-
nym uzywanym przez banki oraz Uchwatg nr 7/2013 Komisji Nadzoru Finanso-
wego z dnia 8 stycznia 2013 r. w sprawie wydania Rekomendacji D dotyczacej
zarzadzania obszarami technologii informacyjnej i bezpieczenstwa srodowiska te-
leinformatycznego w bankach (Dz.Urz. KNF z 2013 r. poz. 5)) przekazuje zale-
cenia dotyczace bezpieczenstwa ptatnosci elektronicznych, wskazujac pewne wy-
tyczne oceny ryzyka i polityki bezpieczenstwa ptatnosci. Rekomendacje stuzg
przypomnieniu dobrych praktyk i standardéw, jakimi instytucje finansowe po-
winny si¢ kierowa¢ podczas przeprowadzania audytu. Zwraca rOwniez uwage na
konieczno$¢ wspotpracy instytucji finansowych z organami §cigania w przypadku
pojawienia si¢ incydentow bezpieczenstwa. KNF zobowigzuje banki do zachowa-
nia bezpieczefistwa w zakresie prowadzenia rachunkéw bankowych. Wspo-
mniane rekomendacje okreslajg oczekiwania organéw nadzoru odnos$nie praktyk
stosowanych przez banki.

Z drugiej strony, za najistotniejsze nalezy uznac ustalenia zawarte w umowie
o prowadzenie rachunku bankowego, poniewaz to tam znajdujg si¢ prawa i obo-
wigzki obu stron umowy. Art. 50. ust. 1 ustawy Prawo bankowe moéwi bowiem
o tym, ze ,,Posiadacz rachunku bankowego dysponuje swobodnie $rodkami pie-
nieznymi zgromadzonymi na rachunku. W umowie z bankiem moga by¢ zawarte
postanowienia ograniczajace swobode dysponowania tymi $rodkami”. Ustawa
0 ustugach platniczych réwniez wskazuje umowe o prowadzenie rachunku ban-
kowego jako podstawowy dokument regulujgcy prawa i obowiazki obu stron.
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Miedzy innymi naktadajac na klienta banku obowiazek korzystania z instrumen-
tow platniczych (ktorych przyktadem jest karta platnicza) zgodnie z umowa ra-
mowa, odpowiedniego zabezpieczenia instrumentu platniczego, nieudostgpniania
g0 osobom nieuprawnionym, a w przypadku utraty lub kradziezy tego instru-
mentu, niezwlocznego kontaktu z bankiem. Niezastosowanie si¢ do powyzszych
obowigzkdéw moze skutkowaé, w przypadku utraty srodkéw na rachunku, nega-
tywnym rozpatrzeniem reklamacji oraz brakiem zwrotu pienigdzy. Dlatego tez
niezwykle istotny jest, w przypadku wystgpienia zagrozenia bezpieczenstwa $rod-
kéw (incydentu bezpieczenstwa), niezwloczny kontakt z instytucjg finansowa
prowadzaca rachunek. Banki kazde zgloszenie badaja indywidualnie, ustalajac
okoliczno$ci domniemanego przestepstwa i na podstawie przeprowadzonej ana-
lizy podejmujg decyzje¢ o zwrocie srodkéw na rachunek lub nieuznaniu reklama-
cji, w przypadku braku zachowania nalezytej staranno$ci zasad bezpieczenstwa
ze strony posiadacza rachunku.

Bezpieczenstwo systemu bankowego jest w literaturze definiowane jako
ochrona i zapobieganie atakom hakeréw na prywatno$¢, informacje oraz srodki
klientéw bankéw (Li i in., 2021: 64). Bezpieczefnistwo wspomnianych danych jest
w gldwnej mierze uzaleznione od systemu informatycznego oraz samych klientow.
Dlatego tak wazne jest odpowiednie zabezpieczenie dokumentow elektronicznych
oraz sposobu uwierzytelniania uzytkownikéw. Kazdy bank samodzielnie okresla
sposoby ochrony wspomnianych poufnych informacji, uwzgledniajac ryzyka, jakie
wigza si¢ z ich ewentualng utrata. Mozna wyrdzni¢ nastepujace kategorie ryzyk:
finansowe (konieczno$¢ zwrotu srodkoéw utraconych przez klientow, optaty za kary
administracyjne czy — w dalszej perspektywie — zmniejszenie przychodéw), cza-
sowe (czasowa utrata dostepu do konta przez klientow, blokada $rodkéw na ra-
chunku), reputacyjne (utrata reputacji banku w zwiagzku z wyciekiem danych klien-
tow, podszywanie si¢ pod korespondencj¢ lub strong banku), psychologiczne
(awersja uzytkownikow do ryzyka zwigzanego z korzystaniem z nowoczesnych
technologii i ushug oferowanych przez instytucje finansowe), wydajnosci (ataki Di-
stributed Denial of Service, czyli atak na serwer z wielu urzadzen jednoczesnie
w celu spowodowania niedostepnosci ustugi lub infrastruktury, malware i inne),
poufnosci (utrata danych wrazliwych w zwigzku z brakiem odpowiednich zabez-
pieczen), prawne (reklamacje, kary administracyjne, utrata licencji).

2. METODY ZABEZPIECZEN STOSOWANE PRZEZ BANKI

Banki, starajac si¢ dochowa¢ nalezytej starannosci W zakresie zapewnienia bez-
pieczenstwa hieustannie pracuja nad rozwojem metod autoryzacji, aby byty one
skuteczne, przyjazne w uzytku przy jednoczesnym obnizeniu kosztow eksploata-
cji wspomnianych zabezpieczen.
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Metody zabezpieczen w bankach
Wewnegtrzne Zewngtrzne
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— data protection proste: )
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zewngetrznymi
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Rysunek 1. Metody zabezpieczen w bankach

Zrédlo: opracowanie whasne na podstawie: Brakoniecki i in., 2015: 10.

Wsrod ,,wewnetrznych” metod zabezpieczen po stronie bankow nalezy
wskaza¢ te systemowe i procesowe, np. systemy monitorujgce (Security Opera-
tion Center, dalej: SOC), zabezpieczajace i anty-fraudowe, systemy typu Security
Information and Event Management (dalej: SIEM) oraz polityka powdrozenio-
wych testow produkecyjnych (Brakoniecki i in., 2015: 10). Metody zabezpieczen
wewngtrznych mozna podzieli¢ na te zwiazane z zarzgdzaniem incydentami na-
ruszenia bezpieczenstwa oraz prewencyjne. Zarzadzanie incydentami odnosi si¢
do procesdéw i czynnosci takich jak SOC, SIEM, system antyfraudowy, wspot-
praca z organizacjami zewngtrznymi, nastepujacych po wystapieniu zagrozenia
dla bezpieczenstwa danych badz srodkow konsumenta. Dziatania prewencyjne
maja za zadanie zapobiega¢ wystgpowaniu zagrozen poprzez ich wezesniejsze zi-
dentyfikowanie. Sa to: ochrona danych (Data Protection System), bezpieczenstwo
tworzonego oprogramowania (software security) oraz zapewnienie odpowied-
niego poziomu zabezpieczen infrastruktury oraz komunikacji (infrastructure se-
curity). Od strony infrastruktury systemowej, a takze zakresu przetwarzania i ana-
lizy danych, metody zarzadzania incydentami oraz prewencji czgsto bazujg na
tych samych narzedziach, poniewaz sg ze sobg silnie powigzane. Wykorzysty-
wane narzgdzia systemowe sa tak skonstruowane, aby zapewni¢ nie tylko raporty
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okresowe czy analiz¢ danych historycznych, ale tez w czasie rzeczywistym gene-
rowac alerty (Brakoniecki i in., 2015: 24-25).

»Zewnetrzne” metody zabezpieczen dotycza uwierzytelniania klientéw i au-
toryzacji transakcji w bankach. Mozna je podzieli¢ na proste (identyfikator
klienta, hasto, PIN) oraz ztozone (tokeny, lista haset jednorazowych, kody trans-
akcji przesylane przez SMSy, aplikacje mobilne). Dodatkowa forme zabezpiecze-
nia moga stanowi¢ obrazki bezpieczenstwa wybierane przez uzytkownika przy
otwieraniu konta internetowego. Najczesciej podczas logowania, na stronie inter-
netowej banku, wyswietla si¢ wybrany przez klienta obrazek, ktéry stanowi dla
uzytkownika potwierdzenie, ze znajduje si¢ na autentycznej stronie instytucji.

Wiele zmian w zakresie metod autoryzacji wprowadzita unijna dyrektywa
PSD2 (Payment Services Directive 2). Gtéwnym celem jej wprowadzenia byto
zabezpieczenie srodkow finansowych przed kradzieza, zmniejszenie odpowie-
dzialnosci za nieautoryzowane transakcje a takze petniejszy obraz finanséw (Ha-
tasik-Kozajda i Olbrys$, 2021: 269). Z perspektywy klientow instytucji finanso-
wych najbardziej odczuwalng zmiang bylo wprowadzenie silnego uwierzytelnie-
nia, polegajacego na podwdjnej weryfikacji tozsamosci konsumentéw. Podwdjna
autoryzacja polega na wykorzystaniu co najmniej dwoch elementoéw z trzech ka-
tegorii: wiedza (cos$, co wie wytacznie uzytkownik, np. hasto lub numer PIN),
posiadanie (co$, co ma wytacznie uzytkownik, np. karta ptatnicza, kod autoryza-
cyjny) lub cechy klienta (co$ charakterystycznego wyltacznie dla uzytkownika,
np. wszelkie formy biometrii) (www?2).

Zgodnie z powyzszym zestawieniem do najpopularniejszych metod autory-
zacji wykorzystywane sg gtownie kody SMS oraz mobilna autoryzacja. Na szcze-
golng uwage zastuguje autoryzacja biometryczna za posrednictwem aplikacji mo-
bilnej. Wigkszo$¢ duzych bankow oferuje wspodtczesnie logowanie do aplikacji
przy uzyciu odcisku palca. Czgs¢ instytucji wprowadzita rowniez autoryzacje
przy uzyciu biometrii twarzy, a nawet glosu. Biometria pozwala potwierdzi¢ toz-
samos¢ uzytkownika dzieki wykorzystaniu niepowtarzalnych cech, dlatego zdaje
si¢ by¢ bardziej wydajna i niezawodna niz poleganie wylacznie na czynnikach
ludzkich (Morake i in., 2021: 1-10). Nie oznacza to jednak, ze biometri¢ uznac¢
nalezy za ,,$wiety Graal” autoryzacji. Jej stabe punkty zalezg od wybranej metody
(np. odciska palca — ryzyko fizycznego uszkodzenia, rozcigcia, biometria twarzy
— utrudnienia podczas noszenia maseczki). Wsérod gtownych wyzwan tej metody
mozna wskaza¢: wysoki koszt wdrozenia dla instytucji, brak sprzgtu umozliwia-
jacego klientowi autoryzacje, niska jako$¢ skanera, uszkodzenia mechaniczne
czesci ciata wykorzystywanych do autoryzacji, a nawet falszerstwo. Niestety,
wraz z postgpem technologicznym ro$nie tez zagrozenie cyberprzestepczoscia
i cho¢ aktualnie kradziez tozsamosci biometrycznej nie jest zjawiskiem powszech-
nie spotykanym i kojarzy si¢ raczej z filmami science-fiction, w przysztosci moze
si¢ okaza¢ rownie wrazliwa jak inne aktualnie dostepne metody weryfikacji.
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Tabela 2. Metody autoryzacji dostepne w przyktadowych polskich bankach

Santander TAK NIE NIE NIE TAK
Millenium TAK NIE NIE NIE TAK
BNP Paribas TAK NIE NIE NIE TAK
Pekao TAK NIE NIE NIE TAK
mBank TAK NIE NIE NIE TAK
Alior TAK NIE NIE NIE TAK
gzgli‘)('\'(’b'e TAK NIE NIE NIE TAK
ING TAK NIE NIE NIE TAK
PKO BP TAK TAK TAK NIE TAK

Zrédlo: opracowanie wiasne na podstawie danych dostepnych na stronach internetowych po-
szczegodlnych bankow.

Podczas poszukiwania odpowiednich metod zabezpieczen instytucje finan-
sowe staja rowniez przed dodatkowymi wyzwaniami: musza one by¢ akcepto-
walne pod wzglgdem kosztow, szeroko dostepne, ale tez chronigce prywatnosé
uzytkownikow. Na przestrzeni lat banki opracowywaly r6zne metody autoryzacji,
jednak nie zawsze byty one mozliwe do wdrozenia na szerokg skalg. PKO Bank
Polski pracowat nawet nad stworzeniem specjalnego piora, ktore miato przepro-
wadza¢ autoryzacje podpisu w czasie rzeczywistym (Www4). Weryfikacja miata
odbywac si¢ czteroetapowo, z wykorzystaniem pidra biometrycznego, kamery,
mikrofonow oraz skanera naczyn krwiono$nych dloni. Aktualnie jednak Zzaden
z bankoéw polskich nie korzysta z tak ztozonej metody autoryzacji. Poza genero-
waniem wysokich kosztow w zwiazku z przygotowaniem odpowiedniej infra-
struktury technologicznej, metoda ta moglaby budzi¢ rowniez pewne obawy po
stronie uzytkownikow wzgledem ich prywatno$ci. Wszystkie stosowane urzadze-
nia musiatyby by¢ podtaczone do komputera konsumenta oraz przechowywane
na serwerach bankowych w celu weryfikacji. To z kolei mogtoby wraz z rozwo-
jem cyberprzestepczosci wigzaé si¢ z ryzykiem kradziezy poufnych danych. Dla-
tego tez budowanie i utrzymywanie zaufania odnosnie bezpieczenstwa srodkow
i informacji jest jednym z gléwnych wyzwan stawianych instytucjom finansowym
(Hapuarachchi i Samarakoon, 2020: 1-10). Istnieja badania, ktore potwierdzaja
pozytywna zalezno$¢ miedzy zaufaniem konsumentoéw a ich stosunkiem wobec
adaptacji nowych produktow i ustug oferowanych przez bankowos$¢ elektroniczng
(Al-Gharaibah, 2020: 23-39).
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Warto podkresli¢, ze nawet najlepsze zabezpieczenia przygotowane przez
bank moga nie wystarczy¢ w przypadku braku rozwagi posiadacza rachunku. Czg-
stg przyczyna utraty srodkow z rachunku bankowego jest korzystanie z publicz-
nych sieci, udostepnianie danych do logowania/danych z karty ptatniczej osobom
trzecim czy kliknigcie w falszywy link. Korzystanie z e-bankowosci moze by¢
postrzegane jako bardziej ryzykowne, szczegdlnie w przypadku logowania si¢
przez uzytkownikéw do serwisdw przy uzyciu otwartych sieci. Pelne bezpieczen-
stwo bankowosci elektronicznej uzaleznione jest wiec od wspolpracy instytucji
finansowych tworzacych catg infrastrukture technologiczng i rozsadnego wyko-
rzystania nowych technologii przez uzytkownikow.

3. RACHUNKI BANKOWE W POLSCE

Rachunek bankowy jest narzedziem wykorzystywanym przez banki do prowadze-
nia rejestru naleznosci lub powstatych zobowigzan uzytkownika rachunku w sto-
sunku do jednostki banku (Kosifiski i in., 2017: 15). Bank $wiadczy ustugi dla
swojego klienta, ktory staje si¢ ustugobiorcg realizowanych zlecen bankowych.
Klienci podejmuja interakcje z instytucjami bankowymi za posrednictwem wielu
kanatow komunikacji (Tam i Oliveira, 2017: 1042-1065). Mozna wskazaé tu
cho¢by oddziaty (ktorych liczba drastycznie spada), bankomaty, bankowos¢ tele-
foniczna, elektroniczng czy mobilng (m-banking), ktéra nabiera coraz wigkszego
znaczenia w dokonywanej transformacji cyfrowej.
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Wykres 1. Liczba oddziatow bankow w okresie styczen—listopad 2021

Zrédto: opracowanie whasne na podstawie bazy danych UKNF (2021).
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W Polsce na koniec III kw. 2021 r. istniato blisko 38,7 mIn rachunkéw oso-
bistych. Jak wskazuje wykres 2, to ponad 730 tys. rachunkéw wigcej, niz w ana-
logicznym okresie w 2020 r. Warto zauwazy¢, ze wspomniane dane dotycza kont
aktywnych, jednak nie ma mozliwosci weryfikacji regularno$ci korzystania przez
klientow z rachunkow bankowych. Klienci zaktadaja konta bankowe z rdéznych
powodow, wsrod ktorych poza standardowa potrzeba posiadania rachunku ban-
kowego w celu dokonywania ptatnos$ci elektronicznych, mozna wyr6zni¢ wnio-
skowanie o kredyt hipoteczny czy akcje promocyjne bankow. Celem organizowa-
nia przez bank akcji promocyjnych jest zwigkszenie liczby klientow aktywnie ko-
rzystajacych z oferowanych produktéw, natomiast celem uzytkownikéw konta
jest zdobycie nagrody (wplyw okreslonych srodkéw na konto, bony zakupowe,
promocyjne oprocentowanie lokat czy rachunkow oszczednosciowych) po spet-
nieniu okreslonych przez bank warunkow. W efekcie, istnieje wiele wygaszonych
i nieaktywnych rachunkow powstatych w wyniku dziatan promocyjnych (Wwwb5).
Takie sytuacje majg do$¢ istotny wplyw na postrzegane statystyki bankowe,
a jeszcze wigkszy na bezpieczenstwo tozsamosci i Srodkow — uzytkownicy czesto
korzystaja z tych samych haset do wszystkich serwiséw, a w 2018 r. 70% Polakow
deklarowato brak ich zmiany w ciggu ostatnich 12 miesi¢cy (Zwigzek Bankow
Polskich, 2018: 6).
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Liczba umoéw dostepu do bankowo$ci internetowej na przestrzeni lat 2018—
2021 wzrosta o 2,7 mln. W ujeciu kwartalnym wartos¢ ta nie cechowata si¢ ten-
dencja wzrostowa, co widoczne jest zwtaszcza w I potowie 2019 roku, gdy na
przestrzeni kwartatow nastgpita zmiana w raportowaniu tej wartosci przez PKO
Bank Polski (www3, Raport kwartalny Netbank Q2 2019: 6). W tym samym okre-
sie podobnym zmianom ulegta réwniez liczba aktywnych klientow bankowosci
internetowej. Z kolei liczba aktywnych aplikacji mobilnych stale wzrastala.
W IV kwartale 2019 roku z tej formy korzystat juz niemal co piaty uzytkownik.
Swiadczy to o coraz wiekszym znaczeniu mobilno$ci w bankowosci elektronicz-
nej ogdtem. Smartfon staje si¢ narzgdziem pierwszego kontaktu z ustugami ban-
kowymi z uwagi na tatwy dostep do urzadzenia w kazdej chwili. Wzrost zainte-
resowania aplikacjami mobilnymi wynika z ich nieustannego rozwoju dokonywa-
nego przez instytucje finansowe (poszerzanie ustug dostgpnych w kanale mobil-
nym). Konieczno$cig staje si¢ zatem zwrocenie szczegolnej uwagi na tworzenie
zabezpieczen zwlaszcza tych kanalow dostgpu.

4. INCYDENTY ZAGROZENIA BEZPIECZENSTWA | ZRODLA ICH WYSTEPOWANIA

Rozwoj nowych technologii niesie za sobg zarowno wiele szans, jak i zagrozen.
Pomimo, Ze banki nieustannie probuja by¢ kilka krokéw przed oszustami stosujac
szereg dziatan prewencyjnych, przestepcy wyszukujg dostepne luki w celu kra-
dziezy danych osobowych lub zasobow finansowych. Na przestrzeni ostatnich lat
oszus$ci doskonalili si¢ nie tylko pod wzgledem tamania zabezpieczen systemo-
wych, ale tez kompetencji behawioralnych (migkkich), aby przy pomocy réznych
technik manipulacji naktoni¢ potencjalng ofiar¢ do pozadanych dziatan, jednocze-
$nie nie wzbudzajac podejrzen. Bazuja w gtéwnej mierze na trudnych emocjach,
ktére usypiaja czujnos¢ ofiar, takich jak lek, wspoétczucie, poczucie zagrozenia
bezpieczenstwa, presja (czasu), ktore w potgczeniu ze soba skutkujg z gory zapla-
nowanymi dziataniami. Przestepcy identyfikuja najstabsze ogniwo w tancuchu
bezpieczenstwa, szczegolnie w procesie aktywacji i odblokowania ustug elektro-
nicznych, w celu: kradziezy tozsamosci, podmiany beneficjenta przelewu lub
ataku socjotechnicznego na proces autoryzacji transakcji, zmiany maksymalnego
limitu przelewu, zaciagnigcia zobowigzan o charakterze kredytowym. Ataki do-
tyczace bankowoci elektronicznej staja si¢ coraz bardziej wyrafinowane i skom-
plikowane, uwzgledniaja specyfike danej instytucji (Brakoniecki i in., 2015: 39).

Zestawienie w tabeli 3 stanowi pewnego rodzaju uogdlnienie, ma na celu
wstepne usystematyzowanie wystepujacych zagrozen w zalezno$ci od rodzaju
serwisu, z ktorego korzysta uzytkownik. Przedstawione zestawienie nie stanowi
jednak sztywnych ram, co oznacza, ze poszczegdlne typy oszustw moga wyste-
powac niezaleznie od wybranej kategorii bankowosci elektroniczne;j.
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Tabela 3. Powszechne metody atakéw z podzialem na najczgstsze miejsce wystgpowania

Phishing danych Utrata urzadzenia mobilnego Skimming

Pos$rednictwo podmiotow trze- | Nieuprawniona wymiana danych | Odczyt danych z karty zbli-
cich pomiedzy urzadzeniami zeniowej

Ztos$liwe oprogramowania Kody QR Nieuprawnione wykorzy-
Oszustwa przy zakupach przez stanie karty zblizeniowej
Internet

Przejecie kontroli nad urzadze-

niem

Oszustwa nigeryjskie/matrymo-

nialne

Zrédlo: opracowanie whasne na podstawie: Krzysztoszek 2017: 5.

Phishing stanowi jedna z najbardziej popularnych metod wykorzystywanych
przez cyberprzestepcow. Polega na przechwyceniu danych wrazliwych (loginow,
haset, danych osobowych). Oszusci podszywajac si¢ pod instytucje, najczesciej:
banki, firmy kurierskie czy serwisy transakcyjne, stosujag kampanie mailingowe
Z pro$ba o wykonanie okreslonych czynnosci (zalogowanie si¢ do banku, dopta-
cenie do przesylki/rachunku, weryfikacje danych) przy uzyciu ,,podrobionej”
strony wskazanej w wiadomog$ci mailowej. Moga w ten sposdb pozyskac od ofiary
login i hasto do logowania, kody autoryzacyjne, dane z kart ptatniczych. Pierwsze
ataki tego typu wykryto juz w 2008 roku. Na przestrzeni lat phishing ewoluowat
a intensywnos¢ i czestotliwos¢ jego wystepowania rosta. Od 2014 roku celem ata-
kow phishingowych byly nie tylko banki, ale i wigksze serwisy e-commerce.
Nowa odmiang tego typu atakow jest spearphishing (wlocznia) skierowany do
skonkretyzowanej grupy osob lub organizacji (Brakoniecki i in., 2015: 10, 21).

Posrednictwo podmiotéw trzecich moze stanowi¢ zagrozenie dla bezpieczen-
stwa danych i $rodkow (a nawet by¢ powodem odrzucenia reklamacji przez bank
w przypadku ich utraty) poniewaz strona posrednika nie przekierowuje uzytkow-
nika na oficjalng stron¢ banku, a pozostawia wszelkie dane w swoim interfejsie,
wykonujac operacj¢ przelewu we wlasnym zakresie, co moze by¢ interpretowane
jako udostepnienie danych do logowania osobom trzecim (Krzysztoszek, 2017: 13).

Pierwsze ataki ztosliwego oprogramowania (malware) w Polsce pojawity sie
wraz z oprogramowaniem typu ZEUS 1 GOZI (tzw. kon trojanski) w 2007 roku.
Malware moze szkodzi¢ zainfekowanemu urzadzeniu w mniejszym lub wigkszym
stopniu, od zwyktego spowolnienia systemu po blokade urzadzenia i kradziez po-
ufnych informacji. Hakerzy, w celu rozprzestrzeniania ztosliwego oprogramowa-
nia mogg wykorzystywa¢ wiadomos$ci e-mail, strony internetowe i nosniki da-
nych. Walka z malware jest niewatpliwie asymetryczna. Mimo zaawansowanych
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technik ochronnych oferowanych przez dostawcoéw ustug, to hakerzy, jako pod-
mioty inicjujace, maja watwione zadanie ze wzgledu na ,,swobode” w wyszuki-
waniu stabych punktow (Sikorski i Honing, 2012: 321-322). Podczas gdy do-
stawcy ustug skupiajg si¢ na obronie atakdéw i ataniu luk w systemach, twoércy
malware ulepszaja swoje kody, czynigc swoje ztosliwe oprogramowania i botnety
bardziej solidnymi i szkodliwymi (Rossow, 2013: 43-67). Bot jest oprogramowa-
niem instalowanym na urzadzeniu ofiary, ktore dotacza do sieci podmiotow (bot-
net). System dowodzenia i kontroli wydaje polecenia - operacje szkodliwe — ataki
typu ,,odmowa ushugi”, zbieranie danych osobowych i haset logowania, czy wy-
sytanie spamu (Andriesse i Bos, 2014: 1-3).

W zwiazku z dynamicznie rosnacg liczba uzytkownikoéw e-bankowosci, co-
raz czesciej dochodzi do prob przejecia kontroli nad urzadzeniem konsumenta.
Moze si¢ to odbywaé z wykorzystaniem wyzej omawianego zto§liwego oprogra-
mowania wystanego do potencjalnej ofiary droga SMS lub e-mail. Haker przej-
muje dane logowania do panelu bankowego oraz narzgdzia autoryzacyjnego
w postaci SMS (poprzez przekierowania na inny numer telefonu). Posiadajac tak
szeroki dostegp, oszust moze nie tylko ukra$¢ srodki ulokowane na rachunku ban-
kowym, ale tez zaciagna¢ dodatkowe zobowigzania.

Kolejnym zagrozeniem sg oszustwa przy zakupach przez Internet. Pandemia
COVID-19 w istotny sposob wptyneta na zwigkszenie wolumenu zakupdw
online. Te z kolei stanowiag dla oszustow kolejng okazje do kradziezy, poniewaz
zapewniajg w duzym stopniu anonimowos¢.

0% 10% 20% 30% 40%

Zamieniono zakupy w sklepie na zakupy online 529%

Laczenie obu form zakupow

25,%

Zamienieno nieznacznie zakupy w sklepie na zakupy

online 25‘29;/0

Nie odczuwano potrzeby przechodzenia z zakupow w
sklepie na zakupy online

Robienie zakupow w sklepie

Catkowicie zamieniono zakupy w sklepie na zakupy
online

Zakupy zawsze online
Wykres 3. Odsetek konsumentow, ktorzy w zwigzku z pandemia koronawirusa (COVID-19)
w Polsce w 2021 r. zastapili zakupy w sklepach stacjonarnych zakupami online

Zrédlo: Statista (2021).
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Osobie niedo$wiadczonej w zakupach online niekiedy trudno jest odr6znic¢
prawdziwg aukcje od tej falszywej, szczeg6lnie, ze oszusci znajg $wietne sposoby
na stwarzanie pozorow wiarygodnosci (jak na przyktad fatszywe opinie od innych
kupujacych). Sprzedawcy czgsto celowo ograniczaja mozliwo$¢ platno$ci wy-
tacznie do przelewu bankowego, podajac falszywy numer rachunku. Poszkodo-
wany dowiaduje si¢ o oszustwie najczesciej z kilkudniowym opdznieniem, gdy
nie otrzymuje zakupionego towaru.

Coraz bardziej popularne staja si¢ oszustwa bazujace na ludzkich emocjach.
Chociaz nie sg one stosunkowo nowa metoda oszustwa (od kilku lat funkcjonuje
metoda ,,na wnuczka” czy wyludzenie $rodkow przez podanie kodu BLIK dla
cztonka rodziny/przyjaciela znajdujacego si¢ w pilnej potrzebie), to oszusci w dal-
szym ciggu skutecznie pozyskuja kolejne ofiary. W przypadku oszustw na nige-
ryjskiego ksiecia prowadzona byta kampania mailingowa, w ktorej przestepca
prosit dana osobe o przelanie srodkdéw na zagraniczny numer rachunku, najczg-
Sciej z kraju afrykanskiego. W zamian za chwilowg pozyczke, taka osoba miata
uzyska¢ w przysztosci znaczne korzysci majatkowe. Najczgséciej kampanie byty
skierowane w osoby, ktore w niedawnym czasie wystawily przedmiot na aukcji
internetowej za posrednictwem ztosliwego robota (Krzysztoszek, 2017: 17).
Drugi rodzaj oszustw, szczegolnie bazujacych na ludzkich uczuciach, to tzw. ,,ro-
mance fraud”. Polega na stworzeniu bliskiej wigzi emocjonalnej z potencjalna
ofiarg, aby nastepnie wyludzi¢ od niej $rodki finansowe, np. na bilety lotnicze,
operacje cztonka rodziny badz rzekome problemy finansowe (Buil-Gil i Zeng,
2021: 23).

Kolejnym zagrozeniem dla danych klientéw i srodkéw moga okaza¢ si¢ po
prostu w pelni aktywne aplikacje mobilne umozliwiajace uzytkownikom petng
obstuge swojego konta. Utrata takiego urzadzenia (np. poprzez zgubienie lub kra-
dziez) moze spowodowac wiele niedogodnosci zarowno dla posiadacza urzadze-
nia — klienta, jak i dla banku. Przy utracie urzadzenia najwazniejszg kwestig jest
szybkos¢ reakcji klienta, jak rowniez metody zabezpieczen jakie wczesniej stoso-
walt, tj. czy urzadzenie byto chronione hastem albo PINem. Istotnym aspektem sg
rowniez zabezpieczenia zastosowane po stronie banku, dotyczace logowania
(np. wykorzystanie do tego celu biometrii), czy tez wszelkie mozliwosci zdalnego
zablokowania aplikacji bankowej w telefonie (np. poprzez kanat zdalny z po-
ziomu komputera/kontakt z infolinig). Niestety, niezabezpieczone w zaden sposob
urzadzenie daje potencjalnemu ,,znalazcy” pelny dostep do skonfigurowanych
ptatnosci zblizeniowych (poprzez NFC). Dodatkowo, proste hasto lub pin do apli-
kacji bankowej umozliwi takiej osobie nie tylko kradziez $rodkow zgromadzo-
nych na rachunku, ale tez skorzystanie z innych ustug bankowych nawet takich
jak zaciggnigcie pozyczki gotdwkowej w imieniu pierwotnego posiadacza (po-
dobnie jak w przypadku przejecia kontroli nad urzadzeniem przez hakera).
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Technologia NFC pozwala w tatwy sposob przekazywaé miedzy soba dane
w urzadzeniach, jednak moze zosta¢ wykorzystana, aby w nieuprawniony sposob
przeja¢ dane z urzadzen potencjalnych ofiar. Wykorzystywany do tego celu spe-
cjalny przyrzad moze pozwoli¢ na przechwycenie sygnatu, ktéry jest przekazy-
wany przez modul NFC (znajdujacy si¢ np. w telefonie). Sygnalem tym moga
stanowi¢ dane karty podpigtej do telefonu przekazywane do terminala podczas
platnosci. W ten sposob przestepca moze uzyskaé dostep do karty, a w dalsze;j
kolejnosci wykonywac przy jej pomocy nieuprawnione transakcje.

Ataki z wykorzystaniem kodu QR mogg zosta¢ przeprowadzone poprzez wy-
stanie fatszywego kodu QR SMSem, mailem, lub tez moga zosta¢ umieszone
np. na fatszywej broszurze bankowej. Przy uzyciu kodu QR uzytkownik ma moz-
liwos$¢ uzyskania pewnych informacji, np. odnos$nika do pobrania aplikacji ban-
kowych. W rzeczywistosci, po zeskanowaniu fatszywego kodu QR telefon zostaje
zainfekowany i postuzy hakerowi do przejgcia pelnej kontroli nad urzadzeniem.
W konsekwencji, pozwoli to na wykonywanie wszelkich czynnosci na telefonie
potencjalnej ofiary np. przechwycenie danych wysytanych przez bank (haset
pierwszego logowania, kody autoryzacyjnych), a ostatecznie moze to skutko-
wac kradzieza srodkow, a nawet tozsamosci uzytkownika telefonu.

Transakcje zblizeniowe sg bardzo prostym sposobem na dokonywanie ptat-
nos$ci, poniewaz sa praktycznie bezproblemowe w obstudze dla klienta. Dodat-
kowo, nie przy kazdej transakcji wymagane jest podanie kodu PIN (transakcje do
kwoty 100 zt nie zawsze muszg by¢ akceptowane przy jego uzyciu). Ta niewat-
pliwa dogodno$¢ moze sprawic, ze po zagubieniu karty przestgpca moze w tatwy
sposob ukras¢ z konta kilkaset ztotych np. robigc zakupy w roéznych sklepach,
jednak fizyczna utrata karty nie jest jedyna przyczyng utraty srodkoéw. Przestepcy
mogg réwniez wyposazy¢ sie w przystosowany terminal, ktory bedzie okradat
ofiary, poprzez przebywanie z nimi w bliskiej odleglosci. Zagrozenie tego rodzaju
kradzieza jest szczego6lnie wysokie w zatloczonych miejscach, gdzie przestepca
w tatwy sposob moze przytozy¢ terminal (schowany np. w torbie) do kieszeni
ofiary (poniewaz to zazwyczaj tam, w portfelu, chowamy karte) i wykona¢ trans-
akcje na ustalong kwote (np. 99 zt aby nie byl wymagany kod PIN). Jednym z za-
bezpieczen przed takimi oszustwami moze by¢ portfel ze specjalng kieszonkg na
karte ktéra zaghluszy sygnat Radio-Frequency ldentification (w skrécie RFID,
oznacza identyfikacje za pomoca fal radiowych) i tym samym uniemozliwi wy-
konanie transakcji.

Wyzej wymienione metody oszustw to tylko niektore z wspotcze$nie wyste-
pujacych zagrozen dla srodkow przechowywanych na rachunkach bankowych.
Bezpieczenstwo poufnych danych uzytkownikoéw, posiadanych przez nich $rod-
kéw 1 urzadzen zalezy nie tylko od zabezpieczen przygotowywanych przez insty-
tucje finansowe czy dostawcow ustug, ale i samych konsumentow. Niezwykle
istotne jest korzystanie z dobrodziejstw technologicznych z rozwaga oraz biezace
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Sledzenie kampanii bezpieczenstwa prowadzonych przez banki, Komisje Nad-
zoru Finansowego, instytucje rzgdowe i pozarzagdowe. Warto w tym miejscu przy-
toczy¢ hasto kampanii mBanku ,,Nie robisz tego w realu? Nie rob w sieci!”, ktorej
celem bylo zwrocenie uwagi na ryzykowne zachowania uzytkownikow bankowo-
$ci online oraz konsekwencje z nimi zwigzane.

5. ANALIZA BADAN ANKIETOWYCH

By zidentyfikowa¢ ocene poziomu bezpieczenstwa Srodkéw bankowych z per-
spektywy klientow, w okresie pazdziernik-listopad przeprowadzono ankietowe
badanie online, ktorego kwestionariusz wypetnity 222 osoby. W zwigzku z tym,
ze celem badania byta ocena uzytkownikow ustug bankowych, zdecydowano si¢
na zredukowanie wielkosci proby o rekordy zawierajace odpowiedzi osob, ktore
nie zadeklarowaty posiadania rachunku (5). Ostateczna wielko$¢ proby wyniosta
217. Proba miata charakter nielosowy, jako metod¢ doboru respondentdéw zasto-
sowano metodg kuli §niezne;j.

Pierwsze z zadanych pytan dotyczylo odczucia co do bezpieczenstwa prze-
chowywania srodkow na rachunkach bankowych. Wsrod 217 respondentow 6,5%
wskazato na mozliwe niebezpieczenstwo, 12,5% ankietowanych nie okreslito
przechowywania $rodkow bankowych ani za bezpieczne, ani za niebezpieczne,
nie wyrazajgc wyraznego zdania, za$ ponad 4/5 os6b wyrazito swojg pewnosc¢ co
do zachowania bezpieczenstwa rachunkow bankowych. Wskaza¢ nalezy, iz liczba
respondentow, ktora jest przekonana o bezpieczenstwie swoich §rodkéw jest po-
rownywalna z liczba osob, ktore deklaruja, ze ich bank prowadzi polityke bezpie-
czenstwa dotyczaca ochrony danych klienta (84%). W tym pytaniu znajduje si¢
jednak 12% respondentow, ktérym trudno jednoznacznie okresli¢ czy polityka
bezpieczenstwa jest prowadzona lub tez nie oraz 4% osob, ktore wskazuja, iz bank
w ogole nie podejmuje procedur na rzecz ochrony klienta. Sytuacja ta moze mie¢
swoje podtoze w niewyraznej komunikacji migdzy bankiem a klientem i moze
wynika¢ z jego niewiedzy na temat dziatalnosci banku, gdyz zgodnie z obowia-
zujacymi normami, kazdy bank zobowigzany jest do prowadzenia takiej polityki.

Kolejne pytanie dotyczylo czestotliwosci stosowanej polityki bezpieczen-
stwa. Docelowo pytanie skonstruowano tak, by okresli¢ czgsto§¢ prowadzonych
kampanii informacyjnych czy tez dokonywania podwdjnej weryfikacji przy zle-
ceniach przelewow wysokokwotowych. Ponad potowie respondentdéw trudno
byto odnies¢ si¢ takze do samej czgstotliwosci prowadzonych dziatan na rzecz
bezpieczenstwa. Mozna wskazac¢, iz problematyczng kwestia jest okreslenie tej
czestotliwosei w podanych w kweationariuszu interwatach czasowych, anizeli
braku takiej czestotliwosci (wsrod odpowiedzi dostepna byta opcja, ktéra rowno-
znaczna byla z niestosowaniem przez bank owej polityki). Wsrod osob, ktore zi-
dentyfikowatly t¢ czgstotliwo$¢ zdecydowana wigkszo$¢ ankietowanych okreslita,
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ze komunikaty zwigzane z polityka bezpieczenstwa sa zauwazalne raz w mie-
sigcu. 12% stwierdzito, ze wiadomos$ci nawigzujace do bezpieczenstwa widza co
tydzien, a co dziesigty ankietowany — raz na kwartat.

10% 1%

21%
53%

3%

m Trudno jednoznacznie okreslic  m Rzadziej niz raz na kwartat
= Raz w tygodniu = Raz w miesigcu
= Raz na kwartat = Nie stosuje

Wykres 4. Czgstotliwo$¢ stosowanej przez banki polityki bezpieczenstwa w opinii klientow

Zrodto: opracowanie wlasne.

Tabela 4. Efektywnos¢ form przekazu informacji dotyczacych bezpieczenstwa

5 35% 28% 13% 20% 6% 9%
4 19% 25% 14% 19% 9% 17%
3 23% 22% 27% 23% 15% 18%
2 11% 12% 11% 16% 17% 20%
1 12% 13% 35% 22% 53% 36%
Suma 100% 100% 100% 100% 100% 100%

Zrodlo: opracowanie wlasne.

Analizujac oceng formy przekazu informacji dotyczacych bezpieczenstwa
okazuje si¢, ze najbardziej nieefektywna z punktu widzenia klientéw metoda jest
wysylanie tradycyjnych listow informujacych o niebezpieczenstwach w banko-
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wosci. Stwierdzito tak 53% ankietowanych i zarazem jedynie 6% tych responden-
tow okreslito t¢ metode jako przemawiajacg do uzytkownika. Wsrdd form, ktore
uzyskaty najwigcej ocen wskazujacych na ich efektywnos$¢ 1 wiasciwy przekaz
znalazty si¢ sms-y informacyjne oraz wiadomosci e-mail, na ktére wskazato od-
powiednio 35% i 28% ankietowanych. Negatywnie o tych metodach wypowiada
si¢ niewiele ponad jedna na dziesig¢ 0sob, co w poréwnaniu z innymi wystepuja-
cymi w zestawieniu formami stanowi niewielki odsetek.

Wsrod 217 osob, jedynie 27 (12%) w odpowiedzi na pytanie dotyczace stycz-
nosci z sytuacjg zagrazajaca bezpieczenstwu wskazata, iz takowa miata miejsce.
Wisrdd najezestszych przyczyn tej sytuacji wymieniano wytudzenie danych do lo-
gowania do bankowosci.

Wytudzenie danych logowania do bankowosci
elektronicznej

Kontakt od osoby podszywajacej sie pod pracownika _
banku

Przejecie kontroli nad telefonem z dostepem do aplikacji
mobilnej

Whytudzenie danych karty ptatniczej

Kradziez tozsamosci

Phishing (wiadomos¢ stuzaca zainfekowaniu
komputera/telefonu szkodliwym oprogramowaniem)

Zaciagniecie pozyczki/kredytu na wytudzone dane
Kradziez danych z karty ptatniczej

Préba oszustwa na BLIK

o
N
IS
)}
-3
-
S}

12
Wykres 5. Najczgstsze incydenty bezpieczenstwa wsrdd respondentéw

Zrbdlo: opracowanie wilasne.

Kolejne najczesciej wystepujace incydenty bezpieczenstwa opieraja si¢ na
podszywaniu si¢ pod pracownika banku, wyludzaniu danych kart ptatniczej czy
przejeciu kontroli nad telefonem z dostgpem do aplikacji mobilnej. Cho¢ w bada-
niu wystepuje jedynie jedna odpowiedz dotyczaca proby oszustwa na BLIK,
W ostatnim czasie rowniez byla to dos¢ powszechna metoda, ktora stosowana
przez hakerow skutkowata utratg srodkow z rachunkow bankowych.

Zaistniate sytuacje wywolane incydentami bezpieczenstwa stanowity pod-
stawe dla podejmowania dziatan zarowno przez klientow jak i same banki. Reak-
cje z dwoch stron prezentuje zestawienie w tabeli 5.
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Tabela 5. Kroki podjete przez klienta i przez bank w sytuacji wystapienia
incydentu bezpieczenstwa

Kontakt z bankiem prowadzacym 20 Blokada narzgdzia autoryzacyj- 16
rachunek, na ktorym wystapit in- nego

cydent bezpieczenstwa

Kontakt ze wszystkimi instytu- 1 Blokada dostgpu do kanatéw zdal- 8
cjami prowadzacymi rachunki nych

bankowe w celu zabezpieczenia
pozostatych $rodkow

Niezwloczne zalogowanie do ban- 8 Proba anulowania przelewow nie- 5
kowosci elektronicznej w celu za- zleconych przez Klienta
bezpieczenia srodkéw (zmiana ha-
sta, blokowanie dostgpéw przez
kanaty zdalne, przelanie srodkow
na inny rachunek, blokada narzeg-
dzia autoryzacyjnego)

Kontakt z policja 8 Powiadomienie organdw $cigania 3
Kontakt z bliskimi 6 Reset haset 1
Bank pierwszy podjat kontakt 1 Notatka w systemie 1
Zadne 1 Zadne 1

1

Konsultant potwierdzit probe
0szustwa w systemie

Zrbdlo: opracowanie wilasne.

Wsrdd najczestszych reakcji ze strony klientdow wskazuje si¢ na kontakt
z bankiem — wérod 27 osob wskazujacych na zetknigcie si¢ z incydentem bezpie-
czenstwa kontakt ten podjeto 20 respondentéw. O$miu ankietowanych natych-
miast zalogowato si¢ do bankowosci elektronicznej, by zmieni¢ swoje hasto i tyle
samo osob podjeto kontakt z policja. Wérdd 27 ankietowanych jeden respondent
wskazat na zainicjowanie kontaktu w sprawie incydentu przez sam bank.

Z kolei wérdd najczesciej podejmowanych krokoéw przez instytucje bankowe
respondenci wskazujg blokade narzedzi autoryzacyjnych, blokade dostepu do ka-
natéw zdalnych oraz probe anulowania przelewow niezleconych przez klienta.
Wsréd trzech przypadkoéw zwigzanych z naruszeniem bezpieczenstwa $rodkoéw
klienta, bank zawiadomit organy $cigania, za$ pojedyncze osoby wskazaty na za-
proponowany przez bank reset haset, wykonanie notatki w systemie oraz potwier-
dzenia tej proby.

Tylko u czterech 0séb sposrod 27 incydent bezpieczenstwa skutkowat utratg
srodkow pienigznych. Wérdd metod respondenci wymieniali przelanie srodkow
na inny rachunek bankowy lub ich wyptate w gotowce (np. poprzez kod BLIK).
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Na pytanie, czy udane $rodki udato si¢ odzyska¢, dwie odpowiedzi wskazaty, iz
nie bylo to mozliwe, jeden respondent odzyskat je dzicki wspotpracy banku i or-
ganOw Scigania, za$ ostatnia z udzielonych przez respondentéw odpowiedzi wska-
zuje na niepami¢¢ co do odzyskania matej kwoty.

PODSUMOWANIE

Bazujac na ustaleniach teoretycznych jak i przedstawionej analizie empiryczne]
mozna zauwazy¢, ze instytucje bankowe sa zaangazowane w tworzenie ram in-
formujacych klientéw o potencjalnych niebezpieczenstwach zwigzanych z banko-
woscia. Sa do tego zobowigzane poprzez szereg norm regulacyjnych stworzonych
przez instytucje sprawujace nadzor nad sektorem bankowym. Wcigz jednak bez-
pieczenstwo §rodkow klientow zalezy od nich samych ze wzgledu na coraz wiek-
sze zaangazowanie cyberprzestgpcow w branze ustug bankowych. Stosowane za-
bezpieczenia nie zawsze stanowig pewne narzedzie zabezpieczajace srodki, stad
stosowana polityka bezpieczenstwa musi zmierza¢ w kierunku przekonujacym
klientéw do podejmowania ostroznych zachowan w sieci. Badania wtasne wyka-
zaty, ze klienci w zdecydowanej wiekszosci bezpieczenstwo ustlug bankowych
definiuja jako wlasciwe, a wsrdd stosowanych form informujacych o niebezpie-
czenstwie wskazuja na wysoka efektywnos¢ bezposrednich form przekazu,
tj. sms-6w informacyjnych jak i wiadomosci mailowych. Nalezy jednak zazna-
czy¢, ze analizowana proba badawcza nie miata charakteru losowego, przez co
wnioskow tych nie mozna uogdlnia¢ na catg populacje¢. Odnoszac si¢ do pytania
badawczego postawionego we wstepie, nalezy pozytywnie oceni¢ dziatania ban-
kow, ktore dbajg o bezpieczenstwo rachunkéw bankowych swoich klientow po-
przez: zabezpieczenia wewngtrzne infrastruktury informatycznej (SOC, SIEM,
system antyfraudowy, wspolprace z organizacjami zewnetrznymi, data protection
system, software secure oraz infrastructure secure). Dodatkowo, banki nieustan-
nie analizuja i dostosowuja swoje dzialania do przepisow prawnych, czego efek-
tem byly dziatania zabezpieczajace logowanie klientéw do bankowosci elektro-
nicznej (unikalne ID Klienta, obrazki logowania, hasto, PIN, logowanie za po-
moca biometrii) oraz autoryzacji transakcji (token, lista haset jednorazowych,
kody SMS, aplikacje mobilne umozliwiajace wykorzystywanie biometrii). Aby
zwigkszy¢ $wiadomos¢ klientow, instytucje finansowe stosuja réwniez szereg
kampanii informacyjnych przestrzegajacych przed atakami oszustow z wykorzy-
staniem réznych kanalow: telewizja, wiadomosci SMS, wiadomosci e-mail, ko-
munikaty PUSH w aplikacji, informacje na stronach internetowych bankoéw. Pod-
sumowujgc, instytucje z odpowiednim zaangazowaniem dbaja o bezpieczenstwo
rachunkéw bankowych swoich klientow.
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Abstract

The COVID-19 pandemic has been compared to world wars or other tragic events in terms of the
death toll it has taken and huge economic losses it has caused. It is not a finished process, so it is
difficult to predict the scale of its impact. According to IMF estimates, the contraction of the world
economy will be much greater than in the years of the financial crisis of 2008—2009. The negative
effects in different countries may depend on the severity and extent of the applied lock-down or
interventions undertaken by governments. Changes taking place in various sectors of the economy
are of a different nature. The effects of the pandemic can be also seen in the insurance segment.
The aim of this article is to find answers to the following research questions:

1. To what extent did the COVID-19 pandemic affect the situation on the insurance market?

2. In which areas are its consequences particularly visible?

3. What kind of opportunities and threats does the pandemic bring from the perspective of the
insurance market?

Methodology. The analysis used available scientific publications, reports prepared by the Polish
Financial Supervision Authority, Polish Insurance Association and entities conducting brokerage
activities or selected consulting companies.

The result of the research. In a few days, in March 2020, a real revolution took place on the insurance
market. The insurers faced the need to introduce completely remote customer service. They also had
to launch new tools, which in many cases were still in the testing phase and which they did not have
the opportunity to use on alarge scale. With the onset of the pandemic, they were quickly
implemented. It was related to additional funds, huge commitment and discipline of all employees,
liquidators, agents, sales departments, and administration. Consequent on this, clients gained full
access to all services and insurance products, without leaving home. On the other hand, pandemic
has led to the significant changes within the demand for the insurance services and customers’
expectations, but also to growing scale of damages and compensation paid to the clients leading to
the higher insurance premiums.

Keywords: insurance market, pandemic, COVID-19, threats, opportunities.
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INTRODUCTION

The phenomenon of a pandemic is nothing new. They have occurred many times
in earlier stages of the human history. Those from the end of the 20th century were
associated with a growing number of viral diseases appearing among animals
(Madhav et al., 2017). The increasing frequency of subsequent pandemics has
prompted many researchers, including T.A. Garrett (2007), M. Keogh-Brown
et al. (2008), N. Madhav et al. (2017) and V.Y. Fan et al. (2018, 2020), to the
conclusion that a large-scale global pandemic is inevitable. In the opinion of
N. Ferguson et al. (2020) COVID-19 is the most serious pandemic event since
1918, when the so-called Spanish flu appeared®. The COVID-19 pandemic has
been compared to world wars or other tragic events in terms of the death toll it has
so far collected? and the enormous economic losses it has led to (Wolnicki and
Piasecki, 2021: 165). That process hasn’t finished yet. It is difficult to predict the
scale of its impact. According to IMF estimates, the contraction of the world
economy will be much greater than in the case of the financial crisis of 2008—-2009
(Przybytniowski, Grzebieniak and Pacholarz, 2021: 5). A group of scientists led
by R.J. Barro (2020: 2-17) stated that, on average, 2.1% of mortality triggers to
a 6% decrease in GDP and an 8% decrease in private consumption worldwide.
According to the European Commission, due to COVID-19, global GDP will drop
by 4.5%. The results of the EC’s forecasts emphasize the risk of the greatest
recession since the World War 1l (Przybytniowski, Grzebieniak and Pacholarz
2021: 17). Many economies are unlikely to reach the levels of production from
the year 2019. The negative effects in particular countries may depend on the
severity and extent of the applied lockdown® and the interventions made by
the governments*. The changes taking place in various sectors of the economy are
of a different nature. COVID-19 disrupted international supply chains, contributed

! The authors of the report entitled Impact of non-pharmaceutical interventions (NPIs) to
reduce COVID-19 mortality and healthcare demand presented several potential scenarios for the
development of events, depending on the actions taken or with a complete lack of response from the
society to the recommendations and limitations implemented by the state.

2 Globally, 586 577 948 persons have fallen ill so far and 6 442 310 have died since the
beginning of the pandemic. In the case of Poland, this data is respectively: 6 105 306 and 116 717
(www11).

% The social distancing measures may cause a decline in consumer confidence in the state.

4 To stop the spread of the disease, to save the economy and jobs in Poland, expenses in the
amount of PLN 103 billion were incurred in 2020 (www9). Considering the data on the support
programs launched under the Anti-Crisis Shields, the aid amounted to PLN 183 billion in the first
year of the pandemic (www14). At the level of EU countries, a reconstruction plan has been created
for a total amount of EUR 2 364 billion (including the Next Generation EU package and the budget
for 2021-2027) (www15). On the other hand, governments around the world spent nearly
USD 10 793 trillion for this purpose, which accounts for 6% of global GDP based on IMF data at the
end of September 2021 (www10).
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to a decline in aggregate demand, influenced the consumption patterns and the
labor market (Boissay and Rungcharoenkitkul, 2020). The consequences of
the pandemic are also observed in the insurance sector. V. Elenev, T. Landvoigt
and S. Van Nieuwerburgh (2020) noticed a negative impact of COVID-19 on
employee productivity, labor supply, and on corporate income. Along with the
decline in revenues and non-payment of liabilities, a wave of corporate
insolvencies starts, which may weaken the financial sector (including
the insurance market). On the other hand, L. F. Céspedes, R. Chang and
A. Velasco (2020) forecast that with the loss of productivity, the value of
collaterals will decrease, which leads to a reduction in lending activity and a lower
demand for insurance guarantees.

The following research hypothesis was adopted in the conducted analysis:
The COVID-19 pandemic is a challenge faced by insurance market participants
and institutions having control over it. Its verification required to answer
the following research questions:

1) To what extent did the COVID-19 pandemic affect the situation on the
insurance market?

2) In which areas are its consequences particularly visible?

3) What kind of opportunities and threats does the pandemic bring from
the perspective of the insurance market?

The analysis uses available scientific publications, reports prepared by the
Polish Financial Supervision Authority (PFSA), Polish Chamber of Insurance
(PCol), Statistics Poland, and entities conducting brokerage activities or selected
consulting companies.

1. CONSEQUENCES OF THE COVID-19 PANDEMIC FOR PARTICULAR SECTORS OF
THE INSURANCE MARKET

“The modern economy is a complex network of interconnected parties:
employees, companies, suppliers, customers, and financial intermediaries”
(Gourinchas, 2020: 33). Due to a very high degree of connections and
specialization, the process of collapsing supply chains and the accompanying
flows have a cascading effect. The decreasing consumption affects the real sphere.
The introduced lockdown causes production downtime, negatively affecting the
demand for labor, the size of employment and unemployment. There is also
a growing aversion to the state among citizens, combined with great uncertainty
and a declining sense of security (Baker et al., 2020; Baldwin, 2020; Carlsson-
Szlezak et al., 2020). This leads to a decrease of confidence in financial
institutions, including insurers. Therefore, in the time of a pandemic, they face
a serious challenge, in the light of which they should be aware of the that “in the
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process of building trust and reputation, they must use not only the traditional
instruments of public relations, but also much more broadly defined as client
relations, i.e., instruments concerning the management and protection of relations
between the insurance company and its most important clients” (Grzebieniak,
2015: 46-55).

The global insurance market has been hardly hit by the consequences of the
spread of the coronavirus. COVID-19 was moving rapidly, affecting large parts
of the globe. The outbreak of the pandemic caused a significant wave of insurance
damages, mainly among large enterprises. They related to property insurance and
business interruption insurance, insurance due to cancellation of events, travel,
and transport insurance. Then were followed with improper performance of the
contract or civil liability of the employer. This group may include damages related
to the insurance of managers’ liability for the proper management of the company,
as well as cybersecurity risk insurance.

The scale of threats in the insurance sector differs, depending on the scope of
activity of insurance companies. Those that offer life insurance (Sector I) have
long-term liabilities, which result in a long-term risk of exposure to market turmoil
(crises) (Przybytniowski, 2016: 159-162) and allows for long-term investment
horizons, potentially supporting financial stability (Chodorow-Reich, 2020:
1901-1939) of this insurance division®. On the other hand, insurances within
Sector |1, which provide protection against various types of property losses, are
implemented primarily through short-term contracts (usually annual).
Consequently, they have a greater share in assets than those included in Sector I.
Thus, there is a high probability that the companies from Sector Il will be affected
more seriously than life insurers (Przybytniowski, Grzebieniak and Pacholarz,
2021: 23). The crisis caused by the COVID-19 pandemic poses a serious challenge
to the profitability of insurance companies, both in Sector | and Sector II.
In addition, the long-term returns on investment, especially from life insurance,
may also be low. In case of insolvency of enterprises, the potential losses
associated with investments in various types of assets should be also considered
(Przybytniowski, Grzebieniak and Pacholarz, 2021: 29).

The COVID-19 epidemic had a significant impact on the financial and
technical results as well as the claims ratio of insurance products. The comparative
data for Poland are presented in Table 1 and 2. They include information on both
sectors and selected insurance groups. In terms of the values shown in Table 1,
the decrease in the net financial result in Sector | was influenced by lower
premiums in 2020 compared to 2019, along with the increasing values of some

5 Life insurers provide protection against the risk of death. In an ongoing pandemic, life
insurance benefits increase faster, while expectation for disability benefits falls. These risks can
offset each other from a long-term solvency perspective, although higher life insurance claims may
have a short-term impact.
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items included in the total costs. In 2021, there was an increase in the gross written
premiums with a sustained upward trend in total costs. In the case of Sector I, the
net financial result also decreased in 2020 in comparison to 2019, which was
caused by changes in provisions as well as higher claims and other mandatory
profit reductions. The year 2021 brought an improvement in financial results in
non-life insurance sector because of a further increase in the gross written
premiums and a favorable tendency in relation to the value of some components
of total costs.

Many business lines have been hardly hit by the pandemic. However, in some
areas there was a significant reduction in claims ratio. In the field of motor
insurance (including civil liability insurance), the claims ratio during the
lockdown period was at the level of 50-70% of the claims ratio before
the outbreak of the pandemic. This decrease was caused by a lower frequency of
damages (visible for a period of about 68 weeks). Unfortunately, the scale of the
claims ratio improvement was reduced by the increase in the average loss (less
traffic resulted in a more reckless driving).

Table 1. Net financial results and technical results of insurance companies
in Poland in years 2019-2021 (in PLN)

netfinan-| ;175502517 | 60867296239 | 56905599573
cial result

tefehsrl‘;ﬁa' 6 197 265 753,4 6 102 768 688,9 5113429 458
net finan-

cial resurt| 25747288202 2 207 813 057,7 1632 8528533
teehmcal | 3 965 211 943.4 2970273 673,6 2142982 320,2
te‘r’e“S’L'ﬁa' 788 656 736,7 206 039 693,8 -615 420 410,8
tef;‘srl‘;fta' 1903574 190,8 2 421741 267 2 058 576 254,5
neLfinan-| 4 645 8214315 3878 916 566,2 4057 707 104
cial result

te?:Sr:;ﬁal 2 932 053 809,9 3132495015,3 2970447 137,8
tef;‘s'::ﬁa' 458 397 574,9 810770 242,8 616 121 480,2
tef:;:,'ﬁal 904 179 590,9 521300 393,2 582753 617,1

Source: own study based on reports of PFSA (www16 and www17).
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Table 2. Gross claims ratio and claims ratio — net of reinsurance in Poland in years 201920216

Gross claims ratio 70,28% 68,39% 66,54%

Claims ratio — net of
reinsurance

Gross claims ratio 87,15% 84,07% 84,90%

Claims ratio — net of
reinsurance

Gross claims ratio 74,14% 81,61% 83,84%

Claims ratio — net of
reinsurance

Gross claims ratio 43,16% 36,75% 40,26%

Claims ratio — net of
reinsurance

Gross claims ratio 61,51% 60,61% 57,42%

Claims ratio — net of
reinsurance

Gross claims ratio 68,32% 64,35% 67,65%

Claims ratio — net of
reinsurance

Gross claims ratio 71,15% 74,36% 69,10%

Claims ratio — net of
reinsurance

71,02% 69,31% 69,43%

87,55% 84,72% 85,63%

74,18% 82,03% 84,38%

42,80% 36,32% 40,00%

60,71% 60,17% 59,60%

68,53% 64,38% 67,28%

70,15% 71,92% 70,19%

Source: own study based on reports of PFSA (www12 and www13).

It was also influenced by the reduction in the proportion of minor damages, an
increase in prices (because of the interruption of supply chains and the lack of spare
parts), an increase in the EUR exchange rate and an extended service of replacement
vehicles. In the area of motor casco insurance, the scale of claims ratio’s decline
was smaller, reaching approx. 30%’.

While analyzing other property insurance, actuaries pointed to a significant
increase in the claims ratio in telemedicine-related products and some symptoms
of deterioration in the SME insurance sector. In case of home insurance, the

6 Claims ratios are considered as efficiency ratios. They are calculated using the following
formula: Gross claims ratio = (Gross claims paid + gross change in provision for claims
outstanding)/gross earned premiums * 100%. Claims ratio — net of reinsurance = Claims
incurred/(earned premiums - net of reinsurance) * 100%.

7 Similarly, to the third-party liability insurance, it was caused be the lower frequency of events
with a simultaneous increase in the average loss.
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effects of the lockdown were ambiguous: there was a slight improvement, and at
the same time a significant deterioration in the area strictly related to assistance
(www1l).

The negative impact of the pandemic was visible in the travel insurance
segment. In the initial phase, insurers observed a worsening in the claims ratio.
After the introduction of travel restrictions, this group was frozen. When the
lockdown was lifted, interest in these types of insurance grew in most European
countries. Currently, insurance companies meet the expectations of those
customers for whom flexibility in planning a trip is very important. They may
wish to opt out of departure in various cases, including — falling ill with
COVID-19. The scope of treatment costs has also been extended, for which
responsibility for the risk of COVID-19 and its consequences has been added.
Travel insurance premiums remained at a comparable level to that one before the
pandemic.

In the life insurance segment, there was a significant decrease in the claims
ratio in health and group insurance. The reasons for that were as follows:
limitations in a number of medical procedures performed, a lower number of
various accidents because of the lockdown, and partially lighter flu season, which
— despite the pandemic — resulted in a lower number of deaths in the general
population (Przybytniowski, Grzebieniak and Pacholarz, 2021: 50). It should be
remembered that non-compulsory insurance is not treated as a necessity and in the
face of a crisis, market stagnation and a worsening of the consumers’ financial
liquidity, a temporary decline in their sales can be expected.

2. IMPACT OF THE PANDEMIC ON THE INSURANCE MARKET — THREATS

The pandemic has launched many processes that pose a serious challenge to the
Polish insurance market. The data cited above indicates the risk of increasing the
claims ratio in medium term in many business lines, including job loss or low
contribution for mortgage loans, third-party liability/motor insurance, guarantees,
travel insurance or telemedicine. It should be borne in mind that the increased
claims ratio does not have to lead directly to the deterioration of financial results.
The changes taking place on the market induce companies to modify the methods
of calculating the level of premiums and adjusting them to the evolving risk
profile, as well as to a more precise analysis at the stage of concluding contracts
(e.g. verifying if companies have business continuity plans). Determining the
levels of premiums and technical provisions is difficult in a dynamically changing

8 Until now, travel insurance has usually covered the resignation from travel due to illness of
a loved one, loss of job, cancellation of leave, the need to look after a child or pet, and an important
exam.
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environment. The existing solutions, often of a retrospective nature, based on
analyses of historical trends, may turn out to be inadequate in the current situation
(Przybytniowski, Grzebieniak and Pacholarz, 2021: 32-33 and 50).

The deteriorating economic conditions represent another challenge faced by
the insurance market. An increase in interest rates and in unemployment may
reduce the demand for group insurance. In addition, the worsening of
macroeconomic indicators results in lower car sales, and, consequently, in a lower
number of motor insurance policies.

The issue of insurance fraud and abuse also deserves attention. In times of
economic crises, these dangerous phenomena usually intensify. The current
situation requires a careful observation of trends in this area. That is why some
insurance companies strengthen their anti-fraud teams. An increased number of
fraud attempts in motor insurance has already been noticed. Other insurance
sectors, such as SME, may also be affected by this negative phenomenon. An
unquestionable threat to the insurance sector is also the abuse of contractual
conditions and new types of disputed benefits (e.g. Bl — Business Interruption).

Significant challenges for the market are problems related to a precise
definition of issues connected with the COVID-19 pandemic. The consequences
of introduced lockdowns have led to discussions on the scope of insurance
protection, especially to the question whether the risk of the COVID-19 pandemic
is or can be covered by insurance in the current situation? (Przybytniowski,
Grzebieniak and Pacholarz, 2021: 27).

Insurers should consider claims for compensation in the areas in which there
have been no claims so far, and which are related to civil liability. Sylwia
Koztowska, Director of the Insurance Department, Willis Towers Watson, points
out that: “The least appreciated threat on the Polish market are employee claims
resulting from insufficient employer’s practices aimed at ensuring employees
a safe working environment. There are companies in Poland where many
employees have been infected with the coronavirus. Will they consider claims
against the employer? There are reasons for this. Additionally, this may be a good
example of class action lawsuit’s application” (Www?2).

3. IMPACT OF THE PANDEMIC ON THE INSURANCE MARKET — OPPORTUNITIES

In addition to several negative phenomena, the pandemic also created
opportunities for the reconstruction of the market. Some areas of insurance have
required it for a long time. Firstly, health and life insurance, in terms of which
a downward trend has been visible in the last decade. The value of the gross
written premiums decreased from PLN 30.3 billion in 2009 to PLN 21.3 billion in
2019, due to the lower competitiveness of savings products and bad press around
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Insurance Capital Funds. The pandemic and the accompanying sense of danger
may contribute to the increase of clients’ awareness of the usefulness of classic
protection insurance. Taking appropriate actions by insurers may result in healing
the life insurance market in the long run, putting it on more durable foundations
and returning to the roots — the classic protective activity. The opinion of Jan
Grzegorz Pradzynski, the president of the PCol, inspires optimism in this matter:
“When it comes to customer behavior, we have noticed that they are looking for
cheaper products, but do not give up protection. This is a key issue because
damage will happen regardless of whether the economy enters a deep crisis or not.
That is why it is important to maintain insurance coverage” (www2). Poles see
the value of insurance as a mean of ensuring financial and health security for
themselves, their family, and in the case of companies, also for employees and
their business (wwwb5). In this context, another opportunity for the sector may be
an expansion of the product offer and its adjustment to the consumers’
expectations. According to Lukasz Zon, president of the Association of Polish
Insurance Brokers and Reinsurance, new services or additional variants of the
existing ones are being developed, mainly considering the risks associated with
COVID-19 or other infectious diseases (www?2).

Insurers offering group insurance have introduced new technological
solutions, portals allowing the employee to be insured, also launched simple
administrative procedures while concluding contracts by employers and adapted
them to remote work. In addition, they abandoned the pandemic liability exclusion
(www4).

Clients are also gradually becoming convinced of telemedicine. The current
situation, if properly used, may also allow for the revitalization of other types of
insurance (e.g. BI). According to Anna Zalewska, director of the Property
Insurance Department at Willis Towers Watson, the discussion was triggered by
the fact that for years, according to the market standard, there must be a strictly
property damage (fire or flooding) to launch a business interruption policy (BI)
(www?2). Customers, who have learned from the experience of the pandemic,
declare their interest in the offer, where the trigger for the BI policy would not
have to be property damage. A pandemic can be classified as a catastrophic
situation. Unfortunately, most insurance policies have not been helpful in this
aspect. Compensation to entrepreneurs for downtime caused by reasons other than
a breakdown or an accident are particularly problematic. It may change. However,
this will be a significant challenge for the insurance market in the context of
calculating the tariff and the premium for providing protection against loss
of profit.

The simplification of several procedures may also have a positive impact on
the insurance market. Buyers expect clear product structures and unambiguous
declarations as to the scope of the contract, GIC, applicable liability exclusions
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(those due to the pandemic will put into question the purpose of buying policies
that do not help in the event of disasters). Moving away from offering the cheapest
solutions (often not tailored to the actual needs of customers) may bring tangible
benefits to the insurance industry. An important change is the extension of the
scope of assistance. Insurers began to organize to a greater extent: shopping, visits
to a doctor, nurse, rehabilitation, medical transport, private lessons for children,
caring for animals or even adapting the apartment to the needs of disabled people.
Some of home assistance services that were only an addition, along with the onset
of the pandemic, became a basic element of insurance conditions
(Przybytniowski, Grzebieniak and Pacholarz, 2021: 33 and 48). Considering the
issues indicated above, the results of the survey conducted by AXA after first two
months of the pandemic deserve attention. Persons, who declared having
insurance, were interested in expanding the coverage to such an extent that it
would provide benefits in the event of sickness, hospital stay or unemployment
due to COVID-19. At the same time, up to 76% of respondents stated that the
current situation was not an impulse to consider purchasing life insurance. For
years, financial issues have been the biggest barrier. The respondents believe that
insurance is too expensive, that they do not have sufficient funds to purchase it,
or do not want to make such a financial commitment (www2). This is an important
aspect in the context of shaping the demand for insurance products and
educational activities taken to raise the awareness of (even the youngest)
consumers.

The rapid technological leap, which is taking place, carries certain risks, but
at the same time it is an opportunity for the development of the insurance sector.
This segment is often perceived as very conservative in terms of readiness to
implement innovative solutions. Lockdown did not initiate technological changes,
but undoubtedly accelerated them rapidly. Remote forms of work, sale,
inspection, and claims handling have become popular. The process of
technological transformation may turn out to be a factor that will increase the
courage of insurance companies to further change. The new solutions can improve
the service process, shorten the duration of various procedures, simplify
formalities, and popularize insurance (Www7).

One of the key areas that may contribute to the improvement of the
profitability of the conducted activity is the growth of the analytical capabilities
of insurers on many levels. Companies use innovative tools to support the process
of matching the offer and price to the characteristics and needs of a specific
customer (using the entire spectrum of data available to the insurer). They also
adopt predictive models to support portfolio management or to optimize the
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claims handling process. Undoubtedly, insurers can benefit from anti-fraud
solutions that allow for the identification of fraud cases with high accuracy?®.

In the context of technological changes, the interest in cyber insurance has
also increased. This segment experienced the first wave of popularity after the
entry into force of the GDPR. Mass remote work has made many entrepreneurs
aware of the importance of securing IT systems not only against direct hacker
attacks, but also data leaks caused by human errors. It can be expected that the
offer will be enriched with appropriate products for individual customers,
providing them with protection against the negative effects of online presence
(Wwww2).

The changes on the insurance market taking place in the light of the pandemic
were also noticed by the European Commission, which recommended a review of
EU regulations under the Solvency Il Directives (www6). On the other hand, the
European Insurance and Occupational Pensions Authority has introduced
numerous recommendations for insurance intermediaries and insurers in the field
of reliable customer service, procedures, and product management methods to
improve insurance protection (www3). Moreover, PCol considered the difficult
situation of customers resulting from the COVID-19 pandemic. After consultation
with the PFSA, it recommended its members to take certain measures to support
individual and corporate clients, but also enterprises and contractors cooperating
with insurance companies. In this way, it wants to protect them from liquidation
and insolvency, reduce the negative effects of the pandemic, and enable the
continuity of business activities. PCol recommendations include owners of
vehicles in a difficult financial situation, several million borrowers and holders
of savings and investment policies, over 4,000 tour operators, several thousand
business entities participating in claims settlement, doctors, and paramedics
(Przybytniowski, Grzebieniak and Pacholarz, 2021: 55).

CONCLUSIONS

In March 2020, a real revolution on the insurance market took place. The
companies faced a need to introduce a completely remote customer service. They
also had to launch new tools, which in many cases were still in the testing phase,
and which they did not have an opportunity to use en masse. The implementation
of some projects was planned for many months. With the onset of the pandemic,
they were quickly introduced. It involved additional financial outlays, as well as
great commitment and discipline of all employees, liquidators, agents, sales

9 Undetected insurance fraud hits the insurer, but it also is a detriment to all its clients, as it
increases the payment of benefits and then premiums. According to estimates by Insurance Europe
(European Association of Insurers) - frauds account for about 10% of the claims paid by the industry.
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departments, and administration. Clients gained full access to all services and
insurance products, without leaving home.

The conducted analysis also revealed several changes in the demand for
certain types of insurance and in terms of consumer expectations. The COVID-19
pandemic should motivate insurers to develop products that go beyond mere risk
transfer and to prepare a personalized insurance offer. In this way, companies
would ensure their relationships with customers. Buyers would be given a sense
of taking care of their changing needs. During pandemic, consumers attach
particular importance to the way in which insurers build their credibility. Thus, it
is becoming more important for companies to provide basic customer self-service
on their digital platforms.

The effects of the pandemic were reflected in the size of claims and
compensations, which affects the level of net financial results and amount of
insurance premiums. These, however, should not grow rapidly due to the current
fluctuations in the economy and demand. Experts emphasize that the Polish
insurance industry is well capitalized and should survive the pandemic unscathed.
The following changes may occur on the market: its consolidation, mergers,
forming universal companies that benefit from the support of Insurtech start-ups,
i.e., organizations that can stimulate the creativity of mature insurance companies.
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Abstract

The purpose of the article is to present the fraudulent behaviour observable in the financial industry,
which is the financial pyramid phenomena, through a detailed description of such occurrences
together with the damage and consequences generated. This paper will include a solid piece of
knowledge about this behaviour, and will also distinguish the similarities and differences between
financial pyramids.

Methodology of this paper is the critical analysis of the literature and comparative analysis of selected
pyramids according to the criteria to compare and distinguish similarities and differences.

Results of the research confirm that the phenomenon of the financial pyramids is very harmful to the
financial industry but also to the participants and society as a whole. The losses generate every year
are enormous, but on the other hand, there is suffering of the victims as well. To conclude, the
financial pyramids are inseparable elements of the financial industry and moreover, they are very
dangerous and destructive. The knowledge of the specificity of pyramids increases the safety of
financial consumers in the financial market.
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INTRODUCTION

In current times everyone needs money to be able to satisfy their basic needs, that
is why people work and earn money. In some cases, human greed for chasing
money and gaining as much as possible could blind the real values which are
important in life.

According to the research concerning human greed and moral manners,
authors describe human greed as an unreasonable desire for more than necessary
or deserved, not for good of the community, but for one’s selfish interests (Nnatu
et al.,, 2018). That kind of behaviour among the people leads to enormous
problems in financial markets around the globe, which are simply financial
crimes, frauds, and abuses.

Nowadays, it can be stated that the phenomenon of financial crimes, fraud,
and abuses is an integral part of financial markets. Due to this fact, the scale of
this phenomenon is enormous, and losses can be observable as a colossal amount
of money. Moreover, it is impossible to calculate the actual losses in the fraudulent
world of financial markets due to the fact that various forms of cheating and
deceiving people exist (Ryder, 2011: 11). That brings another problem connected
with this phenomenon that is financial pyramids. They are the most important
and dynamically developing on a large scale in the fraudulent financial world.
Therefore, it can be stated that the scale of losses in financial pyramids is the most
severe and harmful in its consequences.

According to the review released by the SEC between 2009 and 2010 based
on 31 complaints against the Ponzi fraud scheme, which is one of the kinds of
financial pyramid scheme, the scale of the alleged scams ranged from 800,000
dollars to 8 billion dollars. The number of investors suspected of cheating ranged
from 12 to over 800, and the average potential loss was 867,522 dollars per
investor (Nichols, 2011). As it can be observed, the losses were calculated in
millions of dollars. It only confirms how much the pyramids harm all financial
markets and mostly the individuals themselves.

The goal of this research is to present the phenomena of the financial pyramid
including its features and mechanisms. Additionally, the analysis will be held in
order to better distinguish similarities and differences between chosen pyramids.
Due to the fact that even financial pyramids have a very similar mechanism and
operate in the same way, the creators often change some of the elements. It
depends on the intention that stands behind fraudsters and what they want to
achieve.

A piece of solid knowledge about the fraudulent phenomena at a significant
level can contribute to avoiding such schemes in the future. Furthermore, it also
helps in the identification of fraud based on the mentioned criteria.
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1. FINANCIAL PYRAMIDS AS A FORM OF THE FRAUDULENT PHENOMENON

The financial pyramids are an inseparable part of the financial industry, as any
kind of financial fraud, abuse or crime. Nowadays, the problem is even bigger due
to the development of technology, and consequently the creation of new ways of
deceiving people. This kind of financial scam became a worldwide phenomenon
which every year generates enormous losses and ruins people’s life.

In this section, to deliver the basic knowledge and bring closer to the problem,
the history of this timeless occurrence will be presented together with the
definitions from literature, mechanism, types and classification.

1.1. The history of the Pyramid Schemes

The financial pyramid, considered to be the starting point in the history of the
financial pyramids of fraudsters is the Ponzi Scheme. People often use the term
Ponzi when they think of snowball systems. In 1920, Charles Ponzi came up with
the idea of founding a company in Boston. He founded the Security Exchange
Company, which enabled him to generate more than a million dollars a week from
investors (Bichler et al., 2013). Ponzi guarantees its customers a 40% refund
within ninety days. After some time, when his business seemed to be flourishing,
he promised investors even higher interest rates. After the change, the prices were
100% for 90 days and 50% for 45 days. No wonder many Ponzi people wanted
to invest because of the promising large amount of money customers were able to
receive. Charles Ponzi decided to deposit money into a joint savings bank, which
became a significant deposit, and then he chose to be president of the bank
(Watkins, 2005). He has developed a long-term diagram, a pyramid scheme, to
put it more precisely. A few months later, the Boston Post published an article
challenging Ponzi. As media criticism of Ponzi and his activities increased, he
decided to make his books available to an accountant. The books, of course,
showed his deception. The newspaper also revealed that he was convicted and
imprisoned for forgery and smuggling in the United States and Canada (Zuckoff,
2005: 8). Even if the newspaper had not exposed Ponzi, it was only a matter of
time before he would not be able to pay later his investors. Charles Ponzi cheated
his investors on 15 million dollars since he started his business (Borowski and
Wigckowska, 2020: 424-425). He was arrested on August 12, 1920. He confessed
to the crime and spent about 14 years in prison (Hinson, 2013). The story of
Charles Ponzi and his scheme echoed widely worldwide, and Ponzi’s name calls
for all similar schemes. All frauds which are connected with sourcing money from
investors to pay older investors are called “Ponzi schemes”.
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However, Ponzi was not the first person who committed that kind of fraud.
The first case that suits the Ponzi scheme was noted back in 1899. The man from
Brooklyn, William Miller, also built the pyramid scheme. He was at first an
investment adviser in Brooklyn. He started a credit rating by repaying his own
debts. Next, he set up Franklin Syndicate (Morton, 2021). Miller promised his
investors 10% of interest on subsidies each week. The swindler managed to gather
1 million dollars, 25 million dollars in today’s money. After that, he was convicted
to 10 years in prison, but he was released after five years (Skarda, 2012).

What is more, even before the fraud of William Miller, there were the other
ones that were also pursued as financial pyramids. In 1837 Joseph Smith decided
to start his company, Kirtland Safety Society in Ohio. Originally, the company
was to operate as a bank for the Church society. Nevertheless, the authorities
refused to grant a banking license. Consequently, it took a form of a joint-stock
company. In November 1837 the company failed due to low equity and panic in
the financial markets that was observable in that time. Kirtland Safety Society
went bankrupt and caused a big scandal because of the bad management of
financial sources. Seventeen lawsuits were brought to Smith and his shareholders
(Borowski and Wieckowska, 2020: 424-425).

After all, it could be stated that famous Charles Ponzi was not the first to build
a pyramid scheme and deceive many people. There were the other ones nearly one
hundred years before. However, Ponzi’s name went down in history, and every
thread in which fraudsters promise enormous and, in most cases, impossible to
achieve, the rate of return and used new investors’ money to pay back older
investors is called the “Ponzi scheme”. The association with Charles’s surname
and financial pyramids may be caused by the well-known worldwide as one of the
biggest frauds globally and one of the first ones. Almost 200 years later, the
phenomenon of pyramid schemes is still observable. It appraises as an easy way
to trick people into pyramid schemes, especially when founders promise high rates
of return. It is one of the reasons why the pyramid scheme has been trendy since
the 19th century. People believe in unreasonable profits with shallow risk from
a business that often does not exist, and arises from an unrevealed idea (Lewis,
2012: 294).

It was a short history and development of such a fraudulent scheme as it is
a financial pyramid. Pyramid schemes are derived from the United States and
started long ago. However, it has existed till now on a bigger scale all around the
globe. Here are examples of the most prominent contemporary financial pyramid
schemes.

Bernard Madoff has developed the most extensive financial pyramid scheme
in the world. On the 10th of December 2008, he admitted to the fraud. He built
the largest pyramid scheme. The losses were estimated at 65 million US dollars,
and Madoff was sentenced to 150 years in prison. The Russian company, MMM
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developed the following scheme. The scheme included up to 40 million victims,
in total, losses were estimated at nearly $10 billion. However, the MMM pyramid
offered a return of 1000%. The pyramid scheme which affected the whole country
was established in the 90s in Albania. Financial pyramids and government
officials dominated the primitive financial system. About two-thirds of the
population invested in that fraud. Overall losses were estimated at 1,2 billion
dollars. The most extended pyramid scheme in the USA, which lasted 20 years,
was created by Lou Pearlman. The total damage amounted to about 500 million
dollars (Monkiewicz et al., 2020: 54-57).

1.2. Definition and mechanism of the financial pyramid

In the literature, the definition of the financial pyramid has various descriptions
and meanings. It is due to the fact that there is no main characterization that can
be used through financial markets. Also in every country, the sensation of the
financial pyramid is perceived differently. The national regulations vary widely
on how to name or describe a procedure that meets the characteristics of a pyramid
scheme, generally providing for the full description of the phenomenon
and limited to a general prohibition for particular conduct that conflicts with an
authorized operation and could lead to the deception of the investing public and
the consequent loss of their investment (Cunderlink, 2011).

According to the NASDAQ, the financial pyramid is a risk structure that
divides the risk of investors into low, medium, and high-risk companies. Most
assets are safe and low-risk investments that offer a predictable return. At the top
of the pyramid are some risky ventures with little prospect of success
(Nasdag.com 2021). It can be perceived as an overall description of fraudulent
financial schemes. Another one states that a financial pyramid is an organization
in which one person’s profits are directly dependent on the profits of those lower
in the pyramid structure. In this scheme, the people responsible for such a project
will entice other players to participate in these activities, when in reality, it will
bring them results, but not real investment services (Pachucki, 2016: 7). The
pyramid system directs to a business model in which components are recruited
through guarantees of payment, or service to involve others in the plan, rather than
offering investments or selling products (Feng et al., 2019: 4370). These
definitions are one of the many presented in the literature, which shed a light on
the general perception of the financial pyramid phenomenon.

Financial pyramids are very successful because of a lack of transparency in
savings and investment products markets. The overall idea of this fraudulent
scheme is to find inexperienced customers who agree to invest in the scheme. It
is said that people are more altruistic towards those closest to them, or to whom
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they feel close. It is often aimed at specific groups such as religious, ethnic, and
racial ones. Recruiting from a trusted social network can reduce scepticism
and increase a sense of duty or loyalty to the group and its members (Pyramids,
Ponzis and Fraud Prevention: Lessons from a Case Study, 2017).

That brings up another thoughtful thing, the question why people really want
to invest in such schemes. The promise of huge rates of return in a short period of
time is one thing. Another important factor is the lack of knowledge among the
investors. Most individuals that want to invest their money are looking for the best
option which includes the conditions and returns presented in the offer. The
founder of such schemes are aware of investors’ unawareness and use it in their
activities. In some cases is hard to detect if the investment is a scam or not. On the
other hand, there are some people who exactly know that they invest in a financial
pyramid scheme but due to their greed, and the opportunity to gain a lot of money,
they decide to invest with the hope that the investment will last long enough to
receive profits (Ny.gov, 2022).

The mechanism of the pyramid scheme is to attract as many participants as
possible through their founders, who pay them money, encouraged by the
promised profits. Organizers usually encourage pyramid participants to hire more
staff. Companies that build their business on the basis of a pyramid system do not
invest money. They pretend to be investors in order to conceal their true nature
and the fact that the profits of the participants come mainly from the contributions
of other members. In practice, financial services are rarely provided (Zarzycki and
Zarzycka-Bienias, 2020).

1.3. Types and classification of financial pyramids that help in the identification of
the fraudulent scheme

Due to a wide range of snowball systems, this phenomenon has many species and
classifications based on different criteria. It also depends on different conditions,
for example, a target group, functionality, distribution, and others.

Financial pyramid systems can be divided according to the type of business
activity. As a rule, companies acting as fraudulent financial systems operate in
secrecy as banks, insurance companies and investment firms. They are therefore
legally registered with the respective institutions. Also, another category of
pyramid schemes can be distinguished as those that are registered abroad, or are
not registered in any register. These are companies that operate illegally on the
market (Federal Trade Commission, 2013).

Piotr Masiukiewicz developed the example of the classification of financial
pyramids in his book about financial pyramids. His classification is based on the
types of the customer relationships, operating ranges, distribution networks, and
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the last transparency of functioning. This classification consists of key factors that
influence the overall financial pyramids and can be helpful in detecting fraud.
When it comes to types of customer relationships, this can help you determine
how you are gaining customers or victims of pyramid schemes. The criteria below
relate to activities that can be distinguished between gainful and non-profit
activities. The second categorization is broken down into the geographical scale
of the operational area by local, national and international ones. The third category
separates the phenomenon of financial pyramids depending on the distribution
network. It shows you how to provide services to your customers, this can be done
via your own customer service point or the Internet. The last classification of this
parallel concerns the transparency of transactions. It can be distinguished into the
pyramid whose activity is well-known in the market and associated with powerful,
committed companies (Masiukiewicz, 2015: 18).

There are also typical features of financial pyramids that make it possible to
distinguish them from the mass of other companies and organizations. They
include lack of any information about the company’s financial situation, no
tangible assets of its own, or other high-value assets and failure to accurately
identify the organization’s activities and sources of income (Anzhu and
Pshenichnikov, 2017). This kind of signs differentiates financial schemes, and it
is better to distinguish them from other financial investment activities.

Except for the classification of the financial pyramid, they are also divided
into types. Financial Intelligence Centre (FIC) is differentiated into two categories
due to the money-making formula. In their research, they are financial pyramids
that are product-based and non-product-based. As the name suggests, product-
based Pyramid schemes are connected with selling products to the participating
persons. The definition states that “participating persons not only contribute funds
to a person(s) identified at the top of the pyramid but are also encouraged to sell
products associated with the person(s) at the top of the scheme. These product-
based pyramid schemes are often disguised as “business opportunities”. The
following one, named non-product-based pyramid scheme, defines activity
connected only with investing funds. The definition is as follows: “Participants
contribute funds only to a person(s) identified at the top of the pyramid, with no
products being sold. These schemes constantly require new members for profits
to be realized. This drives existing members to keep recruiting new members as
that results in more revenue from various forms (membership fees etc.)” (FIC,
2018). Due to these types, it is only concerned with the operational activity of the
scheme.

Other kinds of fraudulent schemes are explained in a paper concerning the
analysis of financial pyramids. The first distinguished type is the “Eight Ball”
Model. A scheme using the “Eight Ball model is a simple variation of the financial
pyramid. This scheme, although at first glance it seems quite limited, in case of
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successful implementation transforms into two schemes that transform into four
schemes, and so on. While in other financial pyramids, the number of people
involved in one system grows exponentially, in the case of this model, the number
of systems themselves grows exponentially to the point where they stop sharing
and become “lifeless” cells. The “eight ball” model is peculiar because, at some
point, the leader leaves the game, handing over their position to other participants,
who make an eightfold profit concerning the initial investment, in contrast to the
astronomical profits obtained by the organizers of successful classic pyramids.

The next type is a scheme using the Network Marketing Model. The
pyramidal nature of such systems is masked as network marketing, which is
designed to sell a specific product to customers. This means that customers
become agents in this system and have some profit from recruiting new buyers.
Network marketing is a reasonably prevalent business scheme in today’s world
that is especially effective when applied in a virtual environment through modern
telecommunications. In light of this factor, scammers use the advertised product
to hide the pyramid scheme they are running. In particular, a new element is added
to the classic financial pyramid scheme — an inadequately high payment for
a product of little or no value, with the buyer becoming the agent and empowered
to recruit new customers. Specific tangible and intangible characteristics are then
attributed to the product to justify an inadequately high payment.

Besides these two types, another one is Matrix Scheme. In a Matrix Scheme,
a waiting list is created in which the person at the top of the list, who is not
necessarily the organizer of the program, gets the desired result provided a certain
number of new participants join the list. The program’s promoter makes large
profits without making any investments because the sum of contributions from new
participants is always more significant than the sum of payouts to successful
new participants. Organizers can make much more profit if they fill the waiting list
with fake names until actual participants arrive. This is similar to pyramid schemes
masquerading as network marketing (Analysis On Pyramid Schemes, 2013).

2. THE BIGGEST FINANCIAL PYRAMIDS IN THE WORLD

The financial pyramids have a long history in the financial industry, together with
many cases and created schemes. As it was presented before, the first cases of this
issue appeared around the 1900s and after such a long time of existence, there
were endless schemes created. In this chapter, three financial pyramids will be
described, which are considered to be one of the biggest in the world, with huge
losses generated. Bernard Madoff, Sergei Mavrodi and Allen Stanford were the
creators of these schemes. Fraudulent schemes caused enormous damage not only
to money but to people as well.
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2.1. Bernard Madoff

Bernard Madoff was a well-known financial industry figure, particularly on Wall
Street. He formed Bernard L. Madoff Investment Securities LLC, a market maker,
in 1960 and later helped to construct the NASDAQ stock exchange. He served on
the National Securities Dealer Association’s Board of Directors and advised the
Securities and Exchange Commission on securities dealing (Yang and Kay, 2021).
In the 1990s, Madoff’s brokerage handled between 10% and 15% of all orders on
the New York Stock Exchange (NYSE). Madoff was also a major donor to
Democratic Party candidates in the United States (Corporate Finance Institute,
2020). He was trustworthy because of his position in banking and investing, which
is why he ran such a large Ponzi scam. Unfortunately, investors were enthralled
by his financial skills and Wall Street status, and they believed him without doing
a thorough examination of his business. Madoff served as the “face of the
pyramid” in this fraud. Madoff’s swindle attracted investors because of his
position and experience.

Madoff scammed his investors by handing out huge returns from his own or
other investors’ money without actually, or effectively profiting. In two decades,
Madoff defrauded about 65 billion USD from over 40,000 people in 125 countries.
His pyramid was thought to be the longest and largest in the history of the United
States. The entire scheme lasted 17 years or possibly longer; the exact start date
of his financial pyramid is merely a guess. According to the court records, he
testified at trial that the scam began in 1991 (Investopedia, 2022a).

This scheme worked in a similar way to Charles Ponzi’s. Madoff offered
investors a ten percent annual return on investment. Investors trusted Madoff’s
enterprise and put their money without hesitation. He did not charge any
administrative or service fees, instead of charging a market commission for each
transaction. As can be seen, Madoff’s scam had a highly deliberate mechanism,
and he only involved people who were close to him and trusted him. Another
interesting truth is that Madoff was extremely discreet. He avoided seeing people,
going to his office, going through his records, and discussing his operations in
depth. In addition, he lied about his investment approach (Fuerman, 2009).

Madoff’s investors wanted to withdraw their money in 2008 owing to the
financial crisis, after years of operating a profitable scheme with billions of dollars
in revenue. It was a pivotal point in the collapse of the pyramid scheme. Several
investors enrolled in the fund and requested a withdrawal of $7 million, including
earnings. The fund, it turns out, does not have that amount. Then, it was revealed
that Madoff’s business was a Ponzi scam, with profits financed by deposits from
new consumers (Rosik, 2020). Madoff admitted everything when the scheme was
discovered. He was apprehended, charged, and put on trial. He was charged with

95



Natalia Slusarek

eleven counts and a unique succession of offences throughout the years by the
court. For his crimes, he was sentenced to 150 years in prison (Ramage, 2020).

Madoff’s largest scheme also unleashed enormous consequences for deceiving
people and the financial market. After the failure of the Securities and Exchange
Commission, it decided to improve its regulations and processes against that kind
of fraud. The transposition is called “The Securities and Exchange Commission
Post-Madoff Reforms” due to the circumstances of creation. The official
announcement about improvements is described as: “...comprehensive steps to
reduce the chances that such frauds would occur or be undetected in the future”
(Sec.gov., 2019). It can be concluded that in this situation when fraud prevention
measures were improved, it was a positive consequence of Madoftf’s scheme.

When it comes to Bernard Madoff’s fraud victims, the scale was massive, and
a wide range of people was scammed. Individuals, charities, trusts, pension funds,
and hedge funds were among the victims. Because Madoff was a Jew, many of
his clients were Jewish, including Jewish charities. Nonetheless, Madoff’s
investors included celebrities, business leaders, athletes, politicians, and even
professors from prestigious colleges (Anderson and Fox, 2009).

For many of the sufferers of this investment, the effects extend beyond
financial loss to include negative media coverage and, in some cases, public
humiliation. Aside from the anguish and suffering caused by financial loss, the
victims must also deal with continual reminders of the scandal on television, in
newspapers, and in magazines (Goldstein et al., 2010).

Furthermore, most victims have only compensated a portion of the money
invested in Madoff. The victims received almost 18 billion dollars, according to
the most recent figures from 2021. When compared to the total financial harm of
almost 65 billion dollars, the sum recovered is not that significant. The Justice
Department and other institutions are still pressing for higher compensation for
victims (Stempel, 2021b).

Because of the vast amount of financial losses, Bernard Madoff’s pyramid
scam is the greatest and most spectacular pyramid in history. Many people believe
Madoff is a genius since he meticulously completed his work. His pyramid was
also effective because of his financial market position and notoriety; without both,
he would have had a tougher time attracting consumers.

2.2. Sergei Mavrodi

Sergei Mavrodi developed the MMM pyramid scheme in Russia in 1989. It was
meant to be a computer import firm at first, but he transferred it to the investment
fund. The MMM fraud was stopped by Russian police in 1994 after millions of
victims had already suffered significant financial losses. The MMM financial
pyramid was Russia’s most important investment fund.
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Sergei Mavrodi, the scheme’s chief architect, was a Russian businessman. He
was always interested in numbers and decided to pursue a profession in business
and money at a young age. He was arrested in 1983 for multiple financial crimes
while working for a minor company, prior to the largest fraud of his career.

He founded the MMM company in 1989 with his brother Vyacheslav
Mavrodi and Olga Melnikova. MMM is made up of the first letters of each of the
founders’ surnames (Tapalaga, 2021).

Mavrodi joined the Russian market with his lucrative high-income firm at
a time when money was king in the Soviet economy. Furthermore, in comparison
to the West, pricing was mostly controlled by the government. Due to the uncertain
availability of things, it was a normal practice to accumulate both items and money
(Tolstikova, 2022). As a result, Russians opted to invest in order to face reality. That
is one of the reasons for the Russian society’s naivety in investing in Mavrodi’s
firm. Since Sergei Mavrodi was well acquainted with the scenario, he was able to
develop, develop, and deceive a big number of people. The fact that Mavrodi was
“the face of the pyramid” was another important aspect of the institution’s success.
By the year 1990, he had become one of Russia’s wealthiest men.

Mavrodi’s finance strategy did not have a sophisticated process. It was simple
to attract new clients by placing large-scale advertisements in public places and
on television. MMM claimed a 50 percent yearly return, and advocates hailed it
as a novel method to gain money quickly. Others claimed it was a Ponzi scheme.
The MMM scheme gathered 15 million people who invested in his Ponzi scheme
in a short period of time. The investors who were among the first to enter the
MMM financial pyramid won money when it crashed. The remainder of them,
however, lost their money (Schiffauer, 2018: 58-71).

Mavrodi’s firm was regarded as one of the shadiest investment firms, and it
has never disclosed its profits or investments, nor the nature of its business
(Tolstikova, 2022). Despite this, many people were investing in the hopes of
making a profit.

It was that point in 1994, after months of running a fraudulent pyramid scam,
when the majority of investors had no money to pay out. Mavrodi was arrested for
tax evasion at the same time. Nobody seemed to care about the MMM’s tax
operations, despite the fact that it was the most well-known investment fund and
had been operating for months. It was brought about through a deal with Russia’s
government. Because most public firms were privatized in the 1990s, Mavrodi
and other entrepreneurs were tasked with recouping lost revenue. That is why they
accepted bribes from entrepreneurs. According to reports, Mavrodi was arrested
and charged with tax evasion since the amount of money provided to the
government was insufficient (Kagarlitsky, 1994). It may appear perplexing why
Mavrodi was not charged with running a pyramid scheme, but financial pyramids
were permitted in Russia at the time, thus Mavrodi was charged with tax fraud.
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Mavrodi became a national hero after his arrest because most people saw him
as a victim rather than a fraudster. Russian residents were split into two groups:
those who backed Mavrodi and saw him as a victim, and those who believed he
was a scammer who ought to be prosecuted (Sinelschikova, 2022).

Mavrodi was not penalized after that since he successfully joined the
parliament. As a result, he escaped penalty and accountability for his actions.
Mavrodi was stripped of his parliamentary immunity in 1996, but he fled into
hiding and was apprehended in 2003. Overall losses from the MMM fraud scam
are believed to be in billions of dollars. He was found guilty of fraud and sentenced
to 4.5 years in a prison colony by a Moscow court in 2007 (Partridge, 2020).

Of course, the MMM fraudulent investment results in significant losses for
victims, but there are also good consequences. The large wealth earned by the
corporation as a result of executing the Ponzi scheme in Russia had a good impact
on hyperinflation. It means that in Russia, a single business was in charge of
inflation. Political unrest was another key result of Mavrodi and his co-strategy.
The MMM Investors Union was founded by his trailers to assist Mavrodi and
support him in his fight against the authorities. It was triggered by Mavrodi’s
trailers’ conviction that the government was to blame for not receiving their
money back, while it was entirely Mavrodi’s fault. Some even stated that they
voted against the government (Tolstikova, 2022).

As it can be seen, the Mavrodi phenomenon in Russia in the 1990s was
massive. Despite defrauding so many investors, he convinced them that he was
avictim. Pensioners, single women, and students were among the MMM’s
victims, as were people who did not have a steady income and, on the other hand,
wealthy people who wanted to earn more. Following the financial pyramid’s
collapse, at least 10,000 people went bankrupt, and 50 committed suicide
(France24.com, 2018). Mavrodi pledged to reimburse the investors, but he never
did. The amount of money recovered by victims is unknown.

2.3. Allen Stanford

Robert Allen Stanford has created a Ponzi scheme worth $8 billion. Guardian
International Bank, a private offshore bank situated in Montserrat, was formed by
him in 1985. Stanford relocated the bank’s headquarters to Antigua in 19809.
Stanford Group’s activities included Stanford International Bank and Stanford
Group Company, and his company works in about 136 countries. Stanford also
had a partner, James M. Davis. He is said to be America’s second-largest financial
fraud behind Bernard Madoff. A Texas financier named Robert Allen Stanford.
He worked as an insurance agent, accountant, and investment manager at the
beginning of his career. He was one of America’s wealthiest men in 2008, with
a fortune estimated at 2.2 billion dollars (Investopedia, 2022b).
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He was regarded as a serious businessman as a result of his fortune. The
creator is seen as the “face of the pyramid”, similar to Madoff and Mavrodi. People
trusted him because they aspired to be as wealthy as Stanford. However, he did not
need to market his venture to attract investors; individuals flocked to him with the
expectation of making a lot of money. Although Stanford’s business was lawful,
the truth is it was not, however, the Securities and Exchange Commission approved
Stanford Group Company as an investment consulting firm.

Stanford served on the Investment Committee and as Chairman of the Board
of Stanford International Bank. It has made decisions about the revenue and assets
that are reported to investors. He was in charge of reviewing the Bank’s financial
statements and operations, as well as facilitating transactions between the Bank’s
other companies. James M. Davis may be described as his right-hand man, and on
the other hand, was in charge of the bank’s investment decisions as well as other
aspects of the company’s financial status (Walsh and Spalding, 2012).

The system’s mechanism was simple: Stanford supplied high-yield bank
certificates. He promised the customers that buying his credentials and investing
in them was risk-free. Stanford further informed investors that the certificates of
deposit are backed by liquid instruments traded on national foreign exchange
exchanges. The fact, however, was quite different. Indeed, the capital contributed
by investors was utilized to pay interest and refund prior deposit certificate
holders. The scheme’s technique was strikingly similar to the Madoff fraud,
although it involved a bank rather than a hedge fund (Mullenix, 2013). Stanford
provided his customers with a nearly 10% rate of return, which was high when
compared to other banks, such as those in the United States. In the early 2000s,
the average rate of return offered by banks in the United States was roughly 3%.
(Lamare, 2021).

As with any pyramid scheme, after more than 20 years of fraudulent
investments, there comes a point where there isn’t enough money to pay out all
investors. As a result of the investigation, the SEC filed charges against Stanford’s
company in 2009 and they ordered the company’s assets to be frozen. The
Stanford fraud system is thought to have resulted in total losses of USD 8 billion,
with around 18,000 victims (Zweifach and Khan, 2010). The SEC was accused of
distorting the warning flags for the Stanford transactions in the 1997 report, the
same as it was in the Madoff case. They were able to investigate and bring Allen
Stanford to trial after more than ten years. Initially, the suspected fraudster refused
to confess, claiming that his actions were entirely legal. As a result, the service
was discontinued in 2012. Allen Robert Stanford was sentenced to 110 years of
high security in Florida and ordered to deprive victims of approximately USD
5.9 billion by a federal oath in Huston (Cohn, 2019).
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There were many different types of persons among the 18 thousand people that
were duped by Stanford. His victims are primarily pensioners and those who
intended to invest their funds and get profits that would allow them to live well in
retirement. People were understandably devastated when the truth was revealed.
Their entire life savings had vanished. It had a significant influence on their life
(Kenney, 2021). Stanford’s enterprise affected also the Caribbean society, in
addition to the negative implications for the victims. Thousands of people were laid
off after Stanford’s Antigua firm collapsed, as it was the island’s largest private
employer. Another difficulty is that they were left with insufficient funds to meet
all of their financial obligations. In addition, Antigua’s overall reputation suffered.

The good consequences, on the other hand, may be seen because Stanford
erected new offices, many places to work, and a new hospital. Over 70% of the
Caribbean’s economic activity came from his business operations, but the country
slid into financial trouble after the crash (Davis, 2012). The Stanford hoax resulted
in the Caribbean becoming a wealthier country with a strong economy. In victims’
cases, however, many people were left without a source of income and life
savings.

Victims of a collapsed Stanford fraud operation will receive $1 billion in
compensation over 12 years later. Institutions are still seeking to recover
additional money, as they were in the case of Madoff. According to Kevin Sadler,
one of the people involved in the recovery, a one-billion-dollar recovery is
a tremendous accomplishment (Stempel, 2021a).

The Allen Stanford Ponzi scheme is just yet another major financial scandal
in the United States. Many people compared his scheme to Bernard Madoff’s
largest financial pyramid in recent years. Of course, the losses were smaller than
in the Madoff case, but the ramifications for the victims and the Caribbean society
were massive. Allen Stanford’s strategy is another illustration of the occurrence
of financial pyramids, demonstrating how ageless they are in the financial system.

3. THE ANALYSIS OF CHOSEN PYRAMIDS

In this part, the analysis will be held according to the criteria presented at the
beginning. The main purpose of this research is to distinguish similarities and
differences among the financial pyramid phenomenon, which may be helpful in
the acquisition of solid knowledge about it. Also, it will help with the recognition
of other fraudulent schemes due to observable similarities. Even if financial
pyramids belong to the same kind of scams and their mechanism is very similar,
some of the differences between them can be observed.

For the purpose of this analysis, all criteria are included in Table 1 (Table 1)
together with descriptions of all the pyramids presented in the previous chapter.
Based on this table the analysis will be held.
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Table 1. Criteria and descriptions of chosen pyramids

Origin of the pyramid

The scheme was
operating under the
company Bernard L.
Madoff Investment

Securities LLC,
established in 1960.

The MMM company
was founded in 1989,
and at first, it was

a business connected
with importing

computers. Then, it was
changed to an

investment company.

The scheme was
operating under the
Stanford Group
Company, founded
in 1989

The face of the
pyramid

Bernard Madoff was
a well-known person in
the finance industry,
especially on Wall
Street. He was also
a member of the Board
of Directors of the
NASDAQ and advisor
to the SEC.

Sergei Mavrodi was
a Russian entrepreneur,
who from a young age
was interested in maths

and finance. In the
1990s he was one of
the richest men in
Russia.

Allen Stanford was the
founder of the
Guardian International
Bank and later on
Stanford’s Group
which included two
businesses: Stanford
International Bank and
Stanford Group
Company. In 2008 he
was one of the richest
men in America.

Type of business
activity

Brokerage company

Investment company

Bank

The way of attracting
new participants

10% of annual return,
no administrative fee or

The rate of return is
equal to 50%.

The rate of return is
equal to around 10%.

service fees.
The way of collecting | Deposit of money by | Deposit of money by Selling bank
money investors. investors. certificates.
Duration 17 years or even more Around 5 years More than 20 years
Number of participants 40 000 15 million 18 000

Estimated losses

65 billion dollars

1.5 billion dollars

8 billion dollars

Recovery amount for
victims

Around 18 billion
dollars by the year
2021.

Mavrodi had promised
his investors that they
would receive their
money back but such
a thing did not happen.

Around 1 billion
dollars by the year
2022.

Type of participants

Individuals include
people from
entertainment,
business, sports,
politics, charities, and
also trust, pension, and

Pensioners, single
women, and students,
but also people who did
not have a secure
income and, on the
other hand, wealthy
people who wanted to

Victims include mainly
retirees and people who
hoped to invest their
savings and reap
returns that would see
them safely through

hedge funds. retirement.
earn more.
Punishment for creators| 150 years in prison 45 yeigsk')rr]]j penal 110 years in prison

Source: own study based on the 2™ chapter.

101



Natalia Slusarek

The first point of the examination is the method and overall features that
attract people to invest, which are the most important aspects of such fraudulent
schemes. The common practice in such schemes is to have “the face of the
pyramid”, which will be the trustworthy person and will attract participants. In all
three cases, that person was the creator of the whole scheme with a respectful
position in the financial industry and also reliable in investments. Also, another
factor that will be valuable in acquiring new clients is the way of attracting them.
As it can be observed, in every scheme there were encouraging investment
conditions, which were competitive in the market.

At this point of research similarities among pyramid schemes are noticed in
the way of attracting customers, along with the person that will be representative
and gain people’s attention through their personal experience and trust. Another
significant analogy is offering conditions that are favourable and competitive
amid other investment offers. Obviously, the difference is that each fraudulent
investment has its own presented determinants.

The next criteria are connected with the conditions around the creation of
a fraudulent scheme, the system for collecting money from participants, and the
key to success. When it comes to the type of business under which the scheme
was operated, Madoff had a brokerage company, Mavrodi an investment company
and Stanford was the owner of banks. The way of collecting money from members
was slightly different in the analysed cases. In Madoff’s scheme people gave
money to gain a lot of money from a high rate of return, the similar one was in the
case of Mavrodi, due to the fact that both schemes were operating as investment
companies. The Allen Stanford pyramid was selling the bank certificates with
a very high rate of return.

From this part, it is clear that financial pyramids may operate under the
different types of business, not only as investment companies. The other
difference is the mechanism of the possession of assets from people interested in
participating in such a scheme. As it can be observed, people not only deposit
money to invest but there are also other ways of gathering money, for example,
by selling bank certificates, as was in the case of Stanford.

The last part will cover the overall summary of each described financial
pyramid scheme and its consequences, including the positive ones as well. All
pieces of information are based on the second chapter of this article.

According to the inventor, the entire Madoff conspiracy spanned around
17 years, starting in 1991 and ending in 2008, when the fraud was revealed. The
projected loss was roughly 65 billion dollars, with approximately 40 thousand
participants in 125 countries. Nearly 13 years after the collapse of the pyramid,
the victims were able to retrieve nearly 18 billion dollars. When it comes to the
overall impacts of the system, aside from the financial losses suffered by
the victims, such as savings, pension savings, college savings, and charitable gifts,
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the trauma and humiliation were also evident. Many people put their life savings
on the line. In addition, the failure of his company sparked concern on Wall Street
because it was one of the largest businesses operating in the market. On the other
hand, there are certain favourable impacts that can be identified. The SEC resolved
to enhance its policies and practices related to such scams as a result of its
blunders. After that, it may be a positive conclusion for the fraudulent world, and
it could reduce a number of similar schemes in the future.

The MMM pyramid had a brief existence: it began in 1989 and ended in 1994,
The total number of people implicated in the scheme was estimated to be around
15 million, with a total loss of $1.5 billion. The consequences of this short scam
were severe, as data shows that 10,000 victims became bankrupt and
50 committed suicides as a result of it. The exact amount of money retrieved is
unknown. Due to the fact that it was the country’s largest investment business, the
scheme’s entire collapse had an impact on the Russian economy.

Allen Stanford’s financial pyramid lasted approximately 20 years. With
18,000 participants and losses estimated at $8 billion, the event was a huge
success. After 12 years, the victims were awarded a one-billion-dollar settlement.
To begin with, the scam’s positive effects were largely visible in the Caribbean.
Stanford is responsible for 70% of Caribbean economic activity through his firm,
and he also helped the country’s development by expanding its infrastructure. He
created numerous jobs, but when his building collapsed, individuals were left
without a source of income. This had negative implications, such as people being
unable to pay off their obligations. Another result was the Caribbean crisis, which
was unsurprising given Stanford’s disproportionate power over the entire
economy. Victims’ losses must also be remembered as a big number of people
lost their savings.

CONCLUSION

The research presents the harmful phenomena of the financial pyramids. This is
a wild spread problem, which dynamically develops on a large scale, causes huge
financial damage, and also brings enoumous losses to victims as well. The main
purpose of this article was to help with a better understanding of this problem and
to provide the necessary knowledge which would be helpful in identifying such
schemes. The detailed presentation of the history, definitions, mechanism and
examples of financial pyramids which operated in the real life brings a clear view
of fraudulent schemes and thanks to that, the chance of recognising them is higher.

Financial market participants should be very careful, as knowledge of the
pyramids that have already been in operation may be useful, but not sufficient to
avoid future losses. The creators of new pyramids can (and certainly will) try out
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new “tricks” (schemes, solutions) and attract more greedy, insecure and
uneducated investors. One of the most important safeguards against these risks is
the effective provision of financial knowledge that enhances financial market
participants’ abilities and financial awareness.

As the similarities and differences between them were distinguished, it is also
another helpful tool for the identification of financial pyramid schemes. Even if,
they belong to the same kind of scams, they are quite different from each other,
however, some of the elements are permanent. The constant elements can be
observable in the structure of the mechanism of the whole scheme, the scenario is
always the same. It means that the scheme has its own person responsible for
attracting customers, together with the way of doing it. From this point when
a business with a high and hard-to-believe rate of returns occurs on the market, it
is strongly possible that it will be one of the financial pyramid schemes. Another
crucial factor in recognizing such phenomena is to be aware that it may operate in
various types of businesses, not only the one connected with investment. It is also
worth paying attention to the origin of the company and its activity.

Afterwards, when it comes to investing it is better to consult an expert in this
area, rather than make not thoughtful decisions, and later on, lost all of the money
and suffer from consequences. However, as it can be stated from the analysis,
people when seeing a good offer with great conditions of investment do not
hesitate and invest money without further consideration of whether it is even
worth it.

To summarize all the research, it can be stated that financial pyramids are
very harmful to the financial market and society as a whole, even if in some cases
the positive consequences are observable, the losses are beyond that. This
phenomenon has a long history and did not stop occurring even after a hundred
years. At the same time, it is working in a homogeneous way, the creators are
changing some of the factors and that is enough to trick people again.

It can be claimed that the phenomenon of financial pyramids is timeless and
it will be constantly developing through the years, due to the fact that human greed
and a desire to be rich are irreversible elements of human behaviour.
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Abstract

The purpose of this article. The aim of the article is to analyze selected issues related to artificial
intelligence and its development, particularly its impact on the financial market, taking into account
the opportunities and threats that artificial intelligence and its areas, such as machine learning or
deep learning, pose to financial market participants. The research methods utilized in the study were
used to evaluate the phenomenon on a macroeconomic scale.

Methodology. The results of the research were based on the analysis of secondary data, such as
source literature — both domestic and foreign, systems analysis of European Union legal acts, as well
as the review of reports on the use of Al within the financial market. The paper is theoretical.

The result of the research. The development of artificial intelligence in financial markets may provide
an opportunity to gain competitive advantage, especially for financial market participants who aptly
implement Al-based solutions in its initial phase. However, this entails both benefits and risks, the
possible occurrence of which depends on many other factors.
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WSTEP

Rozwdj gospodarczy w sposob nierozerwalny zwigzany jest z zagrozeniami, jakie
niosg za soba nowatorskie, nieznane wczesniej rozwigzania. Stwierdzenie Hera-
klita z Efezu, ze ,,jedyna stalg rzeczg w Zyciu jest zmiana” uzna¢ mozna za dobit-
nie aktualne, z uwagi na dynamicznie post¢pujaca globalizacj¢ i przemiany w za-
kresie cyfrowej rewolucji. Nie inaczej jest takze w przypadku rynku finansowego.
Procesy cyfryzacji i automatyzacji w przypadku sektora finansowego sa szczego6l-
nie znaczace. Warto zauwazy¢ migdzy innymi, ze aktualnie odpowiednio opro-
gramowane komputery generujg potowg transakcji na gietdach $wiatowych (Dra-
bik, 2019: 58), co przy trendzie sukcesywnego rozwoju technologii sprawia, iz
cztowiek przy gigantycznym nattoku operacji oraz danych nie jest w stanie jak-
kolwiek konkurowaé¢ z maszynami, jesli chodzi o szybko$¢ badz ztozonos¢ pode;-
mowanych decyzji. Totez majgc swiadomo$¢ implikacji, jakie niesie za sobg
wspomniany rozwo6j, w niniejszym opracowaniu przyjrzano si¢ wybranym zagad-
nieniom zwigzanym ze sztuczng inteligencja a zwlaszcza jej wptywu na rynek
finansowy z wykorzystaniem narzedzia badawczego w postaci analizy literatury
przedmiotu (metoda desk research obejmujaca dane wtorne). W artykule uwaga
autora skupiona zostata zar6wno na pozytywnych, jak i negatywnych skutkach
spowodowanych rozwojem sztucznej inteligencji utozsamianych jako szanse (ko-
rzysci) i zagrozenia (koszty) dla rynku finansowego.

1. PRZEGLAD LITERATURY PRZEDMIOTU

Roznorodne techniki wykorzystywania sztucznej inteligencji stosowane sg do
rozwigzywania problemoéw o znaczeniu praktycznym w dziedzinie rynkéw finan-
sowych, co wynika z faktu, iz tradycyjne podejécie nie jest wystarczajgce, aby
poradzi¢ sobie z analizg ogromnych ilosci danych (Gadre-Patwardhan et al., 2016:
28). Jednakze z poziomu niniejszego opracowania relewantne nie sg zastosowane
narzedzia czy przyktady uzycia (do ktorych zaliczy¢é mozna miedzy innymi Sco-
ring kredytowy, chatboty czy wycene i zarzadzanie polisami ubezpieczenio-
wymi), lecz sam fakt implementacji takowych narzedzi stosujacych sztuczng in-
teligencje przez uczestnikoOw rynku finansowego, co do opisu zjawiska w sposob
holistyczny 1 syntetyczny zdaje si¢ by¢ odpowiednie. Jak zostatlo wskazane na
wstepie, cyfrowa rewolucja postgpuje niezwykle szybko, a sektor finansowy jest
jedna z tych branz, w ktorych sztuczna inteligencja stosowana i wdrazana jest naj-
intensywniej (Biallas i O’Neilla, 2020: 1). Sygnalizowane jest to takze przez de-
cydentow Unii Europejskiej i znajduje odzwierciedlenie migdzy innymi w jednym
z komunikatéw prasowych Komisji Europejskiej na temat podejmowanych dzia-
tan w celu rozwoju rynku finansowego. Komisja stwierdzita, iz sektor finansowy
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jest najwiekszym uzytkownikiem technologii cyfrowych oraz gléwna sita nape-
dowg cyfrowej transformacji gospodarki (Komisja Europejska, 2018: 1).

Na potrzeby niniejszego opracowania warto zwroci¢ uwage na zréznicowanie
definicyjne w literaturze przedmiotu kluczowych poje¢ wykorzystywanych w ni-
niejszej publikacji. Przyktadowo w ujeciu ekonomicznym rynek finansowy defi-
niowany jest jako ogot transakcji zwigzanych z przemieszczaniem kapitatow pie-
ni¢znych (Bien, 2004: 183), badZ za Banaszczak-Soroka (2012: 13) jako miejsce,
gdzie nastepuje zawarcie transakcji kupna lub sprzedazy specyficznego towaru,
jakim jest instrument finansowy. Nalezy zaznaczy¢, iz to rynek finansowy zali-
czany jest do ogniwa systemu finansowego (Pietrzak i in., 2012: 20-42), stad po-
jecie to jest zakresowo wezsze od systemu finansowego. W zwigzku z tym wnio-
ski i dyskusja podjeta w opracowaniu traktujg i skupiajg sic wytacznie na instru-
mentach i segmentach rynku finansowego, a nie na calym systemie finansowym
(jego instrumentach i segmentach) w aspekcie wptywu na niego sztucznej inteli-
gencji.

Kolejnym pojeciem, istotnym z punktu widzenia niniejszej pracy jest
sztuczna inteligencja. Mimo iz termin ten liczy kilkadziesiat lat — pierwszy raz
zostal on uzyty w roku 1955 przez profesora matematyki Johna McCarthy
(MccCarthy et al., 2006: 1) — nalezy jednak wskaza¢, ze niektore z koncepcji lezg-
cych u jej podstaw powstaly wczesniej. Miato to miejsce miedzy innymi za
sprawg Alana Turinga, ktory zadal kultowe juz pytanie ,,Czy maszyny mogg my-
$le¢?” (Dennett, 2004: 295). Brak jest jednak wyraznie przyjetej definicji sztucz-
nej inteligencji, a termin ten na dobre wszedt do uzytku i stosowany jest na po-
rzadku dziennym, przez co zdaniem wielu nie ma potrzeby jego $cistego definio-
wania (Koronacki, 2020: 11). Mozna jednak wskaza¢ definicje, ktora w sposob
koherentny wyjasnia, czym sztuczna inteligencja jest. Wykorzystuje si¢ w niej
stwierdzenie wskazujace na ,,zdolno$¢ komputera cyfrowego lub sterowanego
komputerem robota do wykonywania zadan powszechnie kojarzonych z istotami
inteligentnymi, takich jak zdolno$¢ rozumowania, odkrywania znaczen, generali-
zowania czy uczenia si¢ na podstawie wezesniejszych doswiadczen” (wwwl). Jak
zostalo zauwazone, sztuczna inteligencja istnieje i rozwijana jest od ponad 60 lat,
jednak to w ostatnim dziesiecioleciu obserwuje si¢ tendencje do szybkiego jej
wzrostu, co upatrywa¢ mozna po pierwsze w fakcie, iz wykladniczy postep
W mocy obliczeniowej doprowadzit do spadku kosztow przetwarzania i przecho-
wywania danych. Po wtore zwigksza si¢ dostepnosc i liczba danych (Buchanan,
2019: 7) oraz obserwuje sie znaczace naktady na poprawe infrastruktury informa-
cyjnej (Balicki, 2015: 1-23).

Tak zarysowane zjawisko sugeruje rosngcg ztozonos¢ rynkéw finansowych
oraz sztucznej inteligencji per se, gdzie narastajaca liczba i wartos¢ transakcji au-
tomatycznych, zmienia¢ bedzie charakter zachowan rynkowych jako coraz bar-
dziej znaczacego elementu systemu makroekonomicznego (Szupiluk, 2016: 259).
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Znamienne jest rOwniez to, ze wraz z rozwojem sztucznej inteligencji poglad, iz
cztowiek to najtanszy, nieliniowy system komputerowy ogolnego przeznaczenia
(Brynjolfsson i McAffe, 2011: 18-19) systematycznie traci na prawdziwosci,
a coraz bardziej realnym ryzykiem w perspektywie najblizszych 100 lat jest zisz-
czenie si¢ scenariusza catkowitego zastapienia ludzi przez sztuczng inteligencje
w kazdym aspekcie dziatalnosci (Btachowicz, 2019: 11-12). Zwazywszy na to,
rozwijanie i wdrazanie sztucznej inteligencji wymaga dtugoterminowego spojrze-
nia zar6wno na strategi¢ podmiotéw na rynku finansowym, to jest odpowiedni spo-
sOb inwestowania czy tez prognoz co do funkcjonowania sztucznej inteligencji
w konkretnych warunkach (Wwwz2), jak tez refleks;ji, by dziatania te w jak najwyz-
szym stopniu odpowiadaty na potrzeby klienta, ktéory powinien w sposéb $§wia-
domy i efektywny stosowa¢ innowacyjne produkty i ustugi (Lancucki, 2018: 9).

Na potrzeby rozwazan zawartych w niniejszej publikacji winno si¢ takze od-
nie$¢ pokrotce do poje¢ immamentnie zwigzanych ze sztuczng inteligencja, takich
jak: uczenie maszynowe, big data oraz deep learning. Zdolno$¢ Al do przetwa-
rzania duzych zbioréw danych w czasie rzeczywistym odgrywa istotng role jako
solidne narzedzie analityczne (Milana i Ashta, 2021: 205), co mozliwe jest za
sprawa uczenia maszynowego, big data oraz deep learningu.

Deep learning

Uczenie
maszynowe

Sztuczna
inteligencja

Rys. 1. Zakres poje¢: deep learning, uczenie maszynowe, sztuczna inteligencja
Zrodlo: opracowanie wlasne na podstawie: FSB, 2017: 4.
Poprzez uczenie maszynowe rozumie¢ mozna podzbior sztucznej inteligencji

wykorzystujacy algorytmy nabywajace zdolnos$¢ do optymalizacji wiasnego dzia-
tania wraz z kolejnymi zdobywanymi doswiadczeniami (www2). Uczenie maszy-
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nowe doskonale czerpie z gwattownego wzrostu wytwarzanych danych i wyko-
rzystuje wielki potencjat duzych cyfrowych zbioréw danych (Dadej, 2018: 121),
czyli big data. Z kolei najnowszym pojeciem, bedacym sktadowsg sztucznej inte-
ligencji i podkategorig opisywanego uczenia maszynowego, jest deep learning,
polegajacy na tworzeniu sieci neuronowych (Www3), dzieki ktorym w znaczacy
sposob polepszy¢ mozna funkcjonowanie sztucznej inteligencji — o czym $wiad-
czg coraz to nowsze osiggnig¢cia w dziedzinach takich jak rozpoznawanie obrazéw
czy przetwarzanie j¢zyka naturalnego (FSB, 2017: 5). Zalezno$¢ pomigdzy anali-
zowanymi pojeciami zaprezentowano na rys. 1.

2. SZANSE DLA RYNKU FINANSOWEGO ZWIAZANE Z ROZWOJEM SZTUCZNEJ
INTELIGENCJI

Rynek finansowy za sprawg rozwoju nowych technologii jest obecnie pod
ogromng presja technologiczng. Naturalnie wigc przysztosci rynku finansowego
(to jest m.in. podmiotéw w nim wystepujacych) upatrywac nalezy w rozwijaniu
strategii podejmowania zintensyfikowanych dziatah w obszarze kreowania ofert
odpowiadajgcych w jak najwyzszym stopniu na potrzeby klienta (9Gatus, 2021:
181). W migjscu tym wypada ewokowaé jakiego rodzaju szanse, korzysci oraz
perspektywy nasuwa stosowanie sztucznej inteligencji w sektorze rynku finanso-
wego. W szczegolnosci nalezy poddac analizie wptyw na wizerunek, poziom
kosztow, wydajno$¢ pracy, wykluczenie finansowe, zarzadzanie ryzykiem.

1. Wplyw na wizerunek

Za sprawg nowoczesnych technologii podmioty stosujace sztuczng inteligen-
cj¢ odbierane sa jako nowoczesne oraz innowacyjne. Niewatpliwie Al oraz roz-
wigzania przez nig oferowane uzna¢ mozna za element pozytywnie wptywajacy
na reputacje¢ instytucji finansowych wsrod docelowych odbiorcow ustug.

2. Obnizenie kosztow

Analiza wptywu na koszty wymaga zestawienia cztowieka ze sztuczng inte-
ligencja, jesli chodzi o wydajnosc¢ oraz szybkos¢ pracy. Dla przyktadu technologia
najwigkszego banku w USA — JP Morgan Chase & Co wykorzystujac sztuczng
inteligencje jest w stanie przejrze¢ okoto 12 000 dokumentow w ciagu kilku se-
kund, podczas gdy cztowiek musiatby poswigci¢ 360 000 godzin, by osiggna¢ taki
wynik (www4). Przektada si¢ to wiec na zmniejszenie kosztow zwigzanych z za-
trudnieniem personelu w dlugim okresie, ale takze na redukcje kosztow obejmu-
jaca caly tancuch warto$ci organizacji poprzez usprawnienie procesOw bizneso-
wych czy reaktywnosci organizacji (Milana i Ashta, 2021: 202).
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3. Wzrost wydajnosci oraz szybkosci pracy

Zastosowanie algorytmow Sl przektada si¢ na ogolny wzrost produktywnosci
w dwojaki sposob. Po pierwsze wykonywanie operacji finansowych wymaga
przetwarzania skomplikowanych i wielowymiarowych danych, co przy ograni-
czonych zasobach intelektualnych czlowieka wymaga dluzszej personalizacji
oferty i ustug finansowych przy wyzszym ryzyku popehienia btgdu nizli w przy-
padku algorytmu. Po drugie czas konieczny na rozpatrzenie konkretnej indywidu-
alnej sprawy zostaje zmniejszony, co doskonale wida¢ na przyktadzie przyznawa-
nia decyzji kredytowych, gdzie pracownik w celu dokonania oceny kredytowej
zobowigzany jest do wieloetapowej formalnej identyfikacji (analizujac min. hi-
stori¢ kredytows, zaswiadczenia o dochodach czy wartos¢ aktywow) (Biallas
i O’Neilla, 2020: 2). W rezultacie dziatania podejmowane sg szybciej oraz precy-
zyjniej.

4. Zwiekszenie dostepu do ustug finansowych

Dzi¢ki sztucznej inteligencji rozwijane sg spersonalizowane produkty. Prze-
jawia si¢ to mozliwoscia oferowania klientom lepiej dopasowanych produktéw
i ustug finansowych (Lancucki, 2019: 8). Oprogramowanie sztucznej inteligencji
moze nie tylko w lepszy sposob dostosowac ustugi do indywidualnych potrzeb
finansowych konsumentow czy przedsiebiorstw poprzez np. zautomatyzowanie
procesu obstugi klienta, ale takze stuzy¢ jako skuteczne narzedzie wiaczenia spo-
tecznego pod wzgledem finansowym (zwlaszcza w kontekscie 0so6b posiadaja-
cych ograniczong wiedze¢ z zakresu finanséw badz niskie umiejetnosci cyfrowe
(Wwwb5). Przyktadem mogg by¢ tu narzedzia pomagajace w przeliczaniu wartosci
walut, rat kredytu, badz nawet catodobowy dostep do obstugi klienta).

5. Lepsza identyfikacja zagrozen

Jak wynika z badan opentext, redukcja fraudow i wyludzen stanowi jedna
z dziedzin, w ktorej instytucje finansowe najlepiej mogg wykorzysta¢ potencjat
technologii (Finextra, 2021: 16). Do identyfikacji naduzy¢ w znacznym stopniu
wykorzystuje si¢ uczenie maszynowe (Wiaterek, 2017: 10), dzigki ktoremu insty-
tucje finansowe odpowiednio wczesnie sg w stanie analizowac¢ transakcije podej-
rzane czy tez stosowa¢ mechanizmy przeciwdziataniu praniu pieni¢dzy i finanso-
waniu przestepczosci (Rojszczak, 2020: 70). Kwestia ta jest o tyle istotna, gdyz
wykrywanie oszustw i nieprawidlowosci jest jednym z najczgsciej wymienianych
powoddéw przyjecia Al przez dostawcow ustug finansowych (Biallas i O’Neilla,
2020: 3). Nalezy takze naznaczy¢, ze systemy uczenia maszynowego w odroznie-
niu od tradycyjnych algorytméw majg potencjat w wyszukiwaniu nowych, nie-
znanych wcze$niej rodzajow naduzy¢ (Rojszczak, 2020: 70).
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Wskazanych powyzej benefitow zwigzanych z rozwojem sztucznej inteligen-
cji nie mozna traktowac rzecz jasna jako wylacznych, z uwagi, iz stanowig one
jedynie wybrany przez autora zestaw przyktadowych korzys$ci sposrdd szeregu
potencjalnych. Z duzym prawdopodobienstwem mozna tez stwierdzi¢, ze wraz
z rozwojem technologii pojawia¢ si¢ beda kolejne pozytywne implikacje dla
rynku finansowego. Co kluczowe, sztuczna inteligencja staje si¢ dla interesariuszy
podmiotow finansowych warunkiem rozwoju, a nie tylko kwestig wyboru strategii
dzialania, gdzie wymierne korzysci ptynace z implementacji sztucznej inteligencji
przyczyni¢ si¢ moga do uzyskania dlugoterminowej konkurencyjnosci rynkowe;
(Ciesielski, 2021).

3. ZAGROZENIA DLA RYNKU FINANSOWEGO ZWIAZANE Z ROZWOJEM SZTUCZNEJ
INTELIGENCJI

Rozpatrujac korzysci wynikajace z wykorzystania Al na rynkach finanso-
wych, nie sposob zapomnieé¢ o zagrozeniach, tak samo istotnych jak szanse z tym
zwigzane. Z uwagi na relatywnie krotki czas ich wystepowania, wiele z potencjal-
nych negatywnych konsekwencji dla sektora finansowego nie sposob jest przewi-
dzie¢. Do mozliwych zagrozen zaliczy¢ mozna: niedostosowanie do realiow, za-
grozenie cyberprzestepczoscia, istotny wzrost kosztow.

1. Niedostosowanie do realiow

Ciagle rozwijana technologia, jej systemy oraz infrastruktura wymagaja przy-
stosowania do rzeczywistosci i jej zmienno$ci. Jak zostato zauwazone w raporcie
Instytutu Alana Turinga na temat sztucznej inteligencji w finansach, wiele technik
sztucznej inteligencji nie zostato przetestowanych w scenariuszach kryzysu finan-
sowego danych (Buchanan, 2019: 29), stad modele uczenia maszynowego operu-
jace si¢ na danych historycznych beda napotykaé trudnosci w przewidywaniu sy-
tuacji, gdy terazniejszo$¢ w niczym nie przypomina przeszto$ci (Anderson et al.,
2021). Opracowane modele i algorytmy w sposob niedoktadny moga reprezento-
waé $wiat takim, jakim jest. Decyzje podejmowane przez algorytmy mimo ich
szybko$ci i adekwatno$ci mogg okazaé sie nieuzyteczne z punktu widzenia ludz-
kich wartosci (Wiaterek, 2017: 12). Pojawia sie ponadto ryzyko, iz to prawo, ktore
notabene prawdopodobnie zawsze bedzie w tyle za rozwojem technologii (Stylec-
Szromek, 2018: 505), czy sama technologia nie beda dostosowane do realiow
(mowa tu o kwestiach takich jak ochrona prywatnosci danych czy odpowiedzial-
noéci w przypadku strat wywotanych dziataniem sztucznej inteligencjil).

! Problematyka ta wymaga odrebnej analizy. Przypadki, gdzie decyzje oparte na dziataniu
sztucznej inteligencji przyniosa straty finansowe wraz z wrastajaca ztozono$cia oraz mnogoscia ope-
racji zyskiwaé beda na znaczeniu. W miejscu tym pojawia si¢ pytanie kto ponosi odpowiedzialnos¢
za takie straty — tworca, wydawca, uzytkownik czy sama maszyna?
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2. Zagrozenie cyberprzestepczo$cia

Cyberbezpieczenstwo staje si¢ jeszcze wazniejsze nizli bylo w przesztosci,
gdyz w kontekscie rynkow finansowych to od niego miedzy innymi zalezy stabil-
no$¢ zaréwno indywidualnych instytucji, jak i calego sektora. Wraz ze wzrostem
wolumenu cyfrowych transakcji, podmioty na rynku finansowym staraja si¢ sto-
sowac coraz to nowsze zabezpieczenia i algorytmy w celu przeciwdziatania ata-
kom. Jednakze hackerzy swiadomi tego, iz wykorzystanie sztucznej inteligencji
automatyzuje powtarzalne zadania, zwigksza takze liczbe potencjalnych luk i spo-
sobnosci do ataku (Kabza, 2019). Na ataki narazone wigc jest bezposrednio samo
oprogramowanie, np. poprzez wprowadzenie sfatszowanych danych do modeli
algorytmicznych, co w konsekwencji postuzy¢ moze np. do wyludzania informa-
cji (Kabza, 2019).

3. Koszty

Zagrozenie to interpretowa¢ mozna wieloaspektowo, poczawszy od koniecz-
no$ci poniesienia znaczacych wydatkow na rozwdj, wdrazanie czy utrzymanie
sztucznej inteligencji, poprzez koszty spoteczne, az do ewentualnych kosztow wy-
stepujacych w przypadku btedéw badz réznorodnych niepowodzen. Koszty zwia-
zane z wdrozeniem sztucznej inteligencji w ramach podmiotu rynku finansowego
zwigzane sg ze stworzeniem badz zakupieniem oprogramowania a takze jego poz-
niejsza obstuga, w tym ewentualnym korygowaniem btedéw i dostosowywaniem
do zmian. Do kosztow spotecznych zaliczy¢ mozna koszty zwigzane z automaty-
zacja wszelkich proceséw, czyli zmniejszenie liczby miejsc pracy w gospodarce
w wyniku zastgpienia ich przez ,,roboty”.

4. Quis custodiet ipsos custodes? Czyli kt6z pilnowal bedzie samych

straznikow?

Punkt ten posrednio powigzany jest z poprzednim, to jest z kosztami. Stwier-
dzi¢ nalezy, iz najnowsze i najbardziej innowacyjne technologie dostgpne byc¢
mogg tylko dla duzych podmiotéw, z uwagi na kapitat konieczny do zainwesto-
wania w nie (Kabza, 2019). Nie mozna przy tym wykluczy¢ ztych intencji osob
tworzacych, rozwijajacych badz kontrolujacych sztuczng inteligencje. Pokusa
naduzycia, wyrazajaca si¢ w tym, by za sprawg technologii realizowac swoje par-
tykularne interesy nie wydaje si¢ nierealna do ziszczenia. Ze szczego6lng ostroz-
noscig nalezy rozwijac sztuczng inteligencje zwtaszcza na rynkach finansowych,
gdzie przeptywy pieni¢zne Sg ogromne, co prowadzi¢ moze do wykorzystywania
technologii z naduzyciami, w gtownej mierze przez najwickszych graczy.

5. Ryzyko awarii

W przesztosci miaty miejsce przypadki, gdzie algorytmy wdrozone przez in-
stytucje finansowe zaczely dziala¢ w sposob zupelie nieprzewidziany przez
tworcow, co w efekcie doprowadzito do btedow i1 gwattownych zataman rynku
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(Buchanan, 2019: 29). Co wazne awarie takie z reguly sa spektakularne i kosz-
towne, ergo ich konsekwencje moga mie¢ dtugofalowy wptyw na gros podmio-
tow. Awarie takie z uwagi na kompleksowo$¢ stosowanych technik sztucznej in-
teligencji sa niezwykle trudne lub nawet niemozliwe do pelnego zinterpretowania
[Kabza, 2019], stad zagrozenie to ma niebagatelne znaczenie dla stabilnosci ryn-
koéw finansowych w przysziosci.

Powyzsze zagrozenia to tylko mozliwosci, ktorych ziszczenie si¢ zalezy od
wielu zmiennych. Swiadomo$é ich wystapienia jest wazna, aby rozwazajac ko-
rzystanie z dobrodziejstw technologii w przysztosci ustrzec si¢ bledow i niedo-
godnosci jakie mogg nastgpic¢. Niemniej jednak mimo potencjalnych zagrozen, jak
i faktu trwajacej pandemii, ogélne zainteresowanie technologiami sztucznej inte-
ligencji pozostaje wysokie (Anderson et al., 2021), co uargumentowac¢ mozna to-
czacym si¢ wyscigiem technologicznym i upatrywaniem zyskania przewagi kon-
krecyjnej nad innymi podmiotami w wyniku jej wdrozenia.

PODSUMOWANIE

Rosngca wartos¢ i liczba transakcji przektadaja si¢ na zwigkszajaca si¢ ztozonos¢
rynku finansowego, przez co staje si¢ on coraz bardziej znaczacym elementem
systemu makroekonomicznego. Przemiany na rynku finansowym zwigzane sg
miedzy innymi z rozwojem sztucznej inteligencji, ktora z uwagi na swoj potencjat
zaczyna stawaé si¢ obszarem zainteresowania podmiotow w skali globalne;.
Obiektywnie stwierdzi¢ mozna, iz sztuczna inteligencja dopiero raczkuje, jed-
nakze mimo tego stawia przed podmiotami rynku finansowego wiele wyzwan,
w tym prawnych, ekonomicznych, moralnych czy spotecznych, ktére wraz z upty-
wem czasu 1 postgpem technologicznym beda zyskiwaty na doniostosci i kom-
pleksowosci. Konstatacjg jest fakt, iz rynki finansowe stoja przed spora szansa na
usprawnienie wielu proceséw i operacji dzigki sztucznej inteligencji, co przyczy-
ni¢ si¢ moze do Szeregu wymiernych korzysci zaré6wno dla samych podmiotow,
jak tez odbiorcow ustug oraz catej gospodarki. Winno si¢ jednak pamigtaé o za-
grozeniach, ktore postgpuja wyktadniczo tak jak szanse, co sugeruje konieczno$¢
roztropnego i przemyslanego dziatania w omawianym obszarze.

PODZIEKOWANIA

Serdeczne podzickowania kieruje w stron¢ zarzadu KN Bankowo$ci Uniwersy-
tetu Ekonomicznego w Krakowie oraz jego opiekunéw naukowych.

FINANSOWANIE

Realizacja niniejszego opracowania mozliwa byla dzigki sSrodkom uzyskanym w ra-
mach dofinansowania Parlamentu Studenckiego UEK (konkurs numer 4/2021).
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The purpose of this article. The purpose of the paper is to compare and assess provisions on premises
for recognizing tax books as kept not compliant to the regulations in the tax law and accountancy law
as well as to discuss the possibility of using the tax judgments on this issue in the interpretation of
compliant account books in the accountancy law. The research hypothesis is as follows: The tax
judgments on the premises for recognizing tax books as kept not compliant may be also used directly
for the interpretation of compliancy of account books in the accountancy law.

Methodology. The descriptive study including critical attitude to the legal acts and literature was used
to solve the research problem.

The result of the research. Both the tax law and accountancy law comprise the rules for recognizing
tax books (account books) to be compliant to the regulations. The tax law uses the terms of the
reliability and correctness. The Accountancy Act law uses the terms of the reliability, error-free,
verifiable manner and on an on-going basis. Although definitions of reliability are very similar, as the
analysis shows, the character of reliability of tax books is not always the same as for account books.
The judgments in the field of interpretation of the reliability for tax purposes may not always be used
for accounting purposes. The term correctness in the Tax Ordinance does not always correspond to
the terms: error-free, verifiable manner and on an on-going basis in the Accountancy Act. So, the tax
judgment concerning correctness of the tax book from the tax law cannot be directly applied into the
interpretation of such terms as error-free, verifiable manner and on an on-going basis in
the accountancy law. The paper additionally proposes some changes to the tax law concerning the
unreliability of tax books, as well as changes to the Accountancy Act.
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books, unreliability of account books.
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INTRODUCTION

The taxpayers and enterprises should keep their tax books (account books)
compliant to the regulations. Both the tax law and accountancy law comprise the
rules for recognizing tax books (account books) to be compliant to the regulations.

The tax law uses the terms of the reliability and correctness of tax books in
the assessment of their compliance with regulations. The tax law defines the terms
of reliability and correctness.

The features of compliant account books are also indicated in the accountancy
law. Account books should be kept as reliable, error-free, in a verifiable manner
and on an on-going basis. The accountancy law also defines these terms.

Moreover, there are numerous juridical judgments concerning the problem of
compliant tax books in respect of their reliability or correctness.

The judgments concerning the problem of compliant account books in the
accountancy law are much less numerous compared to the tax judgments.

According to some authors, the premises for recognizing tax books as kept
not compliant to the regulations respond to those indicated in the Accountancy
Act (Bartosiewicz and Kubacki, 2008a: 27; Bartosiewicz and Kubacki 2008b: 26—
29). Some authors claim that the tax judgment in respect of reliability or
correctness of tax books may be used in the interpretation of features of compliant
account books (Walinska and Wencel, 2018: art. 24; Wencel, 2018: 473-482;
Iwinska et al., 2008).

However, such opinions are not so obvious. The premises for recognizing tax
books as kept not compliant to the tax law are not the same as those in the
accountancy law.

The purpose of the paper is to compare and assess provisions on premises for
recognizing tax books as kept not compliant to the regulations in the tax and
accountancy law as well as the discussion of the possibility of using the tax
judgments on this issue in the interpretation of compliant account books in the
accountancy law.

The research hypothesis is as follows: The tax judgments on the premises for
recognizing tax books as kept not compliant may be also used directly for the
interpretation of compliancy of account books in the accountancy law.

The descriptive study including critical attitude to the legal acts and literature
was used to solve the research problem.

1. COMPLIANCE OF TAX AND ACCOUNT BOOKS WITH THE REGULATIONS

Taxpayers and entrepreneurs should keep their tax or accounting books compliant
to the regulations. The issue of tax or accounting books compliance is discussed
in the tax and accountancy law.
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The compliance of tax books is part of the tax compliance as one of the reason
of tax frauds (Andreoni et al., 1998). In case of tax books compliance the
researchers concentrate on negative effects of uncompliant tax books. Being
compliant to the regulations is therefore critical for companies to experience
successful inspections and avoid negative effects of uncompliant tax books. The
consequences of not compliant tax books are presented (Huchel, 1994; Buse,
2010; Schaetzung...). As Lapidoth indicates that the uncompliant tax books may
cause the tax base estimation (Lapidoth, 1977). Other authors indicate the methods
of calculating the tax liabilities and the methods of tax base estimations by the tax
administration (Gaudemet, 1990; Huchel, 1994; Klein, 2009).

An important issue of tax compliance including the compliance of tax books
is transfer pricing. The scope and types of transfer prices are discussed (Jaeger,
1987; Cravens, 1997; Schronberger, 1998; Klein et al., 1983).

As transfer prices may be used for tax planning or tax frauds (Eden, 2009),
the establishing of transfer prices is widely discussed. The use of different transfer
pricing methods is especially discussed (Kaminski, 2001; Helbing, 1995;
Guenkel, 1996; Boss et al., 2000; Hamaekers, 2002; Hamaekers, 2003;
Rosenberg, 2003).

OECD has issued numerous guidelines on the use of transfer pricing for tax
objectives (OECD, 2020a; OECD, 2017; OECD, 2015; OECD, 2012; OECD,
2010; OECD, 2001; OECD, 1987; OECD, 1981). The use of those guidelines in
particular is discussed (Schreiber and Poennighaus, 2013). The influence of
Covid-19 on tax regulations in case of transfer pricing is also discussed (OECD,
2020b; Le Boulanger et al.).

The issue of compliance of tax books to the Polish tax law has also been
widely discussed. Researchers concentrate on interpretation of meaning of
reliability and the correctness for tax purposes including the judicial judgment.

Polanowski e.g. proposes the definitions of reliability for tax purposes
(Polanowski, 1997: 9-11).

Malinowski discusses the procedural issues concerning declaring the books
as unreliable in the tax inspection (Malinowski, 2006: 3-4).

Bartosiewicz and Kubacki discuss the meaning of reliability also in the
judicial judgment, consequences of declaring the books as unreliable in the tax
law and in the fiscal-penalty or penalty law (Bartosiewicz and Kubacki, 2008a).
These authors also discuss the meaning of correctness, consequences of declaring
the books as incorrect in the tax law and in the fiscal-penalty or penalty law
(Bartosiewicz and Kubacki, 2008b). Melezini and Zalewski, apart from discussing
the meaning of reliability and the consequences of declaring the books as
unreliable in the tax law, indicate examples of unreliable tax books (Melezini and
Zalewski, 2011: 27-31).
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Wencel explains a meaning of reliability and the correctness of book accounts
for accounting and taxation purposes, and presents the most frequent reasons for
disputing the reliability of tax books by tax authorities (Wencel, 2018: 473-482).
The consequences of unreliable or incorrect tax books in the tax law are discussed
(Biernacki, 2008; Dzwonkowski, 2012).

The relationships between reliability and the correctness are also presented
(Omieczynska, 2022).

The researchers take also the results of not compliant tax books in the tax
base estimations into account. The correctness of the use the methods of tax base
estimations by the tax administration is primarily discussed (Ginter, 2015;
Durczynska, 2015; Witczak, 2017; Witczak, 2018; Ktosinska, 2020).

The tax issues of transfer pricing, especially the method of establishing
transfer pricing and tax documentations are widely discussed (Bac¢kowski, 2001;
O’Shaughnessy, 2003; Dmowski, 2006; Felis, 2008; Nykiel and Strzelec, 2014;
Scierska, 2016; Piekarz, 2018; Kosieradzki et al., 2021).

The issue of accounting books compliance is involved with the discussion on
the true and fair view principle and its application in different systems (Alexander,
1993; Arden, 1997; Antoniades, 2009: 1-17).

Nowak presents the role of accounting standards in creating a true and fair
view of a company (Nowak, 2014: 117-125).

Ignatowski evaluates the understanding and practical dimension of the
concept of true and fair view (Ignatowski, 2017: 47-70).

Supera (2022) indicates the premises for the compliance of account books
and the penalty effects of not compliant account books.

2. COMPLIANCE OF TAX BOOKS TO THE REGULATIONS IN THE POLISH TAX LAW

Generally, the Tax Ordinance Act regulates the compliance of tax books to the
regulations in the tax law. The law in force states that tax records should be kept
reliable and correct (Adamiak et al., 2016: 255-256; Melezini 2017: 281).

According to the law, tax books are meant as account books, tax book of
revenues and expenditures, records and registers, which taxpayers, tax remitters
and tax collectors are obliged to keep for tax purposes, on the basis of separate
provisions (Art. 3 p. 4 Act of 29 August 1997 Tax Ordinance Journal of Laws
2021, item 1540).

It means that on one hand, there are the account books, tax book of revenues
and expenditures, records and registers as well, although the records and registers
were not specified by the law. The account books and tax book of revenues and
expenditures are traditionally considered to be devices that record economic
activities of major importance for tax reasons, having a special evidential
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significance and high importance for income taxes. The records and registers not
specified in the provisions in more detail, are kept on the basis of various
provisions by taxpayers, tax remitters and tax collectors (Strzelec, 2015).

The law requires that unreliability and incorrectness of tax books should be
determined in a report of the review of the tax books as stated in Art. 193 item 6
Act of 29 August 1997 Tax Ordinance (Journal of Laws 2021, item 1540).

According to the law, the tax books are considered reliable if the records
made in them reflect an actual state of affairs. So, the unreliability of tax books
means that their entries do not reflect the actual state as stated in Art. 193 item 2
Act of 29 August 1997 Tax Ordinance (Journal of Laws 2021, item 1540). The
tax book should be reliable, which means it should be kept correct in terms of
material (Strzelec, 2015).

It is indicated that the unreliability is objective in nature. It does not depend
on the reasons for its performance. A tax book in which an error was made due to
a mistake, not an intention to actually evade taxes will be considered as unreliable
(Pitat: 2010 gppl).

It does not matter for the tax book to be considered unreliable due to the fault
(or the lack of the fault) of the taxpayer. Determining of guilt occurs in the case
of criminal law (penal-fiscal law). The purpose of criminal proceedings is to
establish the taxpayer’s guilt for the committed crime. The purpose of the tax
proceedings (more broadly, considering the discussed issue of legal and tax
relations) is different. Their primary task is to provide funds for the functioning
of the state, and the awareness, or lack of awareness of a mistake making the tax
book unreliable for the tax consequences, is irrelevant (Hanusz, 2000: 68—69).

The question of the objectivity of unreliability of the tax books had not been
clear in judgments in the past. There had been judgments stating that the
taxpayer’s intent, purpose and fault, as well as other circumstances, are relevant
to determining the reliability of the tax books (SC judgment 20.06.1996). In
another judgment, the Supreme Court stated that tax authorities should also take
into account subjectively possible human errors (SC judgment 20.06.1996).
A similar view was expressed by the Supreme Administrative Court in its
judgment (SAC judgment 22.01.1997).

However, this approach has been rejected in subsequent court judgments. The
Supreme Administrative Court stated that “for the assessment of the reliability of
a tax book, the subjective factors accompanying the making of entries in it are not
relevant. Thus, both a tax book in which no entry was made to conceal the income
earned, and one in which an erroneous entry was made by mistake are considered
unreliable” (SAC judgment 21.03.2000).

Similarly, in another judgment, the VVoivodeship Administrative Court stated
that “For the assessment of the unreliability of tax books, the reasons for it are not
important. It is irrelevant whether the taxpayer culpably (e.g. as a result of a lack
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of attention to their own economic interests, or intentionally)” (VAC judgment
11.08.2016).

The tax book is unreliable if there was no entry of the activity in order to hide
the activity or the revenue. The tax book is also unreliable if the wrong entry of
the activity was caused by the mistake (Marianski and Strzelec, 2012: 108).

The reliable tax book should include all economic activities which may have
the impact on the amount of tax. All such economic activities should be entered
in the tax book. Tax books are considered reliable when they show all the facts
that should be entered and these entries are entirely truthful. The feature of
reliability is lost when records do not reflect the actual facts, i.e. they contain false
entries. For example, the false entries are: the lack of records of events that took
place in reality, recognition of fictitious events, e.g. in terms of tax deductible
costs, recording amounts in deviating values from reality. To assess if the tax book
is unreliable, the effect of overreporting or underreporting the tax base is
irrelevant. This means that the tax book will be unreliable both when the taxpayer
overreported the tax deductible costs and when the taxpayer did not include these
costs in the tax book. Nevertheless, the judgments indicate that unreliability is
a factual error and is not related to errors in the application of the law. One
judgment of the Supreme Administrative Court states that the provisions do not
allow for the recognition of the tax book as unreliable if the tax authority finds
that the expenditure from its point of view is irrational, and should not incur a tax
deductible cost (Strzelec, 2015). Important interpretation of the character of
unreliability is presented by the juridical judgment. According to the
administrative court, a taxpayer’s violation of the substantive law by deducting as
deductible expenses that cannot be recognized as such expenses, is not the
unreliability of the tax books, and this regardless of the size of this error, in relation
to the amount of revenue. The concept of tax books reliability refers to the
correspondence of entries with the actual state of affairs. In other words,
unreliability is an error of fact, not of law, for the assessment of the books in terms
of reliability relates to the sphere of fact-finding, not legal assessment (VAS
judgment 15.04.2009).

The determination of unreliable tax books is one of the elements of the entire
procedure related to the tax base estimation. According to the Supreme
Administrative Court, first of all, the books should be examined, their unreliability
should be found while complying with the procedure under Art. 193 § 4-8 of the
Tax Ordinance. Then, the report on the examination of the books should be
provided. Only when there is no data necessary to determine the tax base, and also
when the data resulting from tax books does not allow for its determination — can
the tax base be determined by estimation. As the Supreme Administrative Court
states, the tax base estimation is allowed only after the tax book is recognized
unreliable and as a consequence, the tax books are not acknowledged as evidence
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of what it follows from the entries in the tax book. In the opinion of the court, the
tax base estimation may only be a consequence of determining the tax book as
unreliable, and not the reason for determining this unreliability (SAC judgment
27.10.2005).

The tax law foresees cases when the approach to the unreliability is gentler.
Regulation on tax book of revenues and expenditures indicates five different cases
which allow, in spite of the committed errors, to recognize the tax book of
revenues and expenditures as reliable. For example, the tax book of revenues and
expenditures is treated as reliable, even if not entered, or incorrectly entered
amounts of revenue do not exceed a total of 0.5% of the revenue shown in the
book for a given tax year, or revenue shown in the tax year until the date on which
the tax authority found these errors as stated in Art. 10 Regulation of 23.12.2019
on Keeping Tax Book of Revenues and Expenditures (Journal of Laws 2019, item
2544).

These regulations are a special provision in relation to the principles of
recognizing tax books as unreliable in the Tax Ordinance. One can analyze the
constitutionality of these provisions, as they change the understanding of
the reliability specified in the Tax Ordinance. The legislator gave the right to
define the principles of keeping tax books for those who do business activity. It
should be considered whether the Minister of Finance has not exceeded his powers
to soften the conditions for recognizing the books as reliable or correct. According
to the law, the Minister of Finance should take into account when issuing the
regulation, the method of keeping a tax book of revenue and expenditures, detailed
conditions to which that tax book must conform, and the detailed scope of duties
connected with keeping that tax book in order to enable its use as a proof that
allows to determine tax liabilities in the correct amount (Art. 23a item 7 Act of
26 July 1991 on Personal Income Tax Journal of Laws 2021, item 1128).

Certainly, this softening of conditions of unreliability does not infringe the
rights of taxpayers. Nevertheless, the regulation itself may be unconstitutional in
this respect. It would be advisable to introduce legislative changes.

Two separate ways can be distinguished here: one consisting in the deletion
of provisions in the regulation on tax book of revenues and expenditures regarding
reliability; the other — their transfer to a legal act or extension of the scope to issue
a regulation in Personal Income Tax.

The tax law in context of keeping tax books, uses not only the term of
reliability but also the term of correctness. Tax books are correct when they are
kept in accordance with principles resulting from separate provisions. However,
the tax authority shall consider as evidence the tax books that are kept incorrectly,
if defects have no essential impact on the tax case as stated in Art. 193 item 3, 5
Act of 29 August 1997 Tax Ordinance (Journal of Laws 2021, item 1540).
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Thus, correctness of tax books concerns the relationship between the reality
understood as a way of making an entry and the legal model of this way contained
in the applicable regulations. Therefore, whether the books kept by the taxpayer
may be considered evidence in the proceedings, as kept in accordance with the
applicable rules, is determined by the provisions regulating the operation of
a specific record-keeping device. The tax book should be correct i.e. kept correctly
in formal terms (Strzelec, 2015).

The incorrectness of the tax books is graded. If the error causing them to be
incorrect is not material, and not relevant to the case, then the incorrect tax books
can be used as evidence in tax proceedings (Bartosiewicz and Kubacki, 2008b: 27).

The literature indicates that unreliability and incorrectness are separate
concepts, as they have separate patterns. However, if the incorrectness results in
the rejection of the books, the results of incorrectness and unreliability are the
same. This does not mean, however, that incorrectness becomes unreliability.
Unreliability is an evident inconsistency of the accounting entry with reality,
which — if it were taken as the basis for the assessment — would result in the
determination of an incorrect amount of tax. Irregularity means that it is
impossible to determine the tax base, but not that the data is factually incorrect. It
can be noticed that even in the 1980s, the boundaries between unreliability and
incorrectness were not clear (Dzwonkowski). However, a contrary opinion is
presented in the literature. According to Omieczynska (2022) the concept of
unreliability is broader and encompasses the concept of incorrectness, for any
finding of unreliable and incompetent preparation of tax records is evidence of the
existence of defects that are material to the case. By contrast, not every
incorrectness is evidence of unreliable preparation of records. Thus, unreliability
is a qualified form of incorrectness.

It can be firmly stated that the terms unreliability and incorrectness differ.
An entry to tax books may cause both unreliability and incorrectness, but their
character is different.

This distinction is very important to assess if we may use the tax jurisdiction
for accounting purposes.

3. COMPLIANCE OF ACCOUNT BOOKS TO THE REGULATIONS
IN THE ACCOUNTANCY LAW

The question of compliance of account books with the regulations is also
discussed in the accountancy. The literature indicates the features of account
books (Kiziukiewicz, 2016). They are also indicated in the Accountancy Act.
Account books should be kept as reliable, error-free, in a verifiable manner and
on an on-going basis as stated in Art. 24 item 1 Act of 29 September 1994
Accountancy Act (Journal of Laws 2021, item 217).
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According to the law account books are considered to be reliable if the entries
made in them reflect the actual state of affairs as stated in Art. 24 item 2 Act of
29 September 1994 Accountancy Act (Journal of Laws 2021, item 217).

According to some authors, the statement of reliable account books means
that the entries show the actual state, referring to the economic effects of
transactions. The account books should provide actual information about the
financial position, financial performance of the entity. Reliability means that
the entries in the account books are consistent with the actual economic
transactions, i.e. economic operations are recognized in accordance with the actual
state. So, economic operations are recorded in line with the actual state of affairs.
Unreliability of account books will appear, for example, in the following
situations: a failure to enter in the account books the factual transaction; entering
the fictious transaction in the account books; entering under or over reporting
value of transaction in the account books (Walinska and Wencel, 2018: art. 24).
Reliability is understood objectively, so the reason for the error is irrelevant
(Sleszynska, 2013).

Making rational management decisions requires constant access to complete
and reliable information. One of the basic sources of such information should be
accounting and especially, its last stage — reporting. Therefore, the books of
accounts must reliably present the picture of the financial position, financial
situation. According to Rosiek, it is about making efforts to ensure that the account
books and finally, also the financial statements reflect the reality in the best
possible way (Rosiek, 2020).

In order to ensure the reliability of bookkeeping, it is of particular importance
to control the accounting documents that are the basis for entering, as well as the
control of the correct entering of economic operations. Detected accounting errors
can be removed only in the manner specified in the Accounting Act (Sleszyfiska,
2013).

When analyzing the reliability of the books of accounts from the point of view
of the accountancy law, it should be noted that the concept of reliability also
appears in the context of accounting documents. According to the regulations,
accounting documents should be reliable, i.e. consistent with the actual course of
the business operation that they document, complete, containing at least the data
specified in the regulations, and free from accounting errors as stated in Art. 22
item 1, Act of 29 September 1994 on Accountancy (Journal of Laws, 2021, item
217).

The term of reliability for accounting documents refers to the concept of the
actual course of business operations. If an accounting document does not fully
reflect the course of a business transaction (there is a discrepancy in, for example,
the date, value, quantity), it cannot be considered reliable. The regulations
separately indicate that the documents should be free from accounting errors as
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stated in Art. 22 item 1, Act of 29 September 1994 on Accountancy (Journal of
Laws 2021, item 217).

Committing an accounting error (e.g. in summing up a physical inventory)
always causes a given document to cease to be reliable. The value indicated in
such a document does not reflect the actual course of the operation — objectively
the actual value that should be shown.

The fact that the legislator distinguishes as a feature of an accounting
document, no accounting error should be discussed. In practice, the accounting
errors just occur. Their commitment is not always caused by the desire to hide the
actual size of the transaction. A person who makes an accounting error often has
no intention of distorting the reality, but the result of his action is that the source
document provides data that is inconsistent with the reality. According to the
literature, unreliability should also include a mistake in the account book to one’s
own detriment (Iwinska et al., 2008).

Thus, it should be concluded that an entry made on the basis of a document
in which an accounting error was made, results in the unreliability of the account
books.

Another feature that should characterize the account books is to be error-free.

According to the law, account books are considered to be error-free if all the
accounting documents approved for posting in the account books in a given month
have been entered in a complete and correct manner, and if continuity of entries
as well as the flawlessness of the applied calculation procedures was ensured
(Art. 24 item 3 Act of 29 September 1994 on Accountancy, Journal of Laws 2021,
item 217).

In the opinion of some researchers, being error-free consists in not omitting
documents related to a given period in the accounting, or leaving any
inconsistencies without explanation. The tax concept of correctness can be related
to the balance concept of being error-free (Walinska and Wencel, 2018: art. 24).

The distinction between being error-free and reliability means that the terms
should seem to be separate. This approach is also presented in the literature. It is
indicated that the concept of being error-free should be distinguished from the
concept of reliability (Walinska and Wencel, 2018: art. 24).

However, it should be recognized that, to some extent, these concepts, as
defined, overlap. If a specific account document which has been qualified for entry
has not been entered (for any reason), the condition for recognizing the account
books as not being error-free will be met. At the same time, it will most often also
result in situations where such account books may be considered as unreliable,
because an economic event documented with this evidence will not be included.
So, these account books will not reflect reality and therefore cannot be considered
as reliable. At the same time, the premise of being error-free will not be fulfilled
either. Since in the account books kept without errors there can be no omission of
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documents in the entering, then, the account books in which the account document
was omitted should be considered as kept not being error-free. Thus, both the
premise of unreliability and not being error-free will be met. On the other hand,
the account books may be reliable but not error-free. For example, when the
principle of maintaining the continuity of entries is not met.

Account books are considered to be verifiable if they allow for the correctness
of entries made and amounts (balances) entered, and of the operation of the
applied calculation procedures, to be checked, including in particular as stated in
Art. 24 item 4 Act of 29 September 1994 on Accountancy (Journal of Laws 2021,
item 217):

— based on the evidence of the entries, it is possible to identify the underlying
accounting documents and the manner in which they were posted in the account
books at all stages of data processing;

— the entries are arranged chronologically and systematically according to
classification criteria which allow to draw up financial statements and other
reports, including tax returns, which an enterprise is obliged to prepare, as well
as to carry out financial settlements;

— in the case of computer-assisted bookkeeping, it is possible to control the
completeness of the accounting system files and data processing parameters;

— access to data files is ensured, making it possible to obtain, at any time, for
any reporting period and irrespective of the technique used, clear and
comprehensible information on the substance of the entries made in the account
books.

The next feature of the account books is keeping them on an on-going basis
(Kiziukiewicz, 2016). Account books are considered to be kept on an on-going
basis, as stated in Art. 24 item 5 Act of 29 September 1994 on Accountancy
(Journal of Laws 2021, item 217):

— the information derived from those account books enables a reporting
entity to prepare the required financial statements and other reports, including tax
returns, and as well as to carry out financial settlements in a timely manner by the
prescribed date;

— general ledger trial balances are prepared at least for the respective
reporting periods and no less frequently than at the end of each month in a timely
manner as mentioned in item above, and for the financial year, no later than the
85th day after the balance sheet date;

— payments received and made in cash, cheques and bills of exchange, as
well as any transactions in retail trade and in food services, are recognized on the
day on which they were made.

Only the fulfillment of all the premises of compliance enables the preparation
of a financial statement allowing for the assessment of the financial situation of
an economic entity (Chybinski, 2019).
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Keeping account books in accordance with the conditions set out in
the regulations is of fundamental importance for the quality of data generated
in the accounting system, constituting the basis for the preparation the financial
statements and tax returns (Kiziukiewicz, 2016).

4. THE CONSESQUENCES OF NON COMPLIANCE OF ACCOUNT AND TAX BOOKS IN THE
POLISH LAW INCLUDING THE POSIBILLITY TO USE TAX JUDGMENT FOR ACCOUNTANCY

The effect of unreliability or incorrectness of tax books in the Polish tax law has
two dimensions for the taxpayer: the rejection of books due to their defectiveness
and penalties.

Determination of the unreliability and incorrectness results in the rejection of
books due to their defectiveness (Strzelec, 2015).

In the light of the provisions of the Tax Ordinance, it should be assumed that
the tax authority should undertake activities within the following sequence. The
first step is to establish whether the books are reliable and correct. If the tax books
are unreliable or incorrect, the tax administration should determine whether and
to what extent, it is possible to correctly determine the tax base established on
reliable evidence resulting from the tax books. In case the evidences resulting
from the books are not sufficient to determine the tax base, evidence proceedings
should be carried out in accordance with general principles. Other existing
evidences should be examined. These evidences can be disclosed by both the tax
authority and the taxpayer (burden of proof). Only when the evidence proceedings
under general rules are not sufficient to determine the tax base, the tax base should
be estimated (Dzwonkowski).

Determination of the unreliability and incorrectness of tax books is an
important element of the whole process of tax base estimation. Tax base
estimation may be used by the tax administration, if the tax books themselves are
questioned. For example, determination that the taxpayer incurred the expense as
tax costs, which was then questioned by the tax authority because the contractor
appearing on the invoices could not perform the work (although the work itself
was undoubtedly performed), does not imply an obligation to estimate such costs.
The tax administration may not allow to deduct such expenses and, as the result,
the revenue will be taxed without the deduction of the costs (VAC judgment in
16dz 10.10.2011). According to Strzelec, the consequence of the special evidence
power of tax books is the prohibition of specifying in tax proceedings elements
affecting the amount of tax, without first stating in a manner prescribed by law
that the tax book is unreliable or incorrect. This means that the attribute of
reliability and correctness was related to individual entries in the book and this
has some importance for the tax base estimation, which is treated as a consequence
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of the lack of data resulting from the rejection of books due to their defectiveness
(Strzelec, 2015).

So, the effect of unreliable or incorrect tax books may be the estimation of
the tax base (Adamiak et al., 2016: 255-256; Melezini, 2017: 281).

The effect of unreliability and incorrectness of tax books is also regulated in
the fiscal penalty code. As the law states, for unreliable tax books no more than
240 daily rates of fine is imposed. In a case of lesser gravity, keeping unreliable
tax books is treated as fiscal contraventions (which means lower penalty). Keeping
incorrect tax books is also treated as fiscal contraventions. The court imposes the
fine in an amount of daily rates (no less than 10 daily rates) and the amount of
daily rate. While determining the value of the daily rate, the court takes into
consideration the perpetrator’s income, personal and family conditions, financial
situation and income perspectives. The value of one daily rate may not amount to
less than one-thirtieth of the minimum wage or exceed it four hundred times. It
means that the fine may not be less than 301 PLN (in case of fiscal contraventions)
and no more than 9 631 680 PLN in 2022.

The most important effect of incompliance of account books is misleading
the external users of financial statement prepared on the basis of accounting
books. Apart from it, incompliance of account books results also in imposing the
penalty.

The provisions of the Accountancy Act introduce criminal liability, inter alia,
when the account books: are not kept at all, are kept contrary to the provisions of
the Act, or comprise unreliable information. The criminal liability consists in fine
or imprisonment up to 2 or both as stated in Art. 77 Act of 29 September 1994 on
Accountancy (Journal of Laws 2021, item 217).

Kukuta indicates different activities that meet imposing of the fine on the
basis of Art. 77 of the Accountancy Act like incorrect entering of cash documents
or failure to prepare the opening balance of account books (Kukuta, 2013).

A fine is imposed in daily rates by indicating a number of daily rates and the
value of one daily rate. The lowest number of daily rates equals 10 and
the maximum number of daily rates equals 540. While determining the value
of the daily rate, the court takes into consideration the perpetrator’s income,
personal and family conditions, financial situation and income perspectives. The
value of one daily rate may not amount to less than 10 PLN and more than
2 000 PLN. It means the lowest fine for unreliability of account books amounts to
100 PLN and the maximum fine amounts to 1 080 000 PLN.

There are numerous juridical judgments concerning the problem of compliant
tax books in respect of their reliability or correctness. The judgments concerning
the problem of compliant account books in the accountancy law are much less
numerous compared to the tax judgments. Such data was checked in the Lex Legal
Information System database (the data on 20-th November, 2021).
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There were 2,630 judgments on the reliability of tax books under the Tax
Ordinance in the Lex database. In the case of penalty fiscal code concerning the
penalization of unreliability or incorrectness of tax books, there were 928
judgments in the Lex database. In the Lex database 185 judgments existed which
involved the application of Art. 77 of the Accounting Act. However, nearly 20%
of judgments assigned to the article 77 of the Accounting Act were issued by the
administrative courts in tax cases. This data shows that the tax judgments
concerning the unreliability or incorrectness of tax books are applied in the
practice for the interpretation of premises for incompliance of account books.

As the data shows, the juridical judgments are issued much more often for the
tax law than for the accountancy purposes. This is why it is so important to answer
the question whether we may use the tax judgment on unreliability or
incorrectness of tax books directly for the interpretation of premises for
incompliance of account books.

Some authors also present an opinion that the tax judgment in respect of
reliability or correctness of tax books may be used in the interpretation for the
accountancy law (Bartosiewicz and Kubacki, 2008a: 27; Bartosiewicz and
Kubacki, 2008b: 26-29; Wencel, 2018: 473-482; Iwinska et al., 2008).

Wencel indicates that the term reliability in the tax and accountancy law are
practically the same. The term correctness in the tax law corresponds to the term
error-free in the accountancy law (Wencel, 2018: 473-482).

Bartosiewicz and Kubacki also state that the term reliability in the Tax
Ordinance and Accountancy Act are the same (Bartosiewicz and Kubacki, 2008a:
27). These authors indicate that the term correctness in the tax law is involved
with term error-free in the accountancy law (Bartosiewicz and Kubacki, 2008a:
27). According to these authors, the term correctness in the Tax Ordinance
corresponds to the terms: error-free, verifiable manner and on an on-going basis
in the Accountancy Act (Bartosiewicz and Kubacki, 2008b: 26-29).

The assumption that the terms reliability or correctness of tax books used in
the tax law correspond to the compliancy of account books allows to use the tax
judgment for the interpretation of the compliancy of account books.

However, such an assumption is not so obvious. First of all, it is necessary to
point out the distinctiveness of tax law and accounting law. The primary purpose
of taxes is the fiscal function. Taxpayers should pay taxes established by the law.
The realization of this principle is made by various instruments, among others,
properly kept tax books.

A similar opinion was expressed by the administrative court, which stated
that the significance of tax books is related to the presumption of reliability
assigned to them under Article 193 § 1 of the Tax Ordinance. This, in turn, is
derived from the obligation to keep books in order to determine or establish tax
liabilities (VAC judgment, 06.04.2004).
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So, compliant (reliable, corrected) tax books are to help determine the correct
amount of tax liability.

In accountancy the most important principle is the true and fair view
principle. The compliant accounting books are to prepare a true and fair financial
statement.

The differences in the aims of the tax law and the accountancy law have an
impact on interpretation of the terms of reliability or correctness.

In order to show the effects of the separateness of the tax and accounting law
on the assessment of the reliability of tax books, we can analyze the following
situation.

A company has calculated the amount of depreciation correctly in accordance
with accounting policy and tax rules. However, the accountant made a mistake
and entered the depreciation as external services. From the point of view of
tax law, the amount of costs in the tax books will be shown on a proper level.
The tax would be calculated properly. This means that the tax books are kept
reliably. However, the tax books are not kept correctly because depreciation was
shown in external services, so it is not in accordance with the accountancy rules.
Consequently, the tax books are reliable — they allow to calculate the proper
amount of cost, tax base and tax liability — but tax books are incorrect.

The same situation should be evaluated differently from an accounting
perspective. Showing depreciation as external services does not comply with the
principle of true and fair view. The financial statements prepared on the basis of
such account books will not be reliable. This is because investors will receive
erroneous information regarding the amount of depreciation. After all, these costs
are taken into account when calculating certain ratios, for example, EBITDA. As
a result, such account books cannot be considered as reliable on the basis of
accounting regulations. So, the same event can be assessed differently in terms
of the reliability of the tax (account) books for tax and accounting purposes.

In the case of accountancy and the reliability of the account books we have
to analyze the application of the materiality principle.

When we apply this principle, we are faced with the issue of gradeability of
errors. In accordance with the established case law on taxation, the reliability
of tax books is not graded while the application of the principle of materiality may
lead to the conclusion that a small error will not affect the assessment of the
reliability of the financial statements and the account books. Thus, a small error
in the tax will result in the recognition of tax books as unreliable, whereas, in the
case of accountancy, it does not immediately mean that we are dealing with
unreliable account books.

The Art. 24 of the Accountancy Act does not directly include the
consequences of applying the materiality principle. As it was already discussed,
the account books are in fact reliable but an error (entering not adequate account)
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could be committed. In such situations, the auditor would call such account books
as “inaccurate”. The changes to the Art. 24 of the Accountancy Act are
recommended to include such situations. The implementation of the definition of
the “inaccurate” account books is recommended. However, it should be discussed
in more detail.

Therefore, the character of reliability of tax books is not always the same as
the character of reliability of account books. As it is often the case, it should be
recognized that judicature in the field of interpretation of the reliability for tax
purposes may not always be used for accounting purposes. For example, the
tax judgment on objective reliability of tax books cannot be applied for
the accountancy law. The opposite relationship may be considered valid as well.
It means that the judgment issued in cases of reliability under the Accountancy
Act may not always be used for interpretation of the reliability for tax purposes.

The question of using the tax judgment concerning the correctness of tax
books for accountancy purposes also arises. If the term correctness in the
Tax Ordinance corresponds to the terms: error-free, verifiable manner and on an
on-going basis in the Accountancy Act, the answer could be positive.

However, such an assumption is not so obvious. We can once again analyze
the example of the company that has calculated the amount of depreciation
correctly, but the depreciation was entered as external services. As it was
discussed, such a mistake causes that the tax books are reliable but they are
incorrect. In accountancy such a mistake causes that the tax books are unreliable
and are also not error-free. However, these account books are still kept in
a verifiable manner and on an on-going basis.

It means that the term correctness in the Tax Ordinance does not always
correspond to the terms: error-free, verifiable manner and on an on-going basis
in the Accountancy Act. So, the tax judgment concerning correctness of the tax
books from the tax law cannot be directly applied to the interpretation of terms
error-free, verifiable manner and on an on-going basis in the accountancy law.

The opposite relationship may be considered valid as well. It means that the
judgment issued in cases of error-free, verifiable manner and on an on-going basis
under the Accountancy Act cannot be directly applied for interpretation of
correctness for tax purposes.

CONCLUSIONS

Generally, the Tax Ordinance Act regulates the compliance of tax books to the
regulations in the tax law. According to the law, the tax books should be kept
reliably and correctly. These terms are separate, although one mistake may cause
that the tax books are unreliable and incorrect. There are numerous tax judgments
concerning the interpretation of reliable and correct tax books.
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The problem of account books compliance is regulated in the Accountancy
Act. Account books should be kept reliable, error-free, verifiable manner and on
an on-going basis. The accountancy law also defines these terms. The judgments
concerning the problem of compliant account books in the accountancy law are
much less numerous compared to the tax judgments.

Although definitions of reliability are very similar in the tax and accountancy
law, as the analysis shows, the character of reliability of tax books is not always
the same as for account books. The judgments in the field of interpretation of the
reliability for tax purposes may not always be used for accounting purposes. The
judgment issued in cases of reliability under the Accountancy Act may not always
be used for interpretation of the reliability for tax purposes.

The term correctness in the Tax Ordinance does not always correspond to the
terms: error-free, verifiable manner and on an on-going basis in the Accountancy
Act. Therefore, the tax judgment concerning correctness of the tax book from the
tax law cannot be directly applied to the interpretation of terms error-free,
verifiable manner and on an on-going basis in the accountancy law.

The judgment issued in cases of error-free, verifiable manner and on an on-
going basis under the Accountancy Act cannot be directly applied for the
interpretation of the correctness for tax purposes.

The approach to unreliability is gentler treated in the regulations on tax book
of revenues and expenditures compared to the Tax Ordinance. It would
be advisable to introduce legislative changes. Two separate ways can be
distinguished. One consisting in the deletion of provisions in the regulation on tax
book of revenues and expenditures regarding reliability; the other — their transfer
to a legal act, or extension of the scope to issue a regulation in Personal Income
Tax.

The Art. 24 of Accountancy Act does not directly include the consequences
of applying the materiality principle. The changes to the Art. 24 of
the Accountancy Act are recommended to include such situations. The
implementation of the definition of “inaccurate” account books is recommended.
However, the way how to formulate such a provision should be discussed in more
detail.
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